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1. Overall Description:
SA2 would like to inform SA3 that Dispersion Analytics feature, captured as key issue #9 and Solution #30 in TR 23.700-91, is progressing into the normative stage in TS 23.288 Rel 17. Dispersion analytics, as captured in subclause 6.10 in TS 23.288 enables the NWDAF to provide an output indicating the number of transactions dispersed by a UE or group of UEs at a location and/or a slice during an observation period. Such information can enable one to distinguish between UE(s) normal and abnormal modes of transaction dispersion operation at a location and or a slice. 

Such information for example could be used as “Expected transaction Dispersion” entry for “Suspicion of DDoS attack” in table 6.7.5.1-1, TS 23.288.  It may also be useful when abnormal amount of a UE transactions is detected during a period of observation and therefore can assist a cyber-attack detection algorithm mentioned in TR 33.866 Key Issue #2.1.

As SA3 may be working on cyber-attacks detection in Rel 17, SA3 WG may find such transaction dispersion information useful to detect signalling storm detection.  

In lieu of the upcoming SA3 Rel 17 work on cyber-attacks and in-order to avoid potential duplication, SA2 would like to raise the following question. 

Question: 

Should SA2 expand the “Suspicion of DDoS attack” table 6.7.5.1-1 in TS 23.228 with an entry that provides the “expected transaction dispersion” UE behaviour information? 

2. Actions:
To SA3 group.
ACTION: 	SA2 kindly asks SA3 to respond to the above question  

3. Date of Next SA WG2 Meetings:

SA WG2 #145-e					 										17 – 28 May 2021 Online
SA WG2 #146-e															23 – 27 August 2021 Online
