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Abstract of the contribution: This contribution discusses support for L2TP and impacts to SA2 specifications based on the solution concluded in CT4. 
Background
Many operators use L2TP to provide connectivity to enterprise networks. With 5G, with more corporate customers (like manufacturing, IoT, etc.), the need for connecting to corporate networks via SGi/N6 is likely to increase further. Here L2TP, despite being an “old” protocol, will continue to play an important role as it is supported by many such networks.

L2TP is supported today in many EPC deployments without 3GPP standards impact. However, after the introduction of CP-UP split in EPC and 5GC it is difficult for​ a UPF/PGW-U to get necessary parameters to set up the L2TP tunnel towards the third-party server. 
Therefore, CT4 has studied this topic as part of the BEst Practice of PFCP (BEPoP) study and concluded a solution where PFCP is enhanced to support L2TP information between PGW-C and PGW-U as well as between SMF and UPF. In a previous LS exchange between CT4 and SA2, SA2 has encouraged CT4 to study this topic, but requested that SA2 should be notified about the outcome, to allow SA2 to discuss potential impacts to stage 2 specifications (S2-2009331). CT4 has now concluded and via a new LS informed SA2 about the solution (C4-211624/S2-2102110).
In this paper we analyze the solution described in the CT4 TR and identify impacts to SA2 specifications.

L2TP background

L2TP is a standard method for tunneling encapsulated Point-to-Point Protocol (PPP) frames over an IP network. L2TP operates between two L2TP endpoints (LAC and LNS), and tunnels PPP-encapsulated IP traffic between these endpoints. L2TP runs over UDP/IP and was originally defined for systems where PPP is used by an end-device to connect to a network (e.g. via DSL connections, or 2G/3G PPP PDP context). In these cases, a LAC could be deployed in the network (e.g. in a BNG) to tunnel the PPP traffic to a server (LNS) over an IP network. In current 3GPP systems however, where the UE is using IP PDU Sessions, the PPP functionality that is required to use L2TP is instead supported by the PGW-U/UPF, as illustrated in the figure below.
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Figure 1: L2TP in EPS/5GS

L2TP uses the concepts of L2TP Tunnels and L2TP Sessions, where a single L2TP Tunnel can be shared by multiple L2TP Sessions. For each PDU Session / PDN Connection, a separate L2TP Session is established. A singe L2TP tunnel can thus be shared by multiple PDU Sessions / PDN Connections.

L2TP also contains support for tunnel authentication, both on L2TP tunnel level and L2TP session level. The L2TP tunnel authentication is based on a shared secret between LAC and LNS, while the L2TP session authentication can be based on the PPP credentials provided by the UE. In 3GPP systems, where a UE can provide PAP/CHAP parameters in PCO, those parameters can be provided to the UPF and be used for L2TP session authentication. (In 5G, support for PAP/CHAP in PCO was explicitly included in rel-17).
Solution concluded in CT4 and impacts to SA2 specifications
The solution agreed in CT4 is described in TR 29.820, clause 6.8. The solution focuses primarily on PFCP (N4) aspects, but it also describes e2e call flows where the DN-AAA is enhanced to provide L2TP related information. The e2e call flow is available in TR 29.820, clause 6.8.4.

The solution is summarized below in order to analyse impacts to SA2 specifications:
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Figure 1. L2TP tunnel and L2TP session setup during PDU Session Establishment (similar call flow applies in case of PDN Connection establishment in EPS)

Step 0: During N4 Association setup, the SMF and UPF indicate L2TP capabilities. 
-
SA2 impact: In general, negotiation of capabilities across N4 is not detailed in SA2 specifications, but it is captured in TS 23.501 for some features. It can therefore be captured in TS 23.501 or left to CT4.
Step 1: During PDU Session Establishment Request the UE may provide PAP/CHAP information in the PCO. 
-
SA2 impact: Support for PAP/CHAP parameters in PCO is existing functionality. (For 5GS, explicit support for UE sending PAP/CHAP parameters in PCO was included in rel-17.). 
Step 2: In case secondary authentication/authorization applies, the SMF may receive L2TP related information from the DN-AAA. 
-
SA2 impact: For 5GS, TS 23.501 contains a description of parameters that DN-AAA can provide to SMF, and it is proposed that this clause is updated to cover also L2TP. For EPS, SA2 specs do not describe the AAA interface in any detail, and it is handled by CT3 (TS 29.061). It is proposed that the same applies for L2TP. 
Step 3: During N4/Sx Session Establishment, the SMF / PGW-C provides L2TP information to UPF / PGW-U. In case PAP/CHAP information was provided in the PCO by the UE in step 1, this information may be provided to the UPF and be used during L2TP authentication.

-
SA2 impact: For EPS, parameters provided by PGW-C to PGW-U are documented in TS 23.214 clause 7 and for 5GS it is documented in 23.501 clause 5.8.2.11. It is proposed to update these two specifications to support L2TP.

Steps 4 and 5: The L2TP procedures follow the RFCs, such as RFC 2661 (L2TPv2) and RFC 1661 (PPP). 
-
SA2 impact: Normally tunnelling protocols used on N6 are not described in detail in SA2 specs, and it is proposed to do the same for L2TP. There is thus no need to include a detailed call flow for L2TP in SA2 specifications. 
Step 6: The UPF / PGW-U replies to the SMF / PGW-C and indicates whether L2TP was successfully established. L2TP allows an option where the LNS allocates UE IP address and DNS address(es) and provides it to the LAC. This may be used in case the SMF requests the UPF to allocate the UE IP address in step 3. In that case the UPF / PGW-U provides the UE IP address and DNS address(es) to SMF / PGW-C in this step.
-
SA2 impact: Support for UE IP address allocation by UPF is already supported since Rel-16 (introduced by ETSUN WID). For EPC, this is however not explicitly supported in TS 23.214. It should be noted that stage 3 (29.244) is generic and allows UE IP address allocation by the UP function for both EPC and 5GC (as agreed in TS 29.244 CR0341). TS 23.214 can thus be enhanced to align with stage 3. 
Step 7: No impacts to existing specifications.

To summarize, the following impacts to Rel-17 SA2 specifications are foreseen:

-
TS 23.501:

o
Clause 5.6.6: Additions to information provided between SMF and DN-AAA to support L2TP. 

o
New clause 5.8.2.X: Describe UPF functionality for L2TP and additions to N4 information provided between SMF and UPF to support L2TP. Since CT4 has not yet studied detailed impacts to N4 rules (PDR, FAR etc) it is proposed to describe the L2TP information on more general level in SA2, and possibly align with CT4 later. 
-
TS 23.214: 

o 
Clause 7.1: Describe PGW-U functionality for L2TP and additions to Sx session-level parameters. Since CT4 has not yet studied detailed impacts to Sx rules (PDR, FAR etc) it is proposed to describe the L2TP information on more general level in SA2, and possibly align with CT4 later.
o 
Clause 5.5: Additions to support UE IP address allocation by PGW-U to align with stage 3 and 5GC. This only updates to the PGW-C / PGW-U stage 2 functional description and has no stage 3 impact, as the PFCP protocol already supports this. 
Updates to TS 23.502 may be done to align with 23.501 but are strictly not needed since no new messages are added to any call flow. N4 parameters are described in 23.501, and for DN-AAA interactions, 23.502 refers to 23.501 for the DN-AAA-provided Authorization Data.
Security related aspects, e.g. related to providing PAP/CHAP information from the PGW-C/SMF to PGW-U/UPF, is expected to be studied by SA3. LS exchange between CT4 and SA3 (with SA2 on CC) is ongoing.
Proposal
It is proposed to agree the above-mentioned changes to SA2 specifications and provide a corresponding reply to CT4. See CRs to TS 23.501 (S2-2102137) and TS 23.314 (S2-2102138).
3GPP


[image: image1]SMF
UE
UPF (LAC)
LNS (in DN)

1. PDU Session 
Establishment Request
(PCO: PAP/CHAP information)

0. L2TP Support Negotiation between CP and UP in 5GC

3. PFCP Session 
Establishment Request 
(L2TP Connection Information)
DN-AAA

6. PFCP Session 
Establishment Response
(Created L2TP Connection)

7. PDU Session 
Establishment Response

Access Request/DER

Access Response/DEA

4. L2TP Tunnel Setup (if required)
5. L2TP Session Setup

User Data Session
2.




