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Abstract: This contribution proposes to update the protocol stacks for Layer 2 UE-to-UE Relay.
1. Introduction/Discussion
This paper proposes to update the protocol stacks for Layer 2 UE-to-UE Relay.
It is proposed to update the protocol to align with RAN2 agreements, and also clarify that both the per-hop PC5-S message and E2E PC5-S message are supported on the designed protocol.
Additionally, the protocol stacks for Layer 2 UE-to-UE Relay apply to all Layer 2 UE-to-UE Relay solutions, such as Sol#9, Sol#31 and Sol#50. So it is proposed to move the related text in clause 6.9.1.2 to Annex A.
2. Text Proposal
It is proposed to capture the following changes vs. TR 23.752.
[bookmark: _Toc519004414][bookmark: _Toc43388417][bookmark: _Toc43735648][bookmark: _Toc43994221]* * * * First change * * * *
[bookmark: _Toc30666571][bookmark: _Toc31029865][bookmark: _Toc31030756][bookmark: _Toc43388323][bookmark: _Toc43735553][bookmark: _Toc50130541][bookmark: _Toc50133855][bookmark: _Toc50134195][bookmark: _Toc50557147][bookmark: _Toc50548825]6.9.1	Description
[bookmark: _Toc43388324][bookmark: _Toc43735554][bookmark: _Toc50130542][bookmark: _Toc50133856][bookmark: _Toc50134196][bookmark: _Toc50557148][bookmark: _Toc50548826]6.9.1.1	General
Using the solution described in this clause, a UE-to-UE Relay enables the discovery of a source UE by a target UE. A UE-to-UE Relay is authorized to relay messages between two UEs over the PC5 interface via authorization and provisioning, as defined in clause 6.Y Solution for Key Issue #4: UE-to-UE Relay Authorization and Provisioning.
The source UE announces its supported applications or discovers a target UE using a known discovery mechanism, e.g. using user-oriented or service-oriented methods as defined in TS 23.287 [5].
The UE-to-UE Relay listens for ProSe applications advertisements (e.g. Direct Discovery or Direct Communication Request messages) from surrounding UEs and if a broadcasted application matches one of the applications from its provisioned relay policy/parameters, the UE-to-UE Relay advertises it as a relayed application by adding a relay indication to the message.
A target UE discovers a source UE via a UE-to-UE Relay. The target UE receives a broadcast Direct Communication Request message with a relay indication.
A secured "extended" PC5 link is set up between the source UE and the target UE via the UE-to-UE Relay. The source/target UEs do not know their respective peer UE's L2 IDs. Source/Target UEs send messages to the UE-to-UE Relay and receive messages through the UE-to-UE Relay. However, the security association and the PC5 unicast link are established directly between the source UE and target UE. The UE-to-UE Relay forwards the messages in opaque mode, without the ability to read, modify their content or replay them. The source/target UEs detect that the link establishment is going through a UE-to-UE Relay upon detecting a relay indication included in the received messages.
The UE-to-UE Relay assigns itself two Relay-L2 IDs when a unicast link is established between two peer UEs via the UE-to-UE Relay. The first Relay-L2 ID is used when forwarding a message to the target UE. The second Relay-L2 ID is used when forwarding a message to the source UE. The UE-to-UE Relay maintains a mapping table containing the mapping of peer UEs L2 IDs and the corresponding Relay-L2 IDs that have been self-assigned. When receiving a message, the UE-to-UE Relay uses its mappings table to find the source and destination IDs to be used to forward the message to the target UE. The UE-to-UE Relay uses the Relay-L2 ID specified in the destination field to find the related UE and uses the UE's L2 ID specified in the source field to find the related Relay-L2 ID. It then updates the source and destination fields of the received message with its corresponding UE's L2 ID and Relay-L2 ID before forwarding the message.
NOTE:	Additional security-related parameters and procedures may be needed for the protection of relay related messages. Their definitions need to be coordinated with SA WG3.
Link management (i.e. keepalive, link modification, link identifier update and link release) is supported over direct unicast links and needs to be supported over extended PC5 links as well. Since the security association of extended PC5 links is between the peer UEs, all messages sent over the extended PC5 link, including link management (i.e. PC5-S) messages, may only be processed by those two UEs.
Having the PC5 link management messages processed by the peer UE is not a problem for most of the management functionality. For the keepalive functionality, both UEs may send/receive keepalive messages and validate that the extended link is still alive. For the link modification, that is used to add or remove QoS flows or services or modify QoS flows, it needs to be applied to the extended link and handled by the two peer UEs. For the link release, the peer UEs may exchange the release messages and then inform the UE-to-UE Relay (i.e. using the management link as defined in clause 6.9.2.2) to allow it to clean-up its mapping table.
As for the link identifier update procedure, the peer UEs cannot update their Layer-2 IDs transparently to the UE-to-UE Relay. The reason is that the UEs do not know their peer's Layer-2 ID since they are addressing their outgoing messages to the UE-to-UE Relay Layer-2 ID. The UE-to-UE Relay uses the Layer-2 IDs of the peer UEs for relaying purposes, thus the UE-to-UE Relay must be informed of the updated Layer-2 ID from both peer UEs. Additionally, the UE-to-UE Relay must change its Layer-2 IDs, associated to the extended link, whenever the peer UEs change their Layer-2 IDs since the UE-to-UE Relay L2 IDs used for this unicast link are visible in the header thus may be used to link the UEs old Layer-2 IDs with their new Layer-2 IDs. In summary, when the initiating UE changes its identifiers (e.g. Layer-2 ID and security info), the UE-to-UE Relay needs to update its Layer-2 ID used on the unicast link with the initiating UE and since the security info (established between the two peers UEs) is also updated, the identifiers used over the unicast link between the UE-to-UE Relay and the target UE also need to be updated.
To update identifiers used for unicast communication via a UE-to-UE Relay, i.e. for an extended unicast link, a "management" unicast link is established between each UE and the UE-to-UE Relay. This management link is secured (i.e. integrity and confidentiality protected) between the UE and the UE-to-UE Relay. It is used to manage extended links associated to the same UE-to-UE Relay as the management link. If multiple UE-to-UE Relays are used to reach peer UEs then multiple managements links may be created by a UE, e.g. one toward each UE-to-UE Relay.
Existing Link Identifier Update messages sent to the UE-to-UE Relay are modified to include additional information needed by the UE-to-UE Relay to identify the extended unicast link to which these messages apply. The additional information includes: 1) "extended link" indication, 2) UE's current Layer-2 ID used on extended link, 3) UE's new Layer-2 ID for extended link, 4) UE-to-UE Relay's Layer-2 ID used on extended link.
A management link may be released once the link identifier update procedure is completed, or it may be kept. If it is kept then it is treated like any other PC5 unicast link, i.e. its Layer-2 IDs need to be updated periodically, keepalive may be exchanged, etc.
[bookmark: _Toc43388325][bookmark: _Toc43735555][bookmark: _Toc43994128]6.9.1.2	Control and User Plane Protocol Stacks
Figure 6.9.1.2-1 illustrates control plane protocol stacks using a UE-to-UE Layer-2 Relay. UE-to-UE Layer-2 Relay uses self-generated own Layer-2 IDs inserted as source Layer-2 ID in the already formed L2 frames relayed between UE1 and UE2. L2 frames are forwarded based on mapped UE1 Layer-2 ID, UE2 Layer-2 ID. The signalling messages are transparently transferred between UE1 and UE2 over UE-to-UE Layer-2 Relay without any modification other than the source and destination Layer-2 IDs. The security is established end to end between UE1 and UE2 as shown by the PDCP layer terminating in UE1 and UE2.


Figure 6.9.1.2-1: Control Plane protocol stacks for PC5 using a UE-to-UE Layer-2 Relay
Figure 6.9.1.2-2 illustrates user plane protocol stacks using a UE-to-UE Layer-2 Relay. As for the control plane, the security is established end to end between UE1 and UE2. Therefore, user data is never exposed at the relay node since the relay function does not process/apply any security on relayed IP packets.


Figure 6.9.1.2-2: User Plane protocol stacks using a UE-to-UE Layer-2 Relay
The SDAP and PDCP protocols above are as specified in TS 38.300 [11].
Editor's note:	The proposed protocol stacks are to be confirmed with RAN WG2.The control and user plane protocols stacks are based on the architectural reference model described in Annex A.
* * * * Second change * * * *
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Layer 2 Architecture Reference Model
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The following clauses describe the control plane and user plane protocol stacks for supporting Layer 2 evolved UE-to-Network Relay UE , in case of 3GPP access and Layer 2 UE-to-UE Relay UE.
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Figure A.2.1-1, illustrates the protocol stack for the user plane transport, related to a PDU Session, including a Layer 2 UE-to-Network Relay UE. The PDU layer corresponds to the PDU carried between the Remote UE and the Data Network (DN) over the PDU session. The PDU layer corresponds to the PDU carried between the Remote UE and the Data Network (DN) over the PDU session. The SDAP and PDCP protocols are as specified in TS 38.300 [11]. It is important to note that the two endpoints of the PDCP link are the Remote UE and the gNB. The relay function is performed below PDCP. This means that data security is ensured between the Remote UE and the gNB without exposing raw data at the UE-to-Network Relay UE.


Figure A.2.1-1: User Plane Stack for L2 UE-to-Network Relay UE
The adaptation layer within the UE-to-Network Relay UE and gNB can differentiate signalling radio bearers (SRBs) and data radio bearers (DRBs) for a particular Remote UE. The adaption layer is also responsible for mapping PC5 traffic to one or more DRBs of the Uu. The definition of the adaptation layer is under the responsibility of RAN WG2.
Editor's note:	The details of the services provided by the adaption layer is left to RAN WG2.
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Figure A.2.2-1, illustrates the protocol stack of the NAS connection for the Remote UE to the NAS-MM and NAS-SM components. The NAS messages are transparently transferred between the Remote UE and gNB over the Layer 2 UE-to-Network Relay UE using:
-	PDCP end-to-end connection where the role of the UE-to-Network Relay UE is to relay the PDUs over the signalling radio bear without any modifications.
-	N2 connection between the gNB and AMF over N2.
-	N11 connection AMF and SMF over N11.
The role of the UE-to-Network Relay UE is to relay the PDUs from the signalling radio bearer without any modifications.


Figure A.2.2-1: Control Plane for L2 UE-to-Network Relay UE
Editor's note:	The Remote UE behaviour at the RRC layer is FFS in RAN WG2.
A.3	Control and User Plane Protocols for Layer 2 UE-to-UE Relay
A.3.1	User Plane Protocol Stack
Figure A.3.1-1 illustrates user plane protocol stacks using a UE-to-UE Layer-2 Relay. As for the user plane, the security is established end to end between UE1 and UE2. Therefore, user data is never exposed at the relay node since the relay function does not process/apply any security on the relayed packets.


Figure A.3.1-1: End-to-End User Plane protocol stacks using a Layer-2 UE-to-UE Relay
Both IP traffic and Non-IP traffic are supported.
The SDAP and PDCP protocols above are as specified in TS 38.300 [11].
A.3.2	Control Plane Protocol Stack
Figure A.3.2-1 illustrates control plane protocol stacks using a Layer-2 UE-to-UE Relay. The security is established end to end between UE1 and UE2 as shown by the PDCP layer terminating in UE1 and UE2. Therefore, the E2E PC5-S message between UE1 and UE2 is never exposed at the relay node since the relay function does not process/apply any security on the relayed E2E PC5-S messages.


Figure A.3.2-1: End-to-End Control Plane protocol stacks using a Layer-2 UE-to-UE Relay
NOTE 1:	The definition and functionalities of the Adaptation Layer are defined by RAN WG2.
NOTE 2:	Only the End-to-End control plane protocol stack is shown in Figure A.3.2-1. The control plane protocol stack of the unicast link between UE1/UE2 and UE-to-UE Relay can re-use the regular PC5-S protocol stack defined in clause 6.1.2 in TS 23.287.
NOTE 3: 	Both per-hop PC5-S message and E2E PC5-S message are supported. The E2E PC5-S message is the message transferred between UE1 and UE2, and the per-hop PC5-S message is the message transferred between UE1 and UE-to-UE Relay or between UE-to-UE Relay and UE2. How to differentiate them depends on RAN solution. Whether the same pair of source and destination Layer-2 IDs is used for per-hop and E2E PC5-S messages is to be determine during SA2’s normative phase and it’s feasibility is to be confirmed by RAN2.
* * * * End of changes * * * *
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