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Abstract of the contribution: This discussion paper highlights the impacts related to the addition of an adaptation layer and the usage of a single per-hop link between a UE and a UE-to-UE Relay.
1	Introduction
[bookmark: _Toc50468387][bookmark: _Toc50468657][bookmark: _Toc50468928][bookmark: _Toc50630903][bookmark: _Toc50631405][bookmark: _Toc50467043]This discussion paper highlights the impacts related to the addition of an adaptation layer carrying source/destination UEs identity information to support multiple end-to-end unicast links as well as the usage of a single per-hop link between a UE and a UE-to-UE Relay. 
We believe that our finding should be communicated to RAN WG2 as soon as possible since RAN WG2 will define the content of the adaptation layer header in detail in the upcoming 3GPP meetings.

2	Discussion
SA WG2 has defined a Link Identifier Update procedure in collaboration with SA WG3 during V2X R16 system design. SA WG3  concluded that all identifiers sent in cleartext in the message headers must be changed at the same time, i.e. during the same procedure run and from both UEs, to avoid trackability and linkability issues. Extracts from TR 33.836 [xx], clause 6.1:
In this solution, UEs involved in a unicast communication update their identifiers simultaneously, i.e., within the same procedure. The identifiers (i.e. L2 IDs and the Kd session ID), included as cleartext within messages sent over the unicast communication, are being changed.
L2 ID tracking is possible since the source and destination L2 IDs, which identify a PC5 unicast communication, are sent as cleartext with each PC5 message. In addition, the security (i.e., confidentiality and integrity protection) handled at the PDCP layer is using a Kd session ID that is also sent in cleartext in the PDCP header of each PC5 message. 

Based on SA WG3 conclusion i.e., considering that all information sent in cleartext in a message header may be used to track a UE, thus must be updated periodically, we have evaluated the impact of adding a new adaptation layer which will contain un-encrypted identifiers. 
As per RAN WG2, TR 38.836  clause 5.5.1:


Figure 5.5.1-1: User plane protocol stack for L2 UE-to-UE Relay


Figure 5.5.1-2: Control plane protocol stack for L2 UE-to-UE Relay

· For the first hop of L2 UE-to-UE Relay,
· The adaptation layer over first PC5 hop between Source Remote UE and Relay UE supports to identify traffic destined to different Destination Remote UEs
· For the second hop of L2 UE-to-UE Relay,
· PC5 Adaptation layer supports the N:1 bearer mapping between multiple ingress PC5 RLC channels over first PC5 hop and one egress PC5 RLC channel over second PC5 hop and supports the Remote UE identification function.
· For L2 UE-to-UE relay,
· In addition, the identity information of Source Remote UE and/or the identity information of Destination Remote UE are candidate information to be included in the adaptation layer, which are to be decided in WI phase.
So, from the above text from RAN WG2, the adaptation layer on the first per-hop between the Source UE and the Relay contains information identifying the Destination UE. For the second per-hop between the Relay and the Destination UE, the adaptation layer contains information identifying the Source UE. In addition, RAN WG2 considers adding information identifying both the Source and Destination UE in the adaptation layer. This is to be decided during RAN WG2 normative phase.
Consequently, considering RAN WG2 new adaptation layer and SA WG3 conclusion for V2X R16 (as discussed above, i.e. identifiers sent as cleartext must be updated), we believe that the source/destination UEs identity information carried into the adaptation header needs to be changed periodically, for privacy reason, at the same time as the per-hop identifiers (i.e. L2 IDs) and the end-to-end security information. 
Having end-to-end identifiers carried into the adaptation header and known by the end-to-end peer UE requires the end-to-end peer UE to be involved in the Link Identifier Update procedure, designed in the context of direct communication only. Moreover, the usage of multiple end-to-end unicast links via a single per-hop link means that end-to-end identifiers of all end-to-end unicast links may be associated (i.e. linked) to the same per-hop identifiers since they are visible to everybody when end-to-end peer UEs exchange messages via a Relay. This implies that the source UE and all destination UEs would need to change their identifiers (both per-hop identifier and end-to-end identifiers) at the same time. Further, once per-hop identifier of destination UE change, each destination UE must change all end-to-end identifiers running on its per-hop link (to satisfy that all identifiers in clear text change simultaneously), i.e. the destination UE will trigger LIU procedures with all other UEs which communicates with this destination UE via the same UE-to-UE Relay. This obviously could lead to a signalling storm of PC5-S message exchanges.
The usage of relay-specific end-to-end identifiers, i.e. UE-to-UE Relay replaces the UE’s end-to-end identifiers by UE-to-UE Relay allocated identifiers, can avoid forwarding a UE’s end-to-end identifiers to its end-to-end peer UE, then the Link Identifier Update procedure can run only between the UE and the Relay, without involving the end-to-end peer UE. 

RAN WG2 is responsible of defining the adaptation layer content, however, RAN WG2 is not aware of the SA WG2 Link Identifier Update procedure and requirements, and cannot foresee the impacts that the selected identity information, to be specified in the adaptation header, may have on the UEs and PC5 signalling. Informing RAN WG2 of our findings will help to save time for the normative work in SA WG2 and RAN WG2. 

3	Proposal
Send an LS to RAN WG2 and SA WG3 to inform them about SA WG2 concerns and findings regarding the content of the adaptation layer header and the usage of a single per-hop link, i.e. the impact on the Link Identifier Update procedure, and ask RAN WG2 to take them into consideration when defining the adaptation layer header content.
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