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************************************ FIRST CHANGE ****************************************
5.2.3
UUAA At PDN Connection/PDU Session Establishment
5.2.3.x C2 authorization at PDU session establishment

When the UAV is triggered to request establishment of a PDU session to 5GS for C2, the following procedure applies:
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Figure 5.2.3.x-1: C2 authorization at PDU session establishment
0.
Steps 1 - 4 performed as in Figure 4.3.2.2.1-1 of 3GPP TS 23.502 [x]. The UAV/UE includes within the SM PDU DN request container provided by the UE in the PDU session establishment request the following payloads:
-
CAA-Level Identity payload containing the CAA-Level UAV ID assigned by the UTM/USS provider
-
Flight Authorization Information payload that includes a Flight Authorization ID (if available at the UE) or information required by UTM/USS for C2 authorization (e.g. flight path, UAS operator info).
NOTE x:
The UE is configured with CAA-Level UAV ID, Flight Auhotirzation ID or C2 authorization information via a procedure out of scope of 3GPP.
1.
The SMF determines the PDU session requires C2 authorization based on subscription information provided by the UDM and initiates an Nnef_Auth_Request service operation including the CAA-Level Identity Payload and the Flight Authorization Information payload.
2.
The NEF includes the CAA-Level Identity payload and Flight Authorization payload in the T8_Auth_Request  to the UTM/USS.
3.
An optional authentication/authorization procedure as per Figure 5.2.3.a-1 
may take place
4.
After C2 authorization is complete the UTM/USS determines Remote Identification and Tracking Information (RITI) and Authorization Data for the UAV. 
The RITI may include:

-
A new CAA-Level UAV ID that is used as a means to remotely identify the UAV, 
-
An authorization token to be used between the UAV and UTM/USS for remote identification and tracking
The Authorisation Data may include the authorised area & time where the UAV can operate.
5.
The UTM/USS includes in the T8_Auth_Response to the NEF, RITI information and Authorization Data within a Flight Authorization information payload. 
6.
The Nnef_Auth_Response to the SMF includes the RITI and Authorization Data.
7.
Steps 5 - 21 performed as in Figure 4.3.2.2.1-1 of 3GPP TS 23.501[x]. The SMF includes the RITI within a Flight Authorization Information payload in a SM PDU DN Response container in the PDU Session Establishment Accept message to the UAV/UE. The UAV uses the RITI for remote tracking & identification with a UTM/USS via the PDU session established for C2.
************************************ SECOND CHANGE ****************************************
5.2.3.z
C2 authorization at UE requested PDN connectivity 
When the UAV is triggered to establish connectivity to an additional PDN over E-UTRAN for C2, the procedure described in clause 5.10.2 of 3GPP TS 23.401 [x] takes place with the following modifications:
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Figure 5.2.3.z-1: C2 authorization at PDN Connectivity Request
0.
Steps 1 - 4 performed as in Figure 5.10.2-1 of 3GPP TS 23.401 [x] and steps 1 - 2 in Figure 4.11.1.5.4.1-1 of 3GPP TS 23.502 [y]. The UAV includes in the PCO of the PDN Connectivity Request the following payloads:

-
CAA-Level Identity payload containing the CAA-Level UAV ID assigned by the UTM/USS provider

-
Flight Authorization Information payload that includes a Flight Authorization ID which is associated to an authorized flight operation from a USS/UTM (if available) or information required by UTM/USS for C2 authorization (e.g. flight path, UAS operator info).
NOTE y:
The UE is configured with CAA-Level UAV ID, Flight Auhotirzation ID or C2 authorization information via a procedure out of scope of 3GPP.

1.
If authorization with UTM/USS is carried out during the PDN connectivity request (Option 1) steps 1, 6 as per Figure 5.2.3.x-1 takes place. The UTM/USS determines Remote Identification and Tracking Information (RITI) and Authorization Data for the UAV. The RITI and Authorization data are provided to the SMF+PGW-C.
2.
Steps 5 -16 performed as in Figure 5.10.2-1 of 3GPP TS 23.401 [x] and Steps 3-6 as in Figure 4.11.1.5.4.1-1 of 3GPP TS 23.502 [x]. SMF+PGW-C includes the RITI within the PCO of the Create Session Response. The UAV/UE receives the PCO within a Downlink NAS transport message.
3.
If authorization with UTM/USS is carried out after the PDN connectivity request (Option 2) steps 1, 6 as per Figure 5.2.3.x-1 takes place. The UTM/USS determines Remote Identification and Tracking Information (RITI) and Authorization Data for the UAV. The RITI and Authorization data are provided to the SMF+PGW-C.
4.
Steps 13-14 performed as in Figure 5.10.2-1 of 3GPP TS 23.401 [x]
5.
Steps 5a-5f as in Figure 5.2.3.a-1 
is performed. The RITI is provided to the UAV/UE within the PCO.
************************************ END OF CHANGE ****************************************
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