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Abstract: This paper elaborates on the ongoing discussions in SA2, SA3 and SA6 of the mapping between UE IP address and GPSI and proposes a way forward.
1. Discussion and proposal
In October 2020, SA6 sent LS S6-202008 to SA2 and SA3 asking to enable the CN to provide the AF with the GPSI associated to a given UE IP address because, in the context of the EDGEAPP work, the subscriber's GPSI is needed as input in some APIs (e.g., the UE location API) used by the Edge Application Server (EAS).
In the last SA2#142e meeting, discussion paper S2-2009003 and TS 23.501 CR S2-2009338 were endorsed in addition a reply LS to SA6 (CC: SA3) was sent in S2-2009339. The concept endorsed in in SA2#142e consists in:

· The NEF exposes a UE permanent/static identifier which is determined based on the UE IP address (provided by the AF) and the corresponding DNN and/or S-NSSAI information (which may be provided by the AF or determined by the NEF using the identity of the AF);

· In Rel-17 the NAT case is not addressed. 

· After the retrieval of the permanent/static UE identifier the AF shall not keep maintaining a mapping of it with the UE addressing information as this mapping may change.
At the same time of SA2#142e, during SA3#101e, SA3 sent the reply LS S3-203360 to SA2 and SA6, whose main points can be summarized as follows:

· Using 3GPP system specific permanent identities such as SUPI for network external identification purposes should be avoided. However, using a public identity like the GPSI outside the 3GPP operator domain for external identification purposes can be possible. 

· A GPSI can be an MSISDN or an External Identifier. A user may not be comfortable with sharing its MSISDN with the external AF. However, an External Identifier can be exposed to the AF. 
The statement above is not based on the current definition regarding the purpose and meaning of External Identifier that was defined as replacement of MSISDN and therefore the UE is expected to have either MSISDN or External Identifier (see TS 23.501 clause 5.9.8):

“The GPSI is either an MSISDN or an External Identifier, see TS 23.003 [19]. If MSISDN is included in the subscription data, it shall be possible that the same MSISDN value is supported in both 5GS and EPS.”. 
This means that, within the context of a given GPSI, a UE that is required to have MSISDN, e.g., to support voice services cannot have in addition External Identifier as per the current definition of GPSI. 
Furthermore, even though multiple different GPSIs can be supported per UE (see TS 23.501 clause 4.47):

“… If UE has multiple GPSIs associated to the same IMSI, the GPSI that is associated with an SMS may be determined from the UE's IMSI and the Application Port ID value in the TP-User-Data field (see TS 23.040 [5]). The NEF may obtain the GPSI by querying the UDM with the IMSI and application port ID.”

such GPSIs as per current definition are not meant to be used for security protection of the user. 
Observation 1: the response from SA3 implies some use of the External Identifier in addition to the MSISDN and/or with a different purpose to what is currently assumed.

Subsequently, during SA3#102e, SA3 further discussed the issue due to the reception of SA2's LS S2-2009339. The main aspect discussed in SA3 was the temporal validity of the UE permanent/static identifier. A draft reply LS to SA2/SA6 proposed to keep the identifier valid only for the duration of PDU session for which it is used, however no agreement was reached and the discussion was postponed to the next SA3#103e (March 1-5, 2021). It should be noted that an identifier of temporal validity that can be used for exposure does not currently exist in 5GS.
In addition, another important aspect to clarify is whether the UE permanent/static identifier exposed by the NEF to the AF has global or per-AF validity. Since this might have security impacts, SA3 should first discuss it and provide input to SA2 accordingly. 
Proposal 1: It is proposed to put on hold the discussion on the exposure of a UE permanent/static identifier and reply to SA3 to raise the above-described issues and to ask them to clarify the properties of the exposed identifier required by SA3 (see S2-2100747).[image: image1.png]
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