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Abstract: It proposes to support external authentication in other procedures, such as SR procedure.
1. Introduction
Existing conclusion only support the external authentication mechanism in primary authentication and authorization procedure. But actually, authentication and authorization may be invoked at any time (e.g. timer expired) and at any procedures (e.g. SR procedure), conclusion should be clarified to cover more scenarios where the external authentication could be applicable for.
Proposal : Supporting external authentication in other procedures, such as SR request.
2. Text Proposal
It proposes to capture the following changes vs. TR 23.700-07.
* * * * First change * * * *

8.1
Key Issue #1: Enhancements to Support SNPN along with credentials owned by an entity separate from the SNPN

Editor's note:
This clause will capture conclusions for Key Issue #1.
8.1.1
Conclusions for scenario where the SNPN offers connectivity for UE(s) with credentials owned by separate entity offering AAA Server

The scenario where the separate entity owning the credentials has only an AAA Server is supported. It is proposed to adopt the following conclusion principles:

-
The SNPN will host a function (e.g. enhanced AUSF or new NF) supporting primary authentication and authorization of SNPN UEs that use credentials from the AAA Server. The function also supports re-authentication procedure invoked at any time (e.g. timer expired) and at some specific procedures (e.g. SR procedure).
NOTE 1:
Whether to use a new NF or enhanced AUSF will be determined based on feedback from SA WG3.
-
The function (see above) forwards EAP messages to the AAA server that is acting as the EAP Server for the purpose of primary authentication and authorization.
-
The user identity used to identify the UE during primary authentication and authorization towards the AAA sever is the same SUPI as used within the 5GC SNPN.
Editor's note:
Need for and details of using a UE ID other than the SUPI are FFS.
-
The AMF discovers and selects the AUSF as described in TS 23.501 clause 6.3.4 using the Home Network Identifier and Routing Indicator present in the SUCI provided by the UE.

-
The AUSF (e.g. enhanced AUSF or new NF) in SNPN selects the AAA hosted by the external entity. The discovery and selection functionality (within the AUSF) uses the domain name corresponds to the realm part (specified in the NAI format for SUPI in clauses 28.15.2 and 28.16.2)  within Network specific identifier that identifies the external entity to perform discovery and selection of the AAA hosted by the external entity.

-
The UDM supports mobility management and session management subscription information that is needed at the time of Registration and Session Management procedure.
Editor's note:
It is FFS if the AAA server supports providing the subscription information needed for registration and session management procedure.

-
After completing the primary authentication and authorization successfully, the AMF or SMF can retrieve the SNPN UE subscription data (i.e. mobility management and session management subscription) using SUPI from UDM.
NOTE 2:
The interactions or interfaces between the existing/enhanced AUSF (or new NF) and the AAA server can be defined by SA2 during normative phase e.g. based on SA3's feedback.
* * * * End of changes * * * *[image: image1.png]
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