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FIRST CHANGE all text is NEW
[bookmark: _Toc20204064][bookmark: _Toc27894752][bookmark: _Toc36191819][bookmark: _Toc45192908][bookmark: _Toc47592540][bookmark: _Toc51834621][bookmark: _Toc59100447]4.11.0a.X	Secondary authentication/authorization by a DN server
This clause describes the Secondary authentication/authorization by a DN server at PDN connection establishment; this procedure takes place for a PDN connection allowed for 5GC-EPC interworking and when access to the DN is to be controlled by authentication / authorization carried out by a DN server. 
The Secondary authentication/authorization by a DN server is optionally triggered by a SMF+PGW-c during a PDN connection establishment and performed transparently via a UPF or directly with the DN server without involving the UPF if the DN server is reachable directly, as described in in clause 4.3.2.3 and in TS 23.501 [2], clause 5.6.6.
In the case of Home Routed Roaming, unless specified otherwise, the SMF+PGW-c in the information flow defined in this clause is in the HPLMN.
The Secondary authentication/authorization by a DN server at PDN connection establishment is modelled to work as defined in the 5GS case (as defined in clause 4.3.2.3) but with the necessary adaptation due to the differences between PDN connections and PDU Sessions.
The difference with the 5GC procedure in clause 4.3.2.3 is that the SMF+PGW-c needs to initiate the exchanges of DN authentication related signalling between the UE and the DN server by accepting the PDN connection establishment. This means that the UE when it receives DN Authentication signalling (EAP) in the NAS signalling indicating the acceptance of the PDN connection establishment shall not consider that it may exchange data traffic on the PDN connection but shall wait for the EAP success to start exchanging data traffic on the PDN connection.


Figure 4.11.0a.X-1: PDN Connection Establishment authentication/authorization by a DN server
NOTE 1:	Steps 2, 3a, 3f and 4 are not defined in this specification. Steps 3 can be repeated depending on the mechanism used.
NOTE 2:	When the SMF+PGW-c directly communicates with the DN server without involving the UPF, Step 1 is skipped and Step 2, 3a, 3f, 4 and 6 are executed without involving the UPF.
0.	As in step 0 of Figure 4.3.2.3-1 but PCO is used to transfer the SM PDU DN Request Container in 4G NAS signalling and then over a Create Session Request sent by the MME via the SGW (e.g. as in 23.401 [13], Figure 5.10.2-1 steps 2 and 3).
NOTE 3:	The content of the SM PDU DN Request Container is defined in TS 24.501 [25].
1.	As in step 1 of Figure 4.3.2.3-1.
2.	As in step 2 of Figure 4.3.2.3-1.
3a.	As in step 3a of Figure 4.3.2.3-1 
3b.	Transfer of DN Authentication signalling (EAP signaling) received from DN server towards the UE.
	The first DN Authentication signalling (EAP signaling) from the DN server is provided by the SMF+PGW-c in a Create Session Response sent via the SGW and the MME. Further DN Request Container may be provided by the SMF+PGW-c in an Update Bearer Request sent via the SGW to the MME (see 23.401 [13], clause 5.4.3)
3c.	The MME sends the DN Authentication signalling (EAP signaling) to the UE via EPC NAS signalling. If it has received a Create Session Response from the SMF+PGW-c, the MME confirms the establishment of the PDN connection. If it has received an Update Bearer Request from the SMF+PGW-c, the MME sends an EPC NAS Session Management Request message containing the DN Authentication signalling (EAP signaling)
The UE when it receives a DN Authentication signalling (EAP signaling) in the NAS signalling indicating the acceptance of PDN connection establishment shall not consider that it may exchange data traffic on the PDN connection but shall wait for the indication of Success (EAP Success) of the secondary DN Authentication to start exchanging traffic on the PDN connection.
The SMF+PGW-c controls the data transfer at the UPF in order to allow the UE to exchange traffic with the DN only after step 4.
3d-3e.	Transfer of DN Authentication signalling (EAP signaling) information received from the UE towards the SMF+PGW-c. The DN Authentication signalling (EAP signaling) is carried in PCO information that may be sent from the MME to the SMF+PGW-c in Update Bearer Response or in Bearer Resource Command.
3f:	As in step 3a of Figure 4.3.2.3-1: The SMF+PGW-c sends the content of the DN Authentication signalling (EAP signaling) information received from UE to the DN server via the UPF.
	Step 3 may be repeated until the DN server confirms the successful authentication/authorization of the PDN Connection.
4.	The DN server confirms the successful authentication/authorization of the PDN Connection. The DN server may provide the same information than described in step 4 of Figure 4.3.2.3-1.
	After the successful DN authentication/authorization, a session is kept between the SMF+PGW-c and the DN server. If the SMF+PGW-c receives DN Authorization Data, the SMF+PGW-c uses the DN Authorization Profile Index to apply the policy and charging control (see TS 23.501 [2] clause 5.6.6).
5.	As in step 5 of Figure 4.3.2.3-1.
6.	As in step 6 of Figure 4.3.2.3-1.
When later on the PDU Session gets released, the SMF+PGW-c notifies the DN server.
The DN server may revoke the authorization or update DN authorization data for a for a PDN connection. According to the request from DN server, the SMF+PGW-c may release or update the PDN connection.	Comment by LTHBM1: This text is an adapted copy of  a similar text in 4.3.2.3

At any time after the PDN connection establishment, the DN server or SMF+PGW-c may initiate Secondary Re-authentication procedure as specified in clause 11.1.3 in TS 33.501 [15]. Step 3a to step 3f are performed to transfer the Secondary Re-authentication message between the UE and the DN server. The Secondary Re-authentication procedure may start from step 3a (DN server initiated Secondary Re-authentication procedure) or step 3b (SMF+PGW-c initiated Secondary Re-authentication procedure). For the DN server initiated Secondary Re-authentication, the message in step 3a shall include the GPSI, if available, and the IP/MAC address(es) of the PDU session, for SMF+PGW-c to identify the corresponding UE and PDN connection.
The DN server may initiate DN server Re-authorization without performing re-authentication based on local policy. DNserver Re-authorization procedure may start from step 4.
During Secondary Re-authentication/Re-authorization, if the SMF+PGW-c receives DN Authorization Profile Index and/or DN authorized Session AMBR, the SMF+PGW-c reports the received value(s) to the PCF (as described in TS 23.501 [2]) by triggering the Policy Control Request Trigger as described in TS 23.503 [20].
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