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Abstract of the contribution: This contribution proposes a new clause in TS 23.236 for describing general aspects of UAV – UAV-C pairing authorization for C2 communication.
Proposal

It is proposed to add the following to TS 23.256.

* * * First Change * * * * (All new text)
5.2.X
UAV - UAV-C Pairing Authorization

An UAV shall be authorized by the USS/UTM for pairing with a networked UAV-C or a UAV-C that connects to the UAV via Internet connectivity, before the UAV and the UAV-C can exchange C2 communication. One UAV can be paired with only one UAV-C at the same time. One UAV-C may be paired with one or more UAVs at the same time.
UAV – UAV-C pairing authorization is performed during the PDU Session or PDN Connection establishment or modification procedure for UAV communication. If a single PDU Session or PDN Connection is used for both the communication with the USS/UTM and the C2 communication, the UAV – UAV-C pairing authorization by the USS/UTM may be performed together with the UUAA procedure during the PDU Session or PDN Connection establishment procedure, as described in 5.2.3; or, the UAV or UAV-C may initiating the UAV – UAV-C pairing authorization by requesting the PDU Session modification or EPS bearer modification
 after the PDU Session or PDN connection for UAV communication is established. If separate PDU Sessions or PDN Connections are used for communication with the USS/UTM and C2 communication respectively, the UAV – UAV-C pairing authorization is performed during the establishment of the PDU Session or PDN connection dedicated for C2 communication.
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Figure 5.2.x-1: PDU Session modification for C2 communication (common PDU session for UAV communication)
1. The UAV establishes a common PDU Session for UAV communication as described in clause 5.2.3.
2. The UAV requests UAV – UAV-C pairing authorization by initiating PDU Session Modification procedure. If the UAV is configured with the pairing information, it includes the pairing information as part of UAS container in the PDU Session modification request. The USS/UTM may also use its locally configured pairing information for UAV – UAV-C pairing authorization. The pairing information includes the CAA-level UAV IDs of the requesting entity. 

NOTE:
How the pairing information is configured in the UAV or UAV-C is outside the scope of 3GPP specifications.
3. The SMF invokes the UAV – UAV-C pairing authorization procedure with the 
USS/UTM (via UAS-NF) as described in clause 5.2.3. In comparison with UUAA, the authorization request is also used to request authorization to pair the UAV with UAV controller. The USS/UTM shall inform the SMF, through the UAS-NF as described in 5.2.3, the result of the UAV – UAV-C pairing authorization, i.e. whether the UAV is allowed to be controlled by the UAV controller. And if the authorization is successful, the traffic filters that should be enabled for the requested C2 communication. The USS/UTM may also allocate a new CAA-level UAV ID for the UAV during the pairing authorization procedure and send it together with the authorization result to the SMF. 
4. The SMF informs the UAV the UAV – UAV-C pairing authorization result in the PDU Session Modification Command message. The SMF shall include the authorization result, optionally new CAA-level UAV ID and security information if received, to the UE in the message.

[image: image2.emf]UAV SMF UAS-AF USS/UTM

1. PDU Session establishment per clause 5.2.3

2. PDU Session Establishment request for C2 communication

3. Step m –�n of Figure 5.x.x for UAV - UAV-C  pairing authorization

4. PDU Session Establishment accept


Figure 5.2.x-2: PDU Session establishment for C2 communication (separate PDU Sessions for UAV communication)
1. The UAV establishes a PDU Session for communication with the USS/UTM as described in clause 5.2.3.
2. The UAV initiates PDU Session establishment procedure for a DNN/S-NSSAI dedicated for C2 communication. If the UAV is configured with the pairing information, it includes the pairing information as part of UAS container in the PDU Session modification request. The USS/UTM may also use its locally configured pairing information for UAV – UAV-C pairing authorization. The pairing information includes the CAA-level UAV IDs of the requesting entity.
3. The SMF invokes the UAV – UAV-C pairing authorization procedure with the USS/UTM (via UAS-NF) as described in clause 5.2.3. In comparison with UUAA, the authorization request is also used to request authorization to pair the UAV with UAV controller. The USS/UTM shall inform the SMF, through the UAS-NF as described in 5.2.3, the result of the UAV – UAV-C pairing authorization, i.e. whether the UAV is allowed to be controlled by the UAV controller. And if the authorization is successful, the traffic filters that should be enabled for the requested C2 communication. The USS/UTM may also allocate a new CAA-level UAV ID for the UAV during the pairing authorization procedure and send it together with the authorization result to the SMF.
4. The SMF informs the UAV about the UAV – UAV-C pairing authorization result in the PDU Session Accept or Reject message. The SMF shall include the authorization result, optionally new CAA-level UAV ID and security information if received, to the UE in the message.
The UAV – UAV-C pairing authorization can be revoked by the USS/UTM at any time, as described in 5.2.9. The paired UAV-C can be replaced by a new UAV-C as described in 5.2.8.
* * * End of Change * * * *
�Based on what information received here does the SMF decide to contact USS/UTM for C2 authorization?


�As the below NOTE says how the USS/UTM knows pairing information is out of scope of 3GPP. The authorization request will contain only the UAVs CAA Level Identifier. 


�Based on what information received in step 2, does the SMF decide to contact USS/UTM
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