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Abstract: This contribution makes a conclusion on L3 UE-to-Network Relay authorization.
1.
Discussion
For key issue#3 “Support of UE-to-Network Relay”, one issue needs to be studied is about authorization of Remote UE accessing via UE-to-Network Relay:

-
How to authorize a UE to be a 5G UE-to-Network Relay and how to authorize a UE to access 5GC via a 5G UE-to-Network Relay.
Two solutions are proposed to address this issue for Layer-3 UE-to-Network Relay in TR 23.752, i.e. solution #46 and #47. After the discussion during last meeting and thereafter some offline discussion, it seems the solution proponents converged on solution #47 as basis to move forward. The solution #47 in general provides a procedure for network to authenticate (relying on AUSF) and authorize (relying on UDM) a Remote UE accessing via a Layer-3 UE-to-Network Relay, and it is stated in this solution that authentication and authorization aspects depends on SA3 study:
Editor's note:  The authentication and authorization aspects depend also on the study in SA WG3.

On the other hand, there is a corresponding key issue #4 “Authorization in the UE-to-Network relay scenario” under SA3 study item FS_5G_ProSe_Sec, and several solutions are captured in TR 33.847 for this key issue. Among these solutions, solution #10 is very similar to solution #47 of TR 23.752 but solution #10 shows more details on how authentication and authorization are performed. There are also other solutions, e.g. solution #6 reusing PKMF based mechanism, are discussed in TR 33.847 and the conclusion will be made finally SA3 which has a full picture of how authentication and authorization work.
So it is proposed that for Layer-3 UE-to-Network authorization, the conclusion should be made by SA3 and alignment work can be done by SA2 during normative phase if needed.

Proposal: The authentication and authorisation procedure for Remote UE accessing Relay UE will be determined by SA3. The alignment with the associated security procedures for authentication and authorisation of the Remote UE accessing Relay UE will be carried out in normative phase via coordination with SA WG3.
2.
Proposal
It is proposed to capture the following changes into TR 23.752.
* * * * First change * * * *

8.3
Key Issue #3: Support of UE-to-Network Relay
For Key Issue #3 (Support of UE-to-Network Relay), the followings are taken as interim conclusions:

-
UE-to-Network Relay conclusions are subject to confirmation from RAN WG2 and SA WG3 for normative work.
-
The final decision on whether or not to proceed with Layer-2 and/or Layer-3 into normative work will be made in cooperation with other WGs.
The following is taken as interim conclusions for the L3 UE-to-Network Relay solution:

-
No showstopper has been identified by SA WG2 for L3 UE-to-Network solution. SA WG2 recommends L3 UE-to-Network Relay proceed into normative work, subject to RAN WG2 and SA WG3 conclusion.
-
Solution #6 is taken as baseline in case the UE-to-Network Relay is a trusted entity by the Remote UE. Solution#23 is agreed to be used to provide end-to-end security for the Remote UE in case the UE-to-Network Relay is not a trusted entity by the Remote UE.
-
For L3 Relay discovery procedure, it is proposed to adopt the standalone discovery procedure (i.e. Model A and Model B), and, the additional information advertised by Relay UE as described in Sol#28 as the basis for normative work.

-
For the L3 relay operation support, Remote UE uses URSP rules to route the traffic on suitable communication path (as described in Sol#26).

-
Security aspects require confirmation from SA WG3.

NOTE 1:
The procedures to support authentication of Remote UE and Relay UE by the network will be determined by SA WG3.

-
For the Remote UE to use the network resources (e.g. PDU Session and Network Slice) of the Relay UE's serving network, the network-controlled authentication and authorization procedures (e.g. as proposed in Solution #40 and Solution #47) will be determined in the normative phase with coordination with SA WG3. The alignment with the associated security procedures to authenticate the Remote UE and Relay UE will be carried out in normative phase via coordination with SA WG3.

NOTE:
No dedicated solution in SA2 for the Network Slice Specific Authentication and Authorization (NSSAA) for a Remote UE. Whether and how to support of NSSAA for a Remote UE will be determined by SA3.
-
The secondary authentication for a Remote UE (e.g. as proposed in Solution #27) will be determined by SA WG3. The alignment with the associated security procedures for secondary authentication of the Remote UE will be carried out in normative phase via coordination with SA WG3.

-
For QoS handling, following aspects in Solution #24 and Option #2 of Solution #25 are selected as basis for normative work:
-
L3 Relay can be configured with the 5QIs and PQIs mapping. Based on the mapping or, in case of a non-configured mapping of a requested QoS parameter, based on its implementation, the L3 relay translates the Uu QoS parameters to PC5 QoS parameters and vice versa.

-
To support the dynamic QoS handling, relay UE determines the Uu QoS parameters and PC5 QoS parameters by taking into account the end-to-end QoS requirements provided by remote UE based on its configured QoS mapping information or, in case of a non-configured mapping of a requested QoS parameter, based on its implementation, and initiates PDU session modification procedure and L2 link modification procedure to setup corresponding QoS Flows over Uu and PC5.

-
The SMF of the L3 Relay provides the corresponding QoS rules and flow level QoS parameters to the L3 Relay as part of the PDU session establishment or modification procedures as defined in TS 23.502 [8], clause 4.3.2 and 4.3.3. Alternatively, reflective QoS control over Uu as defined in TS 23.501 [6], clause 5.7.5.3 can be leveraged for dynamic QoS handling of Remote UE to save on signalling between SMF and L3 Relay.

-
Based on signalled QoS rules (via SMF) or derived QoS rules (Uplink Uu via reflective QoS), the UE-to-Network Relay may use the L2 Link Modification procedures as defined in TS 23.287 [5], clause 6.3.3.4 to either move the corresponding ProSe service(s) to the mapped existing PC5 QoS flow or to set up a new PC5 QoS flow.

Editor's note:  The radio aspects of relay (re-)selection criteria and procedures, and service continuity for L3 U2N Relay are still under discussion in RAN WG2 in TR 38.836 [32] and will be determined by RAN WG2.

The followings are taken as interim conclusions for the L2 UE-to-Network Relay solution:

-
No showstopper has been identified by SA WG2 for L2 UE-to-Network Relay solution. SA WG2 recommends L2 UE-to-Network Relay solution proceed into normative work, subject to RAN WG2 and SA WG3 conclusion.

-
Adopt Control and User Plane Protocols as described in Annex A, with confirmation from RAN WGs.
-
The Remote UE has a NAS connection with 5GC and Remote UE Registration and Connection establishment/management, the related procedure in solution #7 can be taken as baseline.

-
For Relay discovery, the standalone discovery is used, and both Model A and Model B are supported.

-
For paging the concluded solution in clause 6.6.2 of TR 23.733 [26] can be reused based on the assumption captured in clause 4.5.5.2 of TR 38.836 [32] adopted by RAN WG2.

NOTE 2:
It is left to RAN WG2 and to decide how to support end-to-end QoS between the Remote UE and RAN.

NOTE 3:
It is left to RAN WG2 and SA WG3 to decide the details of how to support end-to-end security between the Remote UE and RAN.

Editor's note:  The radio aspects of relay (re-)selection criteria and procedures, and service continuity for L2 U2N Relay are still under discussion in RAN WG2 in TR 38.836 [32] and will be determined by RAN WG2.

Editor's note:  For mobility issue, SA WG2 may need further study after RAN WG progress.
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