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[bookmark: _Toc462478989]Abstract of the contribution: This contribution introduces considerations on OS/user for EAS (re-)discovery.
1	Discussion
The case that OS/user overrides operator DNS setting is part of the considerations in TR clause 9.1.1. The new text proposed below captures the recommendations and limitations in Annex X.

2	Proposal
It is proposed to adopt the following changes into TS23.548.]
		* * * * 1st Change * * * *
Annex X (informative): UE considerations for EAS (re)discovery
[bookmark: _Toc20149641][bookmark: _Toc27846432][bookmark: _Toc36187556][bookmark: _Toc45183460][bookmark: _Toc47342302][bookmark: _Toc51769000][bookmark: _Toc59095350]X.1	General
DNS records obtained from a network resolver contains a time-to-live (TTL) value. This is a hint provided by the network resolver and maybe used to determine the length of time that the record is cached. DNS records maybe be cached in the UE by a system wide stub resolver and by application layer name resolution caches. The application (L7) cache is managed on a per application basis while the OS/system DNS cache is common to applications. Name resolution caches in various applications also have different policies and behaviour. Some applications cache the name records for the length of the application session while others have a time limit. The network change indication from the OS/ system to the application can be used to clear the application layer name cache for the distributed and multiple anchor modes. Coordination across the 5GC and application domain for name resolver caching behaviour is required to support some of the solutions in this TS. 	Comment by 吕华章: UE DNS cache and application DNS cache are independent, and has no relationship. The UE DNS is managed by OS and application manage application cache. 
There is no obvious relationship between UE OS DNS cache and application DNS cache. 
Also, I don’t think UE is responsible to notify app of network interface changes, and this is UE internal realization and also needs UE kernel to support. This is a communication link between application layer and OS.
The following clauses describe the appropriate DNS configuration for the EAS (re)-discovery to work in the UE.
X.2	Impact of IP Addresses for DNS resolver 
	Comment by Qualcomm User 0302: Repetition of next sentence
The UE can be configured by the 5GC with a unicast or anycast IP address for the DNS resolver using ePCO or IPv6 Router Advertisement (RA). 5GC may reconfigure the DNS resolver IP address. In this case of anycast IP address of the DNS resolver, the 5GC can use UL-CL/BP to branch out and the DN is responsible to route to the closest instance of the MNO DNS resolver.	Comment by Qualcomm User 0302: If anycast IP address, are the solutions defined in eEDGE_5G used at all?	Comment by FWr06: Yes. Its in the TR conclusions, and operators may use DNS resolvers that are anycast based too.	Comment by LTHBM1: For some Corporate DNN The MNO may also configure the UE with a DNS server that the MNO does not deploy	Comment by LTHBM1: ditto
Applications in the UE can request the DNS resolver configured on the UE to resolve an FQDN. However, applications can also be configured with their own DNS resolver address and can use encrypted messaging based e.g., on DNS over HTTPS (DoH) or, DNS over TLS (DoT). Configuration of application DNS resolvers is out of scope of 5GC. DNS messages delivered over (DoT, or DoH) should be forwarded transparently to the destination address of DNS resolver in the DNS query. The application DNS resolver can be operated by the 5GC operator or by a third party.	Comment by Qualcomm User 0302:  	Comment by FWr06: TR conclusions say that related guidelines should be captured. Its on this basis that the final Editor’s Note was removed.

A network interface change or NAS SM EAS rediscovery indication can result in the UE OS clearing name/IP address translations in its DNS cache. An application can continue the L4 connection with the old EAS IP address until the application selects a new EAS IP address.
	Comment by Qualcomm User 0302: Why do we need to describe the application behaviour if this does not depend on our specifications?	Comment by FWr06: Ok so that we can make progress. And revised heading to remove EAS.

X.32	UE requirements considerations for EAS re-discovery
An application in the UE that is expected to use the DNS resolvers provisioned by the Operator complies with EAS (re-)discovery in the UE is not recommended to shall not override operator-provided DNS settings. 

The OS DNS server configuration shall not be allowed toshould not override the operator provided DNS in a UE compliant to the EAS (re-)discovery procedurthat is expected to use the DNS resolvers provisioned by the Operatore. This is necessary for the “closest” EAS server to be selected. 

NOTE 1:	If an non-compliant OS, user or non-compliant applications override the operator-provided DNS settings, the DNS resolvers or servers in the third party may can take the source IP address of the DNS request as the location information of UE, which may can correspond to the local/remote PSA UPF or a emote other entities (e.g., a NAT server) on the remote/central N6 interface which may lead to a non optimal choice of the EAS server address.

NOTE 2:	 If the DNS server configuration in a non-compliant OS overrides the operator provided DNS, the DNS queries continue to be sent over the correct PDU session for the application.
NOTE 3:	  The UE modem acts as a DNS server/proxy or transparently forwards DNS messages for tethered devices that are loosely coupled.	Comment by Qualcomm User 0302: I do not understand why we need to specifically address the scenario of tethered devices. What is special about it?
[bookmark: _Hlk65007110][bookmark: _Hlk65766789]NOTE 4: 	If the UE (OS or application) uses a DNS resolver that is different than the one provided by the 5GC, then:
-	the solutions in this specification will only work if the recursive DNS resolution using the non-5GC provided DNS resolver gets UE location to resolve the IP address of the proximate EAS for that UPF-PSA/IP subnet, and
	Comment by LTHBM1: I am not sure it works “If the UE (OS or application) uses a DNS resolver that is different than the one provided by the 5GC”

X.43	UE procedures for session breakout	Comment by LTHBM1: Copying the Samsung comment: Should this clause goes to the body of the TS?
Copying the Fw answer: If it is kept in this Annex, the UE recommendations can be found together. On the other hand, this may be fine in the body of the TS.
Futurewei is fine with where it is but does not have a strong view on either option.
LTH deleted the comment to provide better visibility of the modifications	Comment by Qualcomm User 0302: This clause should include considerations for our solutions to work properly.
In the session breakout connectivity model, the selection of a new session breakout path does not result in a new network interface indication at the UE.
NOTE 1:	In case of multiple sessions or distributed anchor point connectivity models, when there is a change of network interface, the UE operating system can provide an indication to notify the application that subscribes to it. This indication of network interface change may can be used to flush the application nameUE OS DNS cache. 
Session breakout results in a NAS SM message indicating the need to redo DNS lookup sent by the SMF to the UE modem. Thus, in order to support some solutions of this TS, it is necessary for the operating system to receive information of EAS rediscovery from the modem and use it to inform the application whenmodem when a new session breakout path is selected and clear the application nameDNS cache in UE OS. 	Comment by LTHBM1: ditto	Comment by Qualcomm User 0302: This section should not include the solution descriptions that will be captured in Clause 6, but the considerations that are needed for those solutions to work.
Editor’s Note: Procedures to support EAS (re)discovery with encrypted DNS (DoH, DoT) are FFS. Mechanisms to selectively clear DNS cache entries in tethered device or corresponding to PDU session receiving NAS SM (EAS rediscovery) message are FFS.
 


* * * * End of Changes * * * *
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