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Abstract of the contribution: This contribution proposes changes to KI#1 conclusion based on SA3 reply LS S3-210560 and adding a AAA IWF/AAA-P in SNPN.
1.	Discussion
1.1	S3-210560
SA3 gave the following feedback:
1.  "-	The SNPN will host a function (e.g. enhanced AUSF or new NF) supporting primary authentication and authorization of SNPN UEs that use credentials from the AAA Server.
NOTE 1:	Whether to use a new NF or enhanced AUSF will be determined based on feedback from SA WG3."
SA3 feedback:
a) In the 5G architecture, primary authentication is performed by the AUSF. Therefore, the AUSF should be involved in the primary authentication procedure also for SNPN UEs that use credentials from the legacy/5GS non-aware AAA Server.
b) It is not concluded yet in SA3 whether an intermediate function is needed between the AUSF and the AAA-S or not.
	
2.  Editor's note: Need for and details of using a UE ID other than the SUPI are FFS.
SA3 feedback:  It can be assumed that the UE ID is a NAI. Hence, from an SA3 point of view, it can be assumed that the UE ID is a SUPI. SUPI privacy according to existing methods in 33.501 can be used. Please refer to Annex I.5 of 33.501 for details.
Based on SA3 feedback, it is concluded that AUSF is involved in the primary authentication procedure when credentials from AAA-S in separate entity is used.
Based on SA3 feedback, the Editor's note “Need for and details of using a UE ID other than the SUPI are FFS” can be removed and that is also aligned with the outcome of the moderated e-mail discussion and separate contribution, S2-2100360, propose to remove it.
1.2	Intermediate function is needed between the AUSF and the AAA-S or not
The LS reply states that it is not concluded yet whether an intermediate function is needed between the AUSF and the AAA-S or not. So not known if any security requirements for introducing the intermediate function.
Even without these requirements the following observations can be done:
-	AUSF is currently a 100% SBI node and adding requirements for AAA protocols could prevent implementation of AUSF as a (micro)service in datacentres.
-	The Network Slice-Specific Authentication and Authorization procedure (4.2.9.1 in TS 23.502) use the Network Slice Specific Authentication and Authorization Function (NSSAAF) that undertakes any AAA protocol interworking with the AAA protocol supported by the AAA-S. This function provides the same functionality for AMF as AUSF would need for scenario when separate entity has AAA. Re-use of operator’s investment in NSSAAF also for this scenario is preferred. Even if a new AAA interworking function (AAA-IWF) is introduced, it could be co-located with NSSAAF for the similarities in functionality.
-	Implementation can co-locate a new AAA interworking function and AUSF and then the standardized interface between AUSF and AAA-IWF is not exposed. If 3GPP mandates AUSF and protocol converter in same NF, it limits the vendor choices.

2.	Proposal
It is proposed to make the following changes to TR 23.700-07.
************ Start of Changes ********************
[bookmark: _Toc54940746][bookmark: _Toc54952461][bookmark: _Toc57233915][bookmark: _Toc57383834]8.1.1	Conclusions for scenario where the SNPN offers connectivity for UE(s) with credentials owned by separate entity offering AAA Server
The scenario where the separate entity owning the credentials has only an AAA Server is supported. It is proposed to adopt the following conclusion principles:
-	The SNPN AUSF will host a function (e.g. enhanced AUSF or new NF) supportsing primary authentication and authorization of SNPN UEs that use credentials from the AAA Server. 
-	A new NF provides a service-based interface that is consumed by AUSF for converting SBI to AAA protocol toward the AAA Server in the separate entity. 
NOTE 1:	The introduction of the new NF needs confirmation from SA WG3’s that there are no potential security issues with the new NF. Whether new NF can be integrated with existing NF, e.g., NSSAAF can be analyzed during normative phase. Possible synergies with similar functionality already specified for NSSAAF can be analysed during normative phase.Whether to use a new NF or enhanced AUSF will be determined based on feedback from SA WG3.
[bookmark: _Hlk54025418][bookmark: _Hlk54025406][bookmark: _Hlk54025333]-	The function new NF (see above) forwards EAP messages to the AAA server that is acting as the EAP Server for the purpose of primary authentication and authorization.
-	The user identity used to identify the UE during primary authentication and authorization towards the AAA server is the same SUPI as used within the 5GC SNPN.
Editor's note:	Need for and details of using a UE ID other than the SUPI are FFS.
-	The AMF discovers and selects the AUSF as described in TS 23.501 clause 6.3.4 using the Home Network Identifier and Routing Indicator present in the SUCI provided by the UE.
-	The AUSF (e.g. enhanced AUSF or new NF) in SNPN selects the AAA hosted by the external entity. The discovery and selection functionality (within the AUSF or new NF) uses the domain name which corresponds to the realm part (specified in the NAI format for SUPI in clauses 28.15.2 and 28.16.2)  within Network specific identifier that identifies the external entity to perform discovery and selection of the AAA hosted by the external entity.
-	The UDM supports mobility management and session management subscription information that is needed at the time of Registration and Session Management procedure.
Editor's note:	It is FFS if the AAA server supports providing the subscription information needed for registration and session management procedure.
-	After completing the primary authentication and authorization successfully, the AMF or SMF can retrieve the SNPN UE subscription data (i.e. mobility management and session management subscription) using SUPI from UDM.
NOTE 2:	The interactions or interfaces between the existing/enhanced AUSF, (or the new NF) and the AAA server can be defined by SA2 during normative phase e.g. based on SA3's feedback.

************ End of Changes ********************
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