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Abstract of the contribution: This contribution proposes adding into TS 23.548 DNS-based EAS discovery procedure over a session breakout connectivity model, according to conclusion in clause 9.1.4 in TR 23.748. 
1. [bookmark: _Toc50468387][bookmark: _Toc50468657][bookmark: _Toc50468928][bookmark: _Toc50630903][bookmark: _Toc50631405][bookmark: _Toc50467043]Discussion
This paper is to incorporate solution 22 of TR 23.748 in TS 23.548 clause 6.2.3.
NOTE: LDNSR used in solution 22 of TR 23.748 is proposed to be replaced by EASDF (Edge Application Server Discovery Function) in this paper.
The following discussion is to address the open issues of solution 22 in TR 23.748:
Open Issue 1: How does the EASDF maintain a PDU Session context bound to the PDU Session?
According to clause 6.22.1 of TR 23.748, this issue is left for decision in normative phase. There are 2 possible ways being discussed:
Alternative 1: The EASDF acting as AF subscribes to PDU Session Status event exposure from the SMF, and SMF notifies the PDU Session Status to EASDF
Alternative 2: The SMF invokes a new EASDF service to provide PDU Session Status to EASDF

For the first alternative, as the SMF event exposure service is used, the assumption is that no EASDF service needs to be defined. In addition, according to TR 23.748, clause 6.22.2, after the SMF selects an EASDF, e.g., based on local configuration of suing NRF-based NF selection mechanisms, the PDU Session context “may also be created at this stage” and be communicated to EASDF. It is unclear, however, when and how, once the PDU Session is established, the SMF communicates the PDU Session context to the EASDF. After the PDU Session is established, and the initial PDU Session context is communicated, the EASDF, acting as an AF, may subscribe to SMF User Plane management event notification for PDU Session Status notifications. When a PDU Session is modified, the SMF sends PDU Session Status notification to the EASDF according to the subscription, the PDU Session Status notification includes the IP address of the PDU Session and the SMF ID of the PDU session. Later, if the EASDF needs to send the new EAS information to the SMF (e.g., due to Application Relocation), the EASDF invokes SMF service based on SMF ID. For this alternative, it is unclear: 
1. When and how, the PDU Session context is communicated to the EASDF, after the PDU Session is established and the EASDF is selected by the SMF.. 
1. How to update the DNS Response notification trigger. E.g., Several potential optimizations for DNS Response handling have been discussed, e.g. the SMF provides the condition to trigger the EASDF to notify it about certain characteristics in the DNS Response, e.g., when the IP Address (of the EAS) returned by the DNS, is within certain range. The condition may need to be updated after UE mobility, or after UL CL/BP insertion. Without the EASDF service, it is difficult to update information stored in the EASDF for the PDU Session. 
1. Furthermore, for option 2b, the SMF needs to send DNS Response to EASDF. A NF providing the EASDF service can used existing Service-Based principle as those specified in 23.501, clause 6.3. Thereby enabling consistence interaction between the SMF and EASDF.
[bookmark: _Toc2086459][bookmark: _Toc43806245][bookmark: _Toc43806552][bookmark: _Toc50630907][bookmark: _Toc50631409]The alternative 2 will define a EASDF service. During PDU Session establishment, the SMF discover and select one EASDF. After that, it invokes the EASDF service to create a PDU Session status context in the EASDF. The SMF may provide callback URI and notification condition to the EASDF, when the notification condition is matched, the EASDF sends notification to SMF and provides the EAS information (IP address, FQDN) by using the callback URI. The SMF can update the context created in EASDF for the PDU Session, e.g. update the notification condition for the EAS information notification.
Based on the above analysis, the alternative 2 is a more flexible solution. Hence, it is recommended that the alternative 2 is adopted as a way forward.
Proposal 1: A new EASDF service is defined. The SMF invokes a new EASDF service to create a context at EASDF.

Open Issue 2: How does the EASDF inform the SMF of the EAS information?
In NOTE 3 of clause 6.22.1 in TR 23.748, 2 options are listed:
Alternative1: use SMF service.
Alternative2: use AF influence on traffic routing procedure.
This proposal suggest yet another option, which is:
Alternative 3: Assuming a new NF, i.e., EASDF, the SMF can use the notification service of EASDF to inform SMF about the EAS Address provided in the DNS response, i.e. SMF subscribes to the EASDF notification service.
Based on proposal 1, option 2 is excluded. 
Both option 1 and option 3 are possible. Option 3 is proposed, because it doesn’t need new SMF service, and it is aligned with current SBI interface of SMF.
With Option 3, the DNS Query call flow is depicted as following:



Only a EASDF service is defined. The service includes create, update, delete, notify operation. The subscription may be piggybacked in create or update operation.
Proposal 2: EASDF service is defined to notify the DNS Response, i.e. new EAS information, to SMF.
2. Proposal
It is proposed to add the following solution to TS 23.548.

************************ 1st Change, all new text************************
[bookmark: _Toc59619091]6.2.3	EAS (re-)discovery over Session Breakout connectivity model
[bookmark: _Toc59619092]6.2.3.1	General
This clause describes the EAS discovery and re-discovery procedures for PDU Session with Session Breakout connectivity model.
Editor's Note: The following C-DNS/L-DNS description will be moved to other more generic clause in future meeting since it applies to all connectivity models.
Central DNS (C-DNS) server is centrally deployed by MNO or 3rd party and is responsible for resolving the UE DNS queries into suitable Edge Application Server (EAS) IP address(es).
Local DNS (L-DNS) resolvers/servers may be locally deployed by MNO or 3rd parties within the Local DN, and is responsible for resolving UE DNS queries into suitable EAS IP address(es) within the local DN. The L-DNS resolvers/servers may or may not have connectivity with C-DNS depending on the deployment. 
NOTE 1:	The C-DNS server and/or L-DNS resolvers/servers can use an anycast address.
NOTE 2:	The C-DNS server or L-DNS resolvers/servers can contact any other DNS servers for recursive queries, which is out of scope of this specification.

Editor's Note: The following Session Break Out model descriptions will be moved to other more generic clause in future.
The following Session breakout models are defined:
-	Dynamic session breakout: ULCL/BP/Local PSA (and their associated traffic filters and forwarding rules) are inserted based on DNS Response provided by the EASDF.
-	Pre-established session breakout: ULCL/BP/Local PSA (and their associated traffic filters and forwarding rules) are inserted without dependency on the UE sending out DNS queries or data traffic. They are typically inserted based on local configuration or per AF request.
[bookmark: _Toc59619093]6.2.3.2	EAS discovery procedure
6.2.3.2.1	General
For PDU Session with Session Breakout connectivity model, based on UE subscription (e.g. DNN) and/or the operator’s configuration, the DNS Query sent by UE may be handled by an EASDF (see clause 6.2.3.2.2), or by a local or central DNS resolver/server (see clause 6.2.3.2.3).
6.2.3.2.2	EAS discovery procedure with EASDF
For the case that the UE DNS Query is to be handled by EASDF, the following applies.
-	During the PDU Session establishment procedure, the SMF selects an EASDF and provides its address to the UE as the DNS Server to be used for the PDU Session. The UE sends DNS Query to the EASDF. The SMF may configure the EASDF with DNS message handling rules to forward handle DNS messages of the UE and/or report when detecting DNS messages. The DNS message reporting rule may include DNS message type (i.e. DNS Query or DNS Response), IP address range(s) or FQDN range(s) in DNS Answer field or FQDN range(s) in DNS Query field.	Comment by HW_Hui_d4: Moved from below for a general description covering both DNS query and response.
	If the FQDN in a DNS Query matches the FQDN(s) provided by the SMF, based on instructions by SMF, one of the following options is executed by the EASDF:
Editor’s Note: It is FFS how non-UE specific EAS’s FQDN information is configured with the SMF.
-	Option A: The EASDF adds the EDNS Client Subnet (ECS) option into the DNS Query message as defined in RFC 7871[y], and sends the DNS Query message to the DNS server. The DNS server resolves the EAS IP address considering the ECS option, and sends the DNS Response to the EASDF. The ECS option is determined based on rules received from SMF and includes an IP address corresponding to DNAI available to UE's location.
-	Option B: The EASDF forwards the DNS Query message to a suitable Local DNS server which is responsible for resolving EAS within the corresponding Local DN, and receives DNS Response message from Local DNS server. 
NOTE 1: Option B does not support the scenario where the EASDF has no direct connectivity with the local DNS servers.
-	Option C: The EASDF sends the DNS Query message to SMF and the SMF forwards the DNS Query message to a suitable Local DNS server via a UPF. The Local DNS server sends back the DNS Response message to the EASDF via the UPF and the SMF. This option applies to the scenario where the Local DNS server is on a Local DN that has no direct user plane connectivity with Central DN.
Editor's Note: The Option C related scenario is to be clarified in a general clause.


The SMF instructions for a matching FQDN may as well indicate EASDF to contact SMF. SMF may then provides instructions to EASDF to execute one of the above Options (A, B or BC) or to simply forward the DNS Query towards a preconfigured DNS server/resolver for DNS resolution.
-	If the DNS Queryrequest from the UE does not match a notification conditionDNS message handling rules set by the SMF, then the EASDF may simply forward the DNS Query towards a preconfigured DNS server/resolver for DNS resolution.
-	When the EASDF receives a DNS Response message, the EASDF may notify the EAS information (i.e. EAS IP address(es) and optionally the EAS FQDN) to the SMF if the notification DNS message reporting condition provided by the SMF is met. The notification condition corresponds to IP address range(s) or FQDN range(s). When the EAS IP address in the DNS Response is within the IP address range(s), or the FQDN is matched, the EASDF sends the EAS information to SMF. The SMF may trigger UL CL/BP and L-PSA insertion as specified in clause 6.3.3 in TS 23.501[2].based on the EAS IP address and other informationNotification for UPF selection as specified in clause 6.3.3 in TS 23.501[2].	Comment by HW_Hui_d4: moved above.

The ECS option or the Local DNS server address provided by the SMF to the EASDF are part of the rules to handle DNS queries from the UE. They are related to a candidate DNAI(s) for that FQDN for the UE location. The SMF may provide rules to handle DNS queries from the UE to the EASDF either when the SMF establishes the association with the EASDF for the UE, and may update the rules at any time when the association exists. For the selection of the candidate DNAI(s) for an FQDN for the UE, the SMF may consider the UE location, network topology and information of EAS deployment received as part of PCC rules.. After the UE mobility, if the provided ECS option or the Local DNS server need be updated, the SMF notifiesy them to the EASDF. 
Editor's Note: The sentence above means that the EASDF gets the FQDN(s) from SMF. How the SMF getting the FQDN(s) with DNS related information e.g. the ECS option or the Local DNS server address needs to be clarified in AF influence on traffic routing procedure specified in 3GPP TS 23.502[3]. 
Once the UL CL/BP and L-PSA have been inserted, the SMF may decide that the DNS messages for the FQDN are to be handled by local DNS resolver/server from now on. This option is further described in clause 6.2.3.2.3. In that case, the EAS discovery procedure with EASDF, is further described in clause 6.2.3.2.2

This procedure applies to Option A, B and C in clause 6.2.3.2.2.


Figure 6.2.3.2.2-1: EAS discovery procedure with EASDF
1.	UE sends PDU Session Establishment Request to the SMF as shown in step 1 of clause 4.3.2.2.1 of TS 23.502[3].
2.	The SMF selects EASDF as described clause 6.3.x (TBD) of TS 23.501[1]. This selection may use NRF discovery or may be based on SMF local configuration. The EASDF may have registered onto the NRF.
Editor’s Note: it is FFS whether the EASDF can register itself to the NRF
3.	The SMF invokes Neasdf_DNSContext_Create Request (UE IP address, callback URI , rules to handle DNS messages from the UE) to the selected EASDF. The rules to handle DNS messages from the UE (i.e. DNS message handling rule) may include DNS message forwarding rule and/or DNS message reporting rule. The DNS message forwarding rule includes DNS server address to be forwarded and/or the ECS option to be added. [ECS information], [local DNS server information], [need to use SMF to forward traffic to the local DNS server], notification condition (when to notify the SMF).
This step is performed before step 11 of PDU Session Establishment procedure in clause 4.3.2.2.1 of TS 23.502 [3].
The EASDF creates a DNS context for the PDU Session, and stores the UE IP address, the callback URI and rules to handle DNS messages from the UE into the context.
The notification DNS message reporting condition rule is includes the reporting condition for the EASDF to send report the DNS information including EAS related information to SMF when it receives DNS Queriesy or DNS Responses. 
-	For EASDF to process DNS Query for ECS options or local DNS server address handling, the SMF may setsprovide the notification reporting condition rule to instruct the EASDF to send the EAS FQDN(s) to the SMF if the EAS FQDN in the DNS Query message matches with the FQDN(s) filters in notification conditionin the DNS message reporting rule.	Comment by Ericsson. M.L.Mas: All that is needed may have been provided in advance for options A and B.

-	DNS Query for EAS unreachable by the EASDF, the SMF sets the notification condition to instruct the EASDF to send the DNS Query message and AS FQDN in DNS Query message to the SMF if the AS FQDN matches with the FQDN(s) in notification condition.	Comment by HW_Hui_d7: removed since this is option C.

-	For EASDF to process DNS Response for specific IP address or FQDN ranges, the SMF sets provides the notification reporting condition rule to instruct the EASDF to send report EAS IP address/FQDN to the SMF if the EAS IP address in the DNS Responses message matches is within one of the IP address range(s) of the notification reporting conditionrule, or the FQDN in the DNS Response matches one of the FQDNs of in the DNS message reporting rulethe notification condition.
The EASDF is provisioned with the forwarding rule(s) i.e. ECS option(s) or local DNS Server(s) for the FQDN(s) and DNAI(s), before the DNS Query message is received at the EASDF or as a consequence of the DNS Query reporting. The SMF may send the mapping information between ECS information or local DNS server and FQDN for a selected DNAI to the EASDF before the DNS Query message is received at the EASDF. For each FQDN which is to be discovered at a specific DNAI, the corresponding ECS information or local DNS server information is provided to the EASDF.	Comment by HW_Hui_d7: This is duplicated with previous sentence.
4.	The EASDF invokes the service operation Neasdf_DNSContext_Create Response (IP address of the EASDF) and with information allowing later the SMF to update or delete the context.
The IP address of the EASDF is the address which is to be used by the UE to reach the EASDF as a DNS Server for the PDU Session.
5.	The SMF includes the IP address of the EASDF as DNS server in PDU Session Establishment Accept message as in step 11 of clause 4.3.2.2.1 of TS 23.502[3]. The UE configures the EASDF as DNS server for that PDU Session.
Editor's Note: How to guarantee that the UE uses the EASDF's IP address for the subsequent DSN Query in Step 8 is FFS.
6.	The SMF may invokes Neasdf_DNSContext_Update Request (PDU Session Context ID, rules to handle DNS queries from the UE) to EASDF.
The update may be triggered by UE mobility, e.g. when UE moves to a new location, or by a notification reporting by EASDF of a DNS Query with certain FQDN, or, the update may be triggered by insertion/removal of Local PSA, e.g. to update rules to handle DNS messages from the UE or by new PCC rule information.
Editor’s Note: It is FFS whether and how the AF-triggered DNS server information change trigger DNS context update procedure.
7.	The EASDF responds with Neasdf_DNSContext_Update Response.
8.	The UE sends DNS Query message to the EASDF.
9.	If the DNS Query message matches the DNS Query notificationmessage reporting condition to handle DNS queries from for the UE, the EASDF sends the notification DNS message report to SMF by invoking Neasdf_DNSContext_Notify Request (AS FQDN, [DNS Query message]).
	Comment by HW_Hui_d4: What's the concern on the proposed Notify request contents?	Comment by Samsung2: My concern will be expressed in the e-mail
The EASDF sends the AS FQDN, which is the one UE requested to be resolved in the DNS Query message.
For Option C, the EASDF also includes the DNS Query message in the request.
10.	The SMF responds with Neasdf_DNSContext_Notify Response.
For Option A, the SMF may includes corresponding ECS option in the response message. For Option B, the SMF may includes corresponding local DNS Server IP address in the response message. The EASDF may as well be instructed to simply forward the DNS Query to a pre-configured DNS server/resolver.
Editor’s Note: It is FFS whether it is aligned with the usage of notification in SBI. This behaviour looks like SMF is requesting a message DNS handling rule (i.e. where to forward the DNS message or whether to include ECS option, what to include ECS option.). Normally, the Notification message is just sending ack or nack. The NF service model should be re-visited.

Step 11 are skipped for option C:
11a.	The EASDF handles the DNS Query message received from the UE as the following:
-	For Option A, the EASDF adds the ECS option into the DNS Query message as specified in RFC 7871[y] and sends it to C-DNS server; 
-	For Option B, the EASDF sends the DNS Query message to the Local DNS server. 
	If neither notification conditiona reporting nor ECS option/Local DNS servea forwarding ruler provided by the SMF matches the requested FQDN in the DNS Query, the EASDF may simply forward the DNS Query to a pre-configured DNS server/resolver.
11b12.	EASDF receives DNS Responses from the DNS serversystem and determines that a DNS Response can be sent to the UE.
NOTE:	The EASDF can as a DNS resolver issue multiple DNS requests for iterative DNS resolution on behalf of the UE
Steps 12 are performed for option C only:
12a.	If the UPF used to forward DNS messages between the Local DNS Server and the SMF has not been selected, the SMF selects an UPF and configures the UPF with proper rules for such purpose.
NOTE: 	The UPF that forwards the DNS Query message can be a UPF different from the Local PSA UPF inserted in step 17.
12b.	The SMF forwards the DNS Query message to the Local DNS Server via the UPF.
12c.	The local DNS Server sends the DNS Response message to the SMF via UPF.
12d.	The SMF invokes Neasdf_DNSContext_Update Request (DNS Context ID, DNS Response) to forward the DNS Response message to the EASDF. 
12e.	The EASDF responds with Neasdf_DNSContext_Update response.
At this point the EASDF has received the DNS response for the UE request.
13.	The EASDF may send an DNS message reporting information EASDF notification to SMF by invoking Neasdf_DNSContext_Notify request including (EAS information) if the EAS IP address or the FQDN in the DNS Response message matches the reporting condition provided by the SMF.
If the EAS IP address or the FQDN in the DNS Response message matches the notification condition, the EASDF sends the notification to SMF. The EAS information includes EAS IP address(es). The EASDF does not  send the DNS Response message to the UE but waits for SMF instructions (in step 14 or step 16). 
14.	The SMF invokes Neasdf_DNSContext_Notify Response service operation..
Editor’s Note: it is FFS whether DNS message handling rule can be transferred in Notify Response message. Otherwise, SMF needs to invoke additional NF service similar to the step 6. 
Editor’s Note: Following aspect is FFS: . The SMF may send the DNS message handling rule to the EASDF to instruct EASDF whether to buffer the DNS Response

15.	The SMF may perform UL CL/BP and Local PSA selection and insert UL CL/BP and Local PSA. 
Based on received EAS information received from the EASDF and other UPF selection criteria, as specified in clause 6.3.3 in TS 23.501[2], the SMF may perform UL CL/BP and Local PSA selection and insertion as described in TS 23.502[3]. 
NOTE:	The SMF can also perform the old UL CL/BP removal if it is needed. 
16.	The SMF invokes Neasdf_DNSContext_Update Request (forward DNS response indication).
The forward DNS response indication is used to indicate the EASDF to forward the cached DNS Response received in Step 12 to UE.
17.	The EASDF responds with Neasdf_DNSContext_Update Response.
18.	The EASDF sends the DNS Response to UE.
6.2.3.2.3	EAS discovery procedure with local DNS server/resolver
For the case that the DNS message is to be handled by local DNS resolver/server, the DNS Query is routed to the local DNS resolver/server corresponding to the DNAI where the L-PSA connects as described in clause 6.2.3.2.3. The SMF is provisioned with the local DNS server address based on configuration or per AF request. Based on the operator’s configuration, one of the following options may apply when UL CL/BP and Local PSA have been inserted (during or after PDU Session Establishment):
-	Option DD: The SMF chooses a local DNS server, and configures it to the UE as new DNS server. SMF may obtain the IP address of the local DNS server via local configuration. The local DNS server is determined based on the DNAI supported by the L-PSA. In addition, the SMF also configures the UL CL with the traffic routing rule (including e.g. Local DNS server address) to route traffic destined to the local DN including the DNS Query messages to the L-PSA. The local DNS server resolves the DNS Query either locally or recursively by communicating with other DNS servers. 
-	Option E: The SMF configures the UL CL/BP and local PSA to forward the DNS Query message with certain FQDN(s) (ranges) to the local DNS server while other DNS Queries are still sent via the C-PSA. 
NOTE:	 Option E requests modification of destination IP address of DNS messages. Whether this is allowed or not is subject to local regulations.

This procedure applies to Option D and E in clause 6.2.3.2.1.


Figure 6.2.3.2.3-1: EAS discovery with local DNS server/resolver
1.	The SMF inserts UL CL/BP and Local PSA. 
	UL CL/BP/Local PSA insertion can be triggered by DNS messages as described in clause 6.2.3.2.2. Or, the SMF may pre-establish the UL CL/BP and Local PSA before the UE sends out any DNS Query message. The UL CL/BP and Local PSA are inserted as described in TS 23.502 [3]. 
	When the UL CL/BP and Local PSA are inserted, the SMF configure the UL CL/BP based on which option is to be used for DNS Query handling: 
-	For Option D, the SMF configures the UL CL/BP with the traffic routing rule (including e.g. Local DNS server address) to forward UE packets destined to the local DN to the Local PSA. The packets destined to local DN includes DNS Query messages destined to local DNS Server.
-	For Option E, the SMF configures the UL CL/BP to forward the DNS Query associated with the certain FQDN to the Local PSA, and configure the Local PSA to forward the DNS queries to the dedicated local DNS resolver. 	Comment by Cisco2: The reason this has to be an L2 tunnel, because as the description below states, the DNS proxy changes the destination IP address which is the same as what the UE had provided, so the destination IP address is not being changed by the Local PSA. 	Comment by HW_Hui_d4: we should not limit how the routing in N6 is done here.
Steps 2 and 3 are performed for option D, and skipped for option E:
2.	The SMF sends PDU Session Modification Command (Local DNS Server Address) to UE.
	If, based on operator’s policy, the Local DNS Server IP Address in the local Data Network needs to be notified to UE, the SMF sends PDU Session Modification Command (Local DNS Server Address) to UE. 
3.	The UE responds with PDU Session Modification Complete.
	The UE configures the Local DNS Server as DNS server for the PDU Session. The UE sends the following DNS Queriesy message to the indicated Local DNS Server.
4.	UE sends a DNS Query message.
5.	The DNS Query message is forwarded to the local DNS Server and handled as described in following:
-	For Option D, the target address of the DNS Query is the IP address of the Local DNS Server. The DNS Query is forwarded to the Local DNS Server by UL CL/BP and Local PSA. 
-	For Option E




, the target address of the DNS Query is the IP address of the DNS server configured during PDU Session establishment, e.g. the IP address of EASDF or a C-DNS server. The UL CL/BP forwards the DNS Query to Local PSA, and the Local PSA forwards the DNS Query to Local DNS Resolver, based on FQDN in DNS Query.
NOTE 1:	If the destination IP address of the DNS Query is not the IP address of the local DNS server, the local DNS server need to ensure the DNS Query message is handled same as the DNS Query message is not forwarded to local DNS server. For example, the local DNS resolver can modify the destination IP address (e.g. EASDF IP) of the DNS Query to the IP address of the DNS server, and modifies the source IP address of the DNS Response to the original UE IP address. Whether modification of destination IP address of DNS messages is allowed or not is subject to local regulations.
6.	The Local PSA receives DNS Response message from local DNS server, it forwards it to the UL CL/BP, and the UL CL/BP forwards the DNS Response message to UE based on destination IP address of the DNS Response message(i.e. UE IP address).	Comment by LTHM1: This is not based on destination IP address if the UL CL receives it from L-PSA via a N9 tunnel
********************************* End Change ****************************
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