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1. Introduction
SA2 has received an LS from SA3 in S2-2100148. In that LS, SA3 refers to TR33.853 and addresses two questions to SA2:

b) (SA2 and CT4) for the supply of UPIP policy to the RAN, is it preferred for the HSS to supply the policy to the MME (as in solution #11), or, for a “combined SMF+PGW-C” to supply the policy to the MME (as outlined in solution #15)? 

e) (SA2 and CT1)SA3 decides UE to send an indication to the network that the UE support UP IP with eNB, one of options is to reuse EEA/EIA bits in UE EPS Security Capability (e.g. reuse EIA7 to indicate UE support UP IP with eNB), so that both eNB and MME can use the UE EPS Security Capability to know UE support UP IP with eNB. Does there any issue on this?
This document discusses the first (“b”) of these two questions, and suggests that the second one (“e”) is a stage 3 matter for CT1 to answer.
2
“best effort” UPIP policy

In the latest version of TR 33.853 is v1.4.0 and in section 7.2 there are some conclusions for LTE connected to EPC. These include:

A solution with a local RAN policy configuration for UP IP, to be used when connected to a legacy core network, shall be supported.

The solution with local RAN policy configuration for UP IP, shall be enhanced with the option of a Core Network/RAN solution for UP IP policy handling.
The ‘local policy’ in the RAN can be expected to be “UPIP preferred” (at least for non-IMS bearers) and hence lead to the use of UPIP when both UE and eNB support it. 
In recent discussions, SA3 have not identified use cases for the SA2 5GC specified policy of “UPIP shall not be used” and hence the main use case for HPLMN control of UPIP policy seems to relate to those PDN connections of some UEs that absolutely mandate UPIP (over the radio interface, but do not end to end integrity protection(??)).
Suggestion 1: It will be useful to have an automated O&M procedure for these [few?] PDN connections that require the PDN connection to be blocked rather than not have radio interface UPIP used.
3.
UPIP policy from HSS to MME
This approach seems to have the following CN impacts:
1) upgrade HSS O&M 

2) upgrade HSS and MME to support:

a. HSS and MME “UPIP signalling” capability negotiation

b. HSS -> MME subscription data (on a per APN basis)

3) MME signals UPIP policy on a per bearer basis to the RAN
4) Per VPLMN policy in HSS for UPIP policy

4.
UPIP policy from PGW+SMF to MME

In order to provide selective, per UE, per PDN connection UPIP policy, this approach seems to have the following CN impacts:

1) upgrade UDM O&M 

2) REUSE R15 5GC UDM to SMF signalling (i.e. no spec impact, but possibly product impact)

3) upgrade PGW+SMF and MME to support:

a. PGW and MME “UPIP signalling” capability negotiation

b. PGW -> MME UPIP subscription policy signalling (sent on a per EPS bearer basis)

(CT 4 guidance is needed on whether this can be done without impact on the serving Gateway
4) MME signals UPIP policy on a per bearer basis to the RAN
5) Per VPLMN policy in UDM for UPIP policy

5.
UPIP=Required and PDN connections over 2G and 3G

a) “Access Restriction Data” could be used (on the HLR/HSS) to prevent the use of 2G and 3G PDN connections. This might need new O&M functionality.
b) APNs that have UPIP=Required could be made to resolve to a PGW+SMF(+GGSN) and the PGW could use the RAT type to disable the connection. This requires some ‘logic’ in the PGW.
6. Discussion and Suggested Way Forward
a) until HPLMN operators can be confident that all LTE eNBs have been upgraded to support UPIP, the majority of PDN connections are likely to be configured with “UPIP preferred”.
b) for [the few ??] PDN connections that absolutely require the use of (only) radio interface integrity protection, it will be important that an operator does not misconfigure their network. Hence ONLY needing to configure the UDM and not needing to configure both UDM and HSS is likely to be an advantage.

c) for UPIP=required, use of 2G and 3G PDN connections needs to be prevented. This may be easiest from a “PGW+SMF+GGSN”.
Suggested way forward:
· In R17, specify the transfer of UPIP policy from PGW to MME rather than the HSS based approach.
· Question (e ) is for CT 1 to answer
· CT 4 should be asked to help with regard to the SGW impact of UPIP policy coming from the PGW
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