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The figure 6.6.3-1 below shows a high-level flow of the actions needed for a successful additional CP-based authentication/authorization procedure.


Figure 6.6.3-1: High-level flow of Additional CP-based Authentication and Authorization
0.	When the general registration depicted in Figure 4.2.2.2.2.1-1 has completed. The MNO can perform additional CP-based authentication and authorization procedures.
Editor's note:	Whether the additional CP-based authentication/authorization procedures can be performed during the primary authentication procedures (e.g. additional authentication information can be involved in the registration request) is FFS.
1.	If the AMF don't have the Aerial UE information, it can use Nudm_SDM_Get service to obtain from UDM.
Editor's note:	It is FFS why the AMF would not get the complete UAV subscription profile from the UDM, including any aerial UE information, as in the case of the same feature already specified for the EPC.
2.	AMF determines that it needs to contact the UTM based on local configuration and/or the Aerial UE information (UAV-specific) contained in the subscription. The AMF can find the UTM based on local configuration or using the CAA-Level UAV ID which contains information that can be resolved to identify the UTM. The CAA-Level ID can be allocated by UTM or MNO.
Editor's note:	Whether other NF (e.g. UCF) shall trigger the additional CP-based authentication/authorization procedures is FFS.
Editor's note:	It is FFS how the AMF can be configured with local information about the UTM/USS, given that according to regulatory requirements the relationship between the UAV and the USS/UTM may change over time and that such relationship is not connected to the UAV subscription with the MNO, and is not specific to an MNO.
Editor's note:	How the CAA-Level UAV ID is used to resolve to the correct UTM in the case the CAA-Level UAV ID is allocated by the UTM or the MNO is FFS.
3.	AMF can obtain existing location info (e.g. Cell ID) or perform NPLI procedures or other positioning procedures defined in clause 4.13.5.1 of TS 23.502 [7].
4.	AMF can get Authentication Message from UE via NAS, which contains:
-	CAA-Level UAV ID, sent to the UTM for the ID Identification.
-	The location information provided by UE (e.g. GPS location), shall be transparently sent to UTM and used to be compared with the trusted positioning information by UTM.
-	The flight path provided by UE can be planned flight path which should be checked by UTM.
5.	AMF constructs the DN Request Container which contains Authentication Message received from UE and trusted positioning information provided by the MNO.
6.	The AMF identifies the UTM based on local configuration and AMF sends the DN Request Container to the right UTM for ID Identification and/or Position related check.
7.	The UTM will response the Authorized Operations which are going to be performed by MNO for the subsequent UAV behaviour. The Authorized Operations applicable to established/upcoming PDU sessions or QoS flows between UAV and UAVC may be:
-	No limitation when receiving the successful response from UTM.
-	Disable target established/upcoming PDU sessions or QoS flows based on differentiated types of PDU sessions or QoS flows (e.g. indication in the PDU session establishment used to differentiate flight or non-flight purposes) when receiving the failed response from UTM;
-	Disable target established/upcoming PDU sessions or QoS flows based on the white allow lists (e.g. allowed DNNs or IP addresses) when receiving the failed response from UTM.
Editor's note:	It is FFS whether the Authorized Operations can be something else.
Editor's note:	Whether it is realistic to expect that an application layer entity external to the 3GPP system like the USS/UTM is aware of concepts like PDU sessions is FFS.
NEXT CHANGE
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The figure 6.7.3-1 below shows a high-level flow of the actions needed for a successful enhanced secondary authentication procedure.


Figure 6.7.3-1: High-level flow of enhanced secondary authentication.
0.	The SMF determines that it needs to contact the UTM/DN-AAA server based on local configuration and/or the Aerial UE information (UAV-specific) contained in the subscription. If the SMF don't have the Aerial UE information, it can use Nudm_SDM_Get service to obtain from UDM.
	The SMF identifies the UTM based on local configuration or using the DN-specific identity described in step 0 of TS 23.502 [7], clause 4.3.2.3. Here the DN-specific identity can be the CAA-Level UAV ID and contain information that can be resolved to identify the UTM. The CAA-Level UAV ID can be allocated by UTM or MNO.
[bookmark: OLE_LINK14]Editor's note:	How the CAA-Level UAV ID is used to resolve to the correct UTM in the case the CAA-Level UAV ID is allocated by the UTM or the MNO is FFS.
1.	Same as the step 1 of clause 4.3.2.3 in TS 23.502 [7].
2.	Same as the step 2 of clause 4.3.2.3 in TS 23.502 [7].
Editor's note:	It is FFS whether the steps of clause .3.2.3 in TS 23.502 [7] are unmodified.
Editor's note:	It is FFS whether steps 2 and 3a are carried out over a AAA interface.
Editor's note:	It is FFS what UAV identifier the UTM is given during the authentication/authorization request.
3a.	Same as the step 3a of clause 4.3.2.3 in TS 23.502 [7]. If the A DN Authorization Profile Index which is a reference to authorization data for policy and charging control locally configured in the SMF or PCF, indicates the MNO provides the trusted position information to UTM in the following procedures, step 3b-3e can be performed.
3b.	The SMF can perform the Namf_Location_ProvidePositioningInfo or Namf_Location_ProvideLocationInfo service operation to get the trusted position information of UAV.
3c.	AMF can obtain existing location info (e.g. Cell ID) or perform NPLI procedures or other positioning procedures defined in clause 4.13.5.1 of TS 23.502 [7].
3d.	AMF responses the trusted positioning procedures to SMF.
3e.	Same as the step 3b of clause 4.3.2.3 in TS 23.502 [7].
3f.	Same as the step 3c and 3d of clause 4.3.2.3 in TS 23.502 [7] with the following difference: in addition to the CAA-Level UAV ID, optionally the location information provided by itself and flight path can also be contained in the Authentication Message.
	The location information provided by UE (e.g. GPS location) shall be transparently sent to UTM and used to be compared with the trusted positioning information by UTM.
	The flight path provided by UE can be planned flight path which should be checked by UTM.
3g.	Same as the step 3e of clause 4.3.2.3 in TS 23.502 [7].
3h.	SMF constructs the DN Request Container which contains Authentication Message received from UE and trusted positioning information provided by the MNO.
3i.	Same as the step 3f of clause 4.3.2.3 in TS 23.502 [7].
4.	Same as the step 4 of clause 4.3.2.3 in TS 23.502 [7]. If an SM PDU DN Response Container contained in the response indicates the Authorized Operations which shall be performed by the SMF targeting the PDU session or QoS flows between UAV and UAVC. The Authorized Operations applicable to established/upcoming PDU sessions or QoS flows can be:
-	No limitation when receiving the successful response from UTM.
-	Disable target established/upcoming PDU sessions or QoS flows based on differentiated types of PDU sessions or QoS flows (e.g. indication in the PDU session establishment used to differentiate flight or non-flight purposes) when receiving the failed response from UTM;
-	Disable target established/upcoming PDU sessions or QoS flows based on the white allow lists (e.g. allowed DNNs or IP addresses) when receiving the failed response from UTM;
Editor's note:	It is FFS whether the Authorized Operations can be something else.
5.	Same as the step 5 of clause 4.3.2.3 in TS 23.502 [7].
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