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Abstract: During the pre-SA2#142E eEDGE_5G coordination call, a paper proposed considerations on the User/Application/HLOS overwriting the DNS settings provided by the MNO to the UE. This issue, if not solved, can potentially invalidate several optimizations introduced in the Rel-17 eEDGE_5GC work. This paper elaborates on the consequences of not solving this issue and provides potential solutions.
1. Discussion
1.1
Problem description

As already discussed during the study phase of FS_enh_EC, if the User/Application/HLOS overwrite the DNS settings provided by the MNO to the UE for edge, the DNS query executed to discover the closest/most appropriate Edge Application Server (EAS) may return a wrong result. Figure 1 depicts the message flow for a 'regular' DNS query sent to the CN DNS server based on the DNS server address provided by the MNO to the UE.
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Figure 1: Regular message flow for DNS query
As shown in Figure 2 below, e.g., the User Interface in UE current implementations can overwrite the DNS settings provided by the MNO for the general purpose PDU sessions (i.e., excluding IMS, emergency etc.) and if this overwrite is performed the DNS query is then sent to the user specified DNS server and not to the MNO DNS server.
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Figure 2: DNS query when UI overrides DNS settings
Particularly in the context of Edge Computing where low latencies are essential to provide the agreed QoS, receiving a DNS response from another DNS server may have adverse consequences:

1. The UI specified DNS server may return the address an edge server that is not the closest/most appropriate for the specific UE. This can translate into additional delays in follow up communication.

2. Most importantly, the result provided by the DNS response is completely out of control of the MNO.  

Issue 1: If the application/user interface/HLOS overrides the DNS setting provided to the UE by the MNO, the MNO has no control of the Edge entities deployed over the top. This means that the 3GPP Rel-17 enhancements for EAS (re‑)discovery would not bring any benefit for the end user or the operator.
Issue 2: In order for the operator to take advantage of the Rel-17 enhancements for EAS (re‑)discovery it is essential that the UE behaves according to the instructions provided by the MNO and that the application/user interface/HLOS are not allowed to override them.
Table 1: DNS-R usage depending on EAS deployment and connectivity scenarios

	EAS deployment scenario vs. connectivity scenario
	Distributed Anchor Points
	Multiple Sessions
	Session Breakout

	EAS inside MNO's PLMN
	· DNS-R must be in MNO's PLMN
· UE must use MNO's DNS-R (ePCO)
	· DNS-R must be in MNO's PLMN

· UE must use MNO's DNS-R (ePCO)
	· DNS-R must be in MNO's PLMN

· UE must use MNO's DNS-R (ePCO)

	EAS outside MNO's PLMN
	· UE may use MNO's DNS-R or 3rd party DNS-R(NOTE)
	· UE may use MNO's DNS-R or 3rd party DNS-R(NOTE)
	· DNS-R must be in MNO's PLMN

· UE must use MNO's DNS-R (ePCO)

	NOTE: The use of MNO's DNS-R may reduce the latency of DNS resolution.


The considerations above are particularly relevant for scenarios in which the EAS is deployed within the MNO's PLMN. As shown in Table 1, if the EAS is part of MNO's PLMN, it is essential that the DNS-Resolver (DNS-R), too, is located in the PLMN and that the UE uses the MNO's DNS-R to resolve the EAS related DNS queries. 
This is also true in case the EAS is located outside of the MNO's PLMN and session breakout is used to transfer Edge related user plane data. In any case, even for distributed anchor points and multiple sessions connectivity scenarios combined with EAS deployed outside of the MNO'S PLMN, using the MNO's DNS-R may improve the performance of DNS resolution in terms of latency.
1.2
Proposed solution

1.2.1
General

This solution addresses the cases in which the application/user interface/HLOS (intentionally or not) attempts to overwrite the DNS configuration received from the MNO via ePCO. The solution is based on two aspects:

1.
Redirection of the DNS queries towards an Edge specific DNS server which is configured by the operator.
2.
Decision of which DNS queries need to be redirected.

These two steps are described in the subsequent clauses.
1.2.2
DNS query redirection

In order for the operator to have control of the EAS (re-)discovery procedures, it needs to be able to redirect the DNS queries associated to edge applications towards an Edge dedicated DNS server. This can be achieved by intercepting the DNS messages in the UE 3GPP layer and by replacing the IP destination (or source) address of the DNS query (or DSN response). 

The MNO instructs the UE to intercept the DNS packets to/from the application/HLOS and the MNO DNS server and redirect them in the following way: 

-
In UL, the UE modifies the destination IP address of the IP frame with the address of the MNO DNS server. In this way, the DNS query will always reach the MNO DNS server that will provide the best EAS address for a certain Edge service.

-
In DL, the UE modifies the source IP address to be the application/HLOS DNS server address so that the HLOS and Application are not aware of the previous DNS query redirection.

NOTE:
This solution works only for 'regular' unencrypted DNS (also known as Do53). It does not work with DNS over TLS (DoT) or DNS over HTTPS (DoH).

1.2.3
DNS query filtering

In addition to redirect DNS queries, the operator also needs to decide which DNS queries need to be re-directed towards the MNO DSN server and which ones, instead, should be untouched and sent to the application specific application/HLOS DNS server. Such DNS query filtering can be controlled in at least these ways:

-
OPTION 1. UE filters per PDU session.

In this approach, applications using edge computing are associated to specific PDU sessions. This is done as per Rel-15 URSP mechanisms. It is assumed that the operator deploys specific DNN(s)/S-NSSAI(s) to support Edge applications and that the PDU sessions established via such specific DNN(s)/S-NSSAI(s) can be handled as follows. Based on an additional indication in the ePCO that signals the DNS server configuration and defined in TS 23.501 cl. 5.6.10.1, the CN can instruct the UE that all DNS Queries exchanged inside a given PDU session shall be redirected to the MNO DNS server for which configuration is provided in the ePCO. Consequently, the decision of whether all DNS queries of a given PDU session are to be redirected to an MNO DNS server happens at PDU session establishment/modification. 
Figure 3 shows the combination of Option 1 (UE filter per PDU session) and DNS query re-direction.
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Figure 3: UE 3GPP Layer DNS query redirection based on per-PDU session filtering (OPTION 1)
-
OPTION 2. UE filters per application.


In this option, the operator does not have to deploy Edge specific slide(s)/DNNs or use Edge specific PDU sessions. On the contrary, based on SLAs with different application providers, can instruct the UE to filter each intercepted DNS query based on the application identifier based on a new configuration in URSP. The actual decision of whether a certain DNS query must be redirect or not happens when the UE intercepts the DNS query. The related message flow can be seen in Figure 4.
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Figure 4: UE 3GPP Layer DNS query redirection based on per-application filtering (OPTION 2)
While Option 1 requires some Edge specific deployment in the PLMN, it allows a simple logic in the UE to decide which DNS queries are to be redirected and which not. On the contrary, Option 2 does not require any Edge specific deployment in PLMN and it allows a more granular filtering of the applications whose DNS queries need to be redirected, however this option assumes some degree of service level agreement between MNO and application provider to configure the URSP and has a dependency on the HLOS.
2. Proposal
Agree to address the issues raised in clause 1.1 and implement one of the solutions described above for the Rel-17 eEDGE_5G WI.

This contribution proposes to implement the following updates to TS 23.548 v0.0.0.
* * * Beginning of changes * * *

6.2
EAS discovery and re-discovery

6.2.1
General
Editor’s Note: This clause describes general parts including e.g. privacy considerations, which DNS properties that are enabling DNS based Edge AS Discovery, recommendations/limitations for cases that OS/user overrides DNS setting.
6.2.1.1
Preconditions for EAS (re-)discovery support
In order for an operator to support EAS (re-)discovery, it shall be guaranteed that DNS queries for Edge applications are sent to the MNO deployed DNS server, irrespective of the DNS server indicated by application/user interface/HLOS. To do that, the following steps shall be taken.

NOTE: the following steps are not applicable to DNS over TLS (DoT) or DNS over HTTPS (DoH).

1.
DNS query redirection. The MNO instructs the UE to intercept the DNS queries/replies to/from the application/HLOS and the application/HLOS DNS server and redirect them in the following way: 

-
On the UL, the UE modifies the destination IP address of the IP frame with the address of the MNO deployed DNS server.

-
In DL, the UE modifies the source IP address to be the application/HLOS DNS server address.

2.
DNS query filtering. In order to select which DNS queries are to be re-directed:

-
the operator deploys specific DNN(s)/S-NSSAI(s) to support Edge applications so that, for each PDU session established via such specific DNN(s)/S-NSSAI(s) and based on an additional indication in the ePCO that signals the DNS server configuration and defined in TS 23.501 cl. 5.6.10.1, the CN instructs the UE that all DNS Queries exchanged inside a given PDU session shall be redirected to the MNO DNS server.
-
Alternatively, the operator instructs the UE, based on SLAs with different application providers, to filter each intercepted DNS query based on the application identifier and the configuration in URSP.

6.2.2
EAS (re-)discovery over Distributed Anchor connectivity model

6.2.2.1
General

6.2.2.2
EAS discovery procedure
Editor’s Note: This clause describes the procedure for Edge AS Discovery over Distributed Anchor connectivity model according to the recommendations in the conclusions in the TR clause 9.1.2 (selected parts from Sol 2/4/5/10). 
6.2.2.3
EAS re-discovery procedure at Edge relocation
Editor’s Note: This clause also describes rediscovery (UE based), and aspects and assumptions based on applicable clause 9.2.2 in the TR

6.2.3
EAS (re-)discovery over Session Breakout connectivity model

6.2.3.1
General

6.2.3.2
EAS discovery procedure
Editor’s Note: This clause describes the procedure for Edge AS Discovery over Session Breakout connectivity model according to the recommendations in the conclusions in the TR clause 9.1.4.

6.2.3.3
EAS re-discovery procedure at Edge relocation 
Editor’s Note: This clause also describes rediscovery (UE based), and aspects and assumptions based on applicable clause 9.2.2 in the TR.
6.2.4
EAS (re-)discovery over Multiple Sessions connectivity model

Editor’s Note: TBD whether this should be in new TS or changes to TS 23.501/503 based on exact input contribution.
6.2.4.1
General

6.2.4.2
EAS discovery procedure
Editor’s Note: This clause describes the procedure for Edge AS Discovery over Multiple Sessions connectivity model according to the recommendations in the conclusions in the TR clause 9.1.1 (sol #1 + sol #13 6.13.1.2). 

6.2.4.3
EAS re-discovery procedure at Edge relocation
Editor’s Note: This clause also describes rediscovery (UE based), and aspects and assumptions based on applicable clause 9.2.2 in the TR.
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