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1	Discussion
So far in the context of KI#4, two authentication mechanisms have been discussed for UE onboarding:
· Mutual primary authentication between UE, O-SNPN and DCS
· Primary authentication with null algorithm, followed by mutual secondary authentication between the UE, O-SNPN and the DCS 
The proposal in this pCR is to provide an alternative solution for authentication during Registration procedure in Solution 5 based on:
· one-way primary authentication whereby the UE authenticates the O-SNPN, followed by mutual authentication with the DCS using any EAP method as part of secondary authentication.
The benefit of the one-way primary authentication solution is that it avoids the additional complexity of a new control plane interfaces that needs to be defined between the O-SNPN and DCS to support the mutual primary authentication, while at the same time it provides security by generating key material that is used for deriving the NAS and AS keys for signalling protection. 
During the Registration procedure, UE authenticates the network with one-way primary authentication of O-SNPN using an appropriate EAP method e.g. EAP-TLS.
The mutual authentication required between DCS and UE is provided as part of the secondary authentication. 
Figure 1 below shows the existing EAP-TLS Authentication Procedure over 5G Networks as described in TS 33.501. In comparison, Figure 2 highights the steps that would be impacted when using EAP-TLS one-way authentication procedure for UE Onboarding. The impacts to the existing procedure are highlighted in red ink.


Figure 1: Using EAP-TLS Authentication Procedures over 5G Networks for initial authentication


Figure 2: Using EAP-TLS Authentication Procedures over 5G Networks for initial one-way authentication
With respect to the EAP-TLS Authentication procedure described in Figure 1, the difference with respect to EAP-TLS authentication procedure for one-way authentication is described below: 
Step 1: When the UE sends registration request with Registration Type as Onboarding, the UE shall generate SUCI using NULL scheme using an anonymous identity. 
Step 2: The AMF (SEAF) selects an AUSF and sends the Nausf_UEAuthentication_Authenticate Request message to the AUSF including information to assist the AUSF in selecting the EAP-TLS authentication method for one-way primary authentication. 
NOTE:	The information to assist the AUSF in selecting EAP-TLS for one-way authentication can be sent as an explicit parameter or can be encoded inside the realm part of the SUCI.  The encoding details are in the scope of CT WGs. Alternatively, the AMF (SEAF) can use a dedicated AUSF for onboarding.
Steps 3-5 are not required in this procedure due to the one-way authentication. 
Step 10 and 11: The AUSF replies to the SEAF with EAP-Request/EAP-TLS in the Nausf_UEAuthentication_Authenticate Response which may include a chain of TLS certificates.
NOTE 1: The underlying assumption is that the device is configured with a set of root-of-trust certificates at manufacturing time. According to [1] popular web browsers and OSs are typically configured with 100+ root certificates, noting that 99% of the market share is covered by only 5 certificate authorities.
NOTE 2:	If the AUSF has a certificate that is issued by a root-of-trust authority, then it includes a single certificate in step 10. Otherwise the AUSF includes a chain of certificates that leads to the the root-of-trust authority. 
Step 13 and 14:  If the TLS server authentication is successful, then the UE replies with EAP-Response/EAP-TLS in the Authenthentication Response message. The response message does not include the TLS Certificate and TLS_certificate_verify message as the network authentication of the UE is not required. 
With one-way primary authentication where only the UE authenticates the onboarding network, the key material for AS and NAS security is generated following the same procedure as described in TS 33.501 Annex B.2.1. 
Observation 1: The key benefit of one-way primary authentication with Onboarding network when compared to two-way primary authentication is that the additional system impact to define service-based interface towards DCS from the Onboarding network is avoided. In addition, it avoids putting a burden on the DCS to support service-based interface for onboarding e.g. when the DCS is owned by a device vendor supporting traditional AAA interface based on Diameter or RADIUS protocol. The mutual authentication required between UE and the DCS is performed by secondary authentication as defined in TS 23.502.
Observation 2: Irrespective of one-way or mutual primary authentication, in both cases the key material for AS and NAS security is generated. 
[bookmark: _Toc510607461]2	Proposal
It is proposed to update TR 23.700-07 as indicated below.

3	References
[1]		https://en.wikipedia.org/wiki/Certificate_authority

* * * * Start of Change (All text is new)* * * *
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This solution addresses key issue 4 "UE Onboarding and remote provisioning". Especially when the UEs are deployed without provisioned subscription, it provides a solution on how UE subscription/credentials are afterward provisioned to the UEs.
The solution enables UEs to get network connectivity to an O-SNPN ("onboarding SNPN") so that it can be provisioned with necessary subscription credentials and configuration for the SO-SNPN that will own the UE's subscription ("SNPN owning the subscription").


Figure 6.5.1-1: UE onboarding in non-public network
The following assumptions are considered:
-	The UE is provisioned with some default UE credentials and a unique UE identifier and ON Group IDs.
NOTE 1:	The unique UE identifier is assumed to be unique within the DCS. It takes the form of a Network Access Identifier (NAI) which is composed of the user part and the realm part which may identify the domain name of the DCS.
Editor's note:	The exact definition and details of these default UE credentials are FFS and need to be discussed with SA WG3.
-	The UE is not provisioned with subscription credentials that grant access to a SO-PLMN or to an SO-SNPN.
-	As part of the onboarding process the UE shall get access granted to an O-SNPN based on e.g. default UE credentials.
-	The Onboarding SNPN (O-SNPN) that is used by the UE in the onboarding process is not necessarily the same as the SO-SNPN (Subscription Owner SNPN) for which subscription credentials will be provisioned in the UE.
-	The O-SNPN operator has access to a Default Credential Server (DCS), which is used to verify that UE is subject to onboarding based on UE identifier and the associated default UE credentials. The DCS is used for 5GS-level UE authentication/authorization during registration to O-SNPN for onboarding purpose. The owner of the DCS is out of scope of this document and can be inside or outside of the O-SNPN e.g. DCS can be owned by the device manufacturer, by a PLMN, by a SNPN other than the O-SNPN or by a 3rd party. The DCS has the business relationship with the O-SNPN if the DCS is outside of the O-SNPN.
Editor's note:	Whether the 5GS-level UE authentication/authorization during registration for onboarding purposes is needed is FFS and will be determined by SA WG3.
NOTE 2:	The security aspects and mechanisms for the data connection between the UE and the Provisioning Server (e.g. to prevent a fake Provisioning Server from provisioning the UE) are to be studied by SA WG3.
-	The O-SNPN operator provides the UE with connectivity to a Provisioning Server that allows UEs to retrieve their subscription credentials and other personalized configuration. The owner of the Provisioning Server is out of scope of this document.
NOTE 3:	In some deployments the DCS and the Provisioning Server can be the same entity. In deployments where the DCS and the Provisioning Server are different entities, it is expected that they communicate with each other to share the security based on the default UE credentials for UE authentication in the Provisioning Server via an interface that is outside of 3GPP scope.
Editor's note:	It is determined by SA WG3 whether the DCS may share the default UE credentials with the Provisioning Server which is a different entity from the DCS.
-	The SO-SNPN owning the subscription (SO-SNPN) is provisioned to its UDM/UDR from the Provisioning Server the corresponding UE's subscription credentials and provides the Provisioning Server with the corresponding UE's configuration data to be provisioned using the UE onboarding procedure, where default UE credentials is used to identify the corresponding data to be provisioned to the UE.
-	The DCS makes a contract with the SO-SNPNs owning the subscription for provisioning the subscriptions to the UE and provides the SO-SNPN with the list of UE identifiers.
-	The O-SNPN broadcasts system information including an identity of O-SNPN, a Support for Onboarding Indication and optionally a list of ON Group IDs.
NOTE 4:	Selection of O-SNPN in case of multiple O-SNPNs supporting UE Onboarding for the UE is up to UE implementation.
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[bookmark: _Toc31114339][bookmark: _Toc43392615][bookmark: _Toc43475411][bookmark: _Toc50559022][bookmark: _Toc54940377][bookmark: _Toc54952092][bookmark: _Toc57233540][bookmark: _Toc57383461]6.5.2.1	Introduction
The procedure hereby described allows a UE, which is not initially provisioned with subscription credentials to access an Onboarding SNPN (O-SNPN) and to obtain subscription credentials and configuration for an SO-SNPN which can be the same as or different from the O-SNPN.
The UE selects the O-SNPN based on information broadcasted by the O-SNPN and registers to it for onboarding service to obtain connectivity to the Provisioning Server. If the UE is not configured with network selection parameters for O-SNPN, the O-SNPN may be manually selected, or the UE may randomly select a network that's available and supports onboarding functionalities. If the UE fails to complete the remote provisioning through the selected O-SNPN (e.g. the UE fails the authentication by the DCS), the UE may select another O-SNPN to try the process again. During the registration procedure the O-SNPN may authenticate the UE with the Default Credential Server (DCS) to determine whether the UE is a genuine device subject to onboarding and authorized to access a Provisioning Server via a Configuration PDU Session. Upon establishment of connectivity to the Provisioning Server, the UE is provisioned with the subscription credentials for the SO-SNPN (i.e. SNPN that will own the UE's subscription) and additional configuration data. Then the UE de-registers from the O-SNPN, performs a new network selection, and registers the SO-SNPN using the provisioned subscription credentials and configuration data.
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Figure 6.5.2.2-1: Architecture for UE Onboarding to an SO-SNPN
NOTE:	AUSF* inside the O-SNPN is there to achieve isolation from 3rd party owned DCS, while keeping the same procedures between AMF and AUSF from AMF perspective (N12).
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The figure 6.5.3.1-1 below shows a high-level flow of the actions needed for a successful onboarding of the device into an SO-SNPN.




Figure 6.5.3.1-1: High-level flow for onboarding of the UE into an SO-SNPN
The procedure includes the following steps:
A)	UE pre-configuration: The UE is provisioned with default UE credentials that allows for successful UE authentication (step B1 or D) and a unique UE identifier. If an agreement was in place between the UE and the SNPN, the UE might have been provisioned with some initial default configuration, including PLMN ID and NID of the SNPN, S-NSSAI, DNN needed to access the provisioning server, and a list of ON Group IDs. If one-way authentication is used in step B2, the UE is provisioned at manufacture time with a set of root certificates from well-known root trust authorities.
NOTE 1:	The format of default UE credential need to be defined by SA WG3.
NOTE 1a:	The set of certificates configured in the UE is not O-SNPN specific.
B)	Initial access: The NG-RAN includes an identity of its O-SNPN, Support for Onboarding Indication and optionally a list of ON Group IDs. If the UE realizes that UE Onboarding is required to access an SNPN, it either manually or automatically discovers and selects the O-SNPN network according to broadcasted information and configured information in the UE. If multiple networks are broadcasting the "Support for onboarding" indication, then the UE will select a network at random. If the UE identifies that it has no subscription to access the O-SNPN, the UE registers to O-SNPN for onboarding indicating that the registration is regardless of UE subscription, and during the registration procedure the UE provides to the network device-specific information e.g. its default UE credential and corresponding identity (SUPI), and the User may also provide the UE with additional information, such as an PS identity and/or SO-SNPN identity. During the registration procedure, the UE provides an RRC indication that can be used by the NG-RAN to select an AMF for onboarding and an indication in the Registration Request indicating that the registration is for restricted onboarding service only. The UE may also provide additional information for selection of the PS and the SO-SNPN owing the subscription, such as a list of identities of SNPNs the UE can hear, the identity of O-SNPN, location of the UE, type of the UE, etc.
Editor's note:	Whether the ON Group IDs is same as Home SP Group ID is for FFS.
Depending on whether two-way or one-way authentication is performed as part of primary authentication either step B1 or step B2 are performed.
B1)	The O-SNPN may discover and connect the DCS for the UE by checking the realm part of the unique UE identifier. The O-SNPN authenticates the UE with the DCS and verify whether the UE is allowed to access the O-SNPN for onboarding purposes. If the DCS is outside of the O-SNPN, this authentication is anchored in AUSF* inside the O-SNPN in order to achieve isolation from 3rd party owned DCS. DCS can fulfil the rest of security functions of ARPF, SDIF, AUSF and UDM. EAP terminates at the DCS, Kausf & Kseaf needs to be derived (which is responsibility of AUSF currently) by the DCS and send to the O-SNPN. If the authentication is successful, the DCS optionally sends the identity of the selected SO-SNPN and the information (e.g. address of PS, identity of PS, etc) of the selected Provisioning Server which are selected based on the information sent by the UE in step B. If the DCS selects multiple SO-SNPNs, it may send the priority of the SO-SNPNs.
NOTE 2:	Whether both options (i.e. primary authentication and NSSAA) are needed is to be determined by SA WG3.
NOTE 3:	If there is an agreement between the DCS and the O-SNPN for providing UE onboarding, the O-SNPN may decide whether the UE is allowed to access the O-SNPN for onboarding purposes by checking the realm part of the unique UE identifier which includes the information of the DCS before sending the UE authentication request to the DCS.
B2)	During the Registration procedure, UE authenticates the network with one-way primary authentication of O-SNPN using e.g., EAP-TLS in TR 33.857 solution 14. As part of this step, key material is generated for NAS and RRC security keys.
C)	Configuration PDU session: The O-SNPN sends the information from the DCS in step B1 and also may send a combination of S-NSSAI and DNN for the PDU Session to the selected PS to the UE. The UE establishes a Configuration PDU session. This PDU Session may be established either to a well-known or pre-configured S-NSSAI or DNN, or a combination of S-NSSAI and DNN sent by the UE, which is used just for provisioning purposes and has limited connectivity capabilities. Based on this information, the AMF selects a designated SMF which in turn selects a designated PSA that provides a data connection restricted only to the Provisioning Server. In the Configuration PDU Session Establishment Request, the UE includes DCS identity and optionally includes PS identity, SO-SNPN identity or both. When SO-SNPN identity is provided by the UE, the SMF in the O-SNPN may decide to override the PS identity provided by the UE and send the new PS identity to the UE in the PDU Session Establishment Accept as PCO parameter. The PS identity received in the PDU Session Establishment Accept, overrides any configured PS identity in the device. The PCF may in addition provision URSP rules for the UE that restrict communication only to the provisioning server and/or specific applications.
NOTE 4:	It is assumed that one and only one Configuration PDU session can be established and connectivity of this PDU session is limited (cf. RLOS), so that the UE can only access a Provisioning Server.
C1)	The PDU Session establishment authentication/authorization as described in TS 23.502 [6] clause 4.3.2.3 is triggered by the SMF during PDU Session establishment with the DCS based on the DCS identity sent from the UE to the SMF in step C.
NOTE 5:	Whether step B1 is required, in addition to step C1 needs to be determined by SA WG3.
NOTE 5a: Step C1 is mandatory if step B2 is performed. As part of step C1 mutual authentication between UE and DCS is performed. 

D1)	The UE discovers the Provisioning Server using the stored PS identity.
NOTE 5a5b:	At this point the stored PS identity is one of the following: PS identity preconfigured in the UE, or PS identity entered manually by the user, or PS identity received from the O-SNPN.
	If the UE at this point still does not have a stored PS identity, then the UE uses a well-known FQDN to perform PS discovery. The UE provides the provisioning server with the unique UE identifier, the default UE credentials, optionally the identity of the selected SO-SNPN, and the priority of the SO-SNPNs. Onboarding SNPN may also assist UE in discovery of Provisioning Server address as defined in clause 6.5.3.2. The provisioning server may discover and connect the DCS using the realm part of the unique UE identity and may authenticate the UE and make a secure connection for provisioning with the UE, based on the default UE credentials out of scope of 3GPP.
Editor's note:	The security aspects are to be specified by SA WG3 or out of 3GPP scope.
D2)	The Provisioning Server selects the SO-SNPN owning the subscription and contacts the future SO-SNPN owning the subscription to provide the subscription credentials for access to the SNPN owning the subscription, and may retrieve other UE configuration parameters (e.g. PDU session parameters, such as S-NSSAI, DNN, URSPs, QoS rules, and other required parameters to access the SNPN and establish a regular PDU session). The Provisioning Server selects the SNPN owning the subscription in one of the following ways:
-	If the UE is pre-configured with the identity of the future SNPN, the UE provides this identity to the Provisioning Server.
-	Otherwise, the Provisioning Server determines the future SNPN by comparing the UE identity with a configured onboarding list.
-	based on the information from the UE in step D1.
NOTE 6:	In scenarios where the UE is not preconfigured with the identity of the future SNPN (e.g. an off-the-shelf UE) and the Provisioning Server cannot be configured with information about the specific Subscription Owner SNPN, onboarding can be performed with the assumption that O-SNPN is the same as the Subscription Owner SNPN, and the Provisioning Server is owned by the SNPN.
D3)	The Provisioning Server provisions the UE's subscription credentials for the SO-SNPN and other configuration information into the UE over the secure connection.
NOTE 7:	The provisioning procedure (step D3) is out of 3GPP scope, where e.g. provisioning protocols of GSMA RSP may be used with some modification considering SNPN architecture than PLMN.
E)	De-registration: Upon a successful provisioning in the previous step, the UE releases the Configuration PDU Session and deregisters from the O-SNPN. The UE will then perform SNPN selection and register to the appropriate SNPN as per received configuration and general SNPN selection procedures (ref. solutions to key issue #1).
NOTE 8:	The O-SNPN can monitor the time duration of the Configuration PDU Session or Onboarding Registration in order to prevent misuse. Based on the local configuration policy in the 5GC, the network can impose maximum time duration for the Configuration PDU session or Onboarding Registration, upon expiry of which the session is released or the de-registration is triggered. The determination of maximum time duration of the Configuration PDU session is Onboarding Registration is per O-SNPN network configuration.
F)	Normal service: Upon a successful de-registration as per step E, the device initiates a regular procedure, including selection of an SO-SNPN, Registration using the provisioned credentials with the SO-SNPN owning the subscription, and PDU Session establishment(s). Depending on the provisioned subscription credentials the UE may select an SNPN that is the same or different from the SNPN owning the credentials (depending on the outcome on Key Issue #1).
* * * * End of Change * * * *
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(TLS client_hello))


10.Nausf_UEAuthentication_AuthenticateResponse (
EAP Request/EAP-Type = EAP-TLS
(TLS server_hello, 
TLS Certificate(s), 
[TLS server_key_exchange,] 
TLS certificate_request, 
TLS server_hello_done ))


9.Nausf_UEAuthentication_AuthenticateRequest (
EAP Response/EAP-Type = EAP-TLS
 (TLS client_hello))


11.  Auth-Req.(
EAP Request/EAP-Type = EAP-TLS
(TLS server_hello, 
TLS Certificate(s), 
[TLS server_key_exchange,] 
TLS certificate_request, 
TLS server_hello_done ), ngKSI, ABBA)


13.  Auth-Resp.(
EAP Response/EAP-Type = EAP-TLS
( TLS Certificate, 
TLS client_key_exchange,
TLS certificate_verify, 
TLS change_cipher_spec,
TLS finished ))


14.Nausf_UEAuthentication_AuthenticateRequest (
EAP Response/EAP-Type = EAP-TLS
( TLS Certificate, 
TLS client_key_exchange,
TLS certificate_verify, 
TLS change_cipher_spec,
TLS finished ))


16.Nausf_UEAuthentication_AuthenticateResponse (
EAP Request/EAP-Type = EAP-TLS
(TLS change_cipher_spec, TLS finished ))


17.  Auth-Req. (
EAP Request/EAP-Type = EAP-TLS
(TLS change_cipher_spec,
TLS finished ), ngKSI, ABBA)


18.  Auth-Resp.(
EAP Response/EAP-Type = EAP-TLS)


19.Nausf_UEAuthentication_AuthenticateRequest (
EAP Response/EAP-Type = EAP-TLS)


20.Nausf_UEAuthentication_AuthenticateReSponse (
EAP Success, Anchor Key, SUPI)


21. N1 (EAP Success, ngKSI, ABBA)


12. UE authenticate network


15. Network authenticate UE


UDM


3.Nudm_UEAuthentication_GetRequest(SUCI, SN name)


5.Nudm_UEAuthentication_GetResponse(SUPI, Indicator (EAP-TLS))


4. Authentication Method Selection
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