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Abstract of the contribution: This paper proposes some updates to Solution#64 to clarify how DC-AF provides UE data to NWDAF.
1 Introduction
Solution#64 has been introduced for collecting application level UE data via DC-AF and ASP server. Since DC-AF and ASP Server are not within 3GPP domain, an NEF shall be used for the interaction between NWDAF and DC-AF, which is missing from the general architecture and from some procedures. NEF shall be responsible of mapping between the internal and external identities, e.g. UE ID and application ID.
Additionally, it is also clarified that some UE related data may already be available in the ASP before it is subscribed by the NWDAF, i.e. only when the NWDAF requested data is not available, the application level interaction between UE and ASP is triggered for retrieving UE information.
This contribution is updated based on the S2-2007723r04 in last last meeting and the mainly new text is highlighted in cyan, which includes:

1) Describe the connection establishment between ASP server and DC-AF and illustrate it is for SA4 scope;

2) Describe the NEF should discover the UE IP address when external UE id is not used 
It is clarified using a NOTE that the NEF involved procedure can be used for both direct (UE->MNO AF) and indirect (UE->ASP->DC AF) way. In SA2 perspective, both have the same impact to 5GC.
2 Proposal

It is proposed to approve the below content. 
* * * * Begin of Changes * * * *

6.64
Solution #64: MNO owned Data Collection AF for UE data collection
6.64.1
Description

This solution is proposed to address KI#8: UE data as an input for analytics generation.
This solution introduces a Data Collection AF (DC-AF). UE data is transmitted via user-plane to ASP server and then the ASP Server sends the data to the DC-AF.
6.64.1.1
General

As the figure shown below, as a possible way, the M1d/M2d interface defined in SA6 TS 26.501 [27] can be enhanced to realize that the ASP server sending UE data to ASP server. For example, a new API can be introduced in M1d/M2d which is used for ASP server provides UE data to DC-AF for UE data collection.

The ASP client and ASP server belongs to OTT application layer. The communication link between ASP client and ASP server is established over user-plane using existing PDU session.

NOTE 1:
The communication between ASP client and ASP server is out of 3GPP scope.

The DC-AF (Data Collection AF) is introduced to collect the UE data from ASP server. Then it can expose the UE data to NWDAF consumer using Nnf. In SA2 point of view, the ASP Server and DC-AF seen as AF.

NOTE 2:
SA2 point of view DC-AF and ASP seen as AF and decomposition of AF is out of scope of SA2.
NOTE3: This solution can apply to both direct and indirect UE data reporting when DC-AF is in untrusted domain. In SA2 perspective, both have the same impact to 5GC.
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Figure 6.64.1.1-1
6.64.1.2
DC-AF collects UE data from ASP server
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Figure 6.64.1.2-1: DC-AF collects UE data from ASP server

1.
UE ASP Client provides UE data via user-plane application layer, which is out of 3GPP scope. After the connectivity is established, ASP Server can interact with UE ASP Client to get UE data via application layer.
2
ASP Server will initialize the establishment of HTTP connection to DC-AF. During the establishment, the ASP Server can provide External Application Id, External UE id (opt.)/UE IP address.
NOTE: how ASP server establish the connection to DC-AF needs to be defined by SA4.
NOTE:
The connection establishment and specific functionality is out of scope of SA2.

6.64.1.3
Registration and Discovery of DC-AF

In order to discover the DC-AF, DC-AF needs to register to NRF via NEF and NWDAF can use Discovery request to find the required DC-AF.
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Figure 6.64.1.3-1: Registration and Discovery of DC-AF
Step 1-2:
After the registration of AF available data at the NEF, NEF generates an event exposure with new EventID to be associated with available data to be collected from DC-AF. NEF invokes Nnrf_NFManagement_NFUpdate_request service operation to update its registration information (i.e., NEF Profile) including the generated Event IDs, and associated AF identification, Application ID(s), Analytics ID(s).

The Analytics ID is used to process the UE raw data, and sends the processed data to NWDAF.

Step 3-4:
The NWDAF invokes the Nnrf_NFDiscovery Request service operation to discover the NEF(s) interfacing with the AF(s) that contain the available data using as parameter the NEF NF Type, a list of Event ID(s), and optionally AF identification, application ID, Analytics ID.

6.64.1.4
DC-AF provides UE data to NWDAF consumer
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Figure 6.64.1.4-1: NWDAF consumer get UE data from DC-AF
0.
DC-AF may have already collected UE data from ASP server as described in clause 6.64.1.2.

1.
A consumer NF sends subscription request.

2.
To collect UE data for analytics requested by consumer NF, the NWDAF invokes service operation for discovery of DC-AF as described in step 3-4 in Figure 6.64.1.3.

3.
NWDAF invokes Nnef_EventExposure_Subscribe, including Event Id, Event Filter, internal UE ID(s), internal Application ID(s), and Analytics ID. The internal Application ID(s) indicates which Application's data is needed. The Analytics ID is optionally used to indicate how the raw data is processed.
4.
In case that external UE id is not used, NEF performs step.4 as described in Figure 6.64.1.4-2. This is for NEF to discover UE IP address to a SUPI. Otherwise (i.e. external UE id is used), this step can be skipped.
5. In case external UE id is used, NEF maps the internal UE ID(s) into external UE ID(s) and maps internal Application ID(s) into external Application ID(s), and invokes Naf_EventExposure_Subscribe, including external UE ID(s), Event Id, Event Filter, external Application ID(s), and Analytics Filter.

In case that external UE id is not used and step-4 has been performed, NEF  invokes Nas_EventExposure_Subscribe including UE IP address, Event Id, Event Filter, external Application ID(s), and Analytics Filter.  
6.
DC-AF determinEs which UE’s data is needed based on the UE IP address or external UE id provided by NEF. If the requested UE data is not locally available, DC-AF may collect UE data upon receiving the request from NWDAF consumer via ASP server using the connection already established as described in clause 6.64.1.2. The DC-AF uses the application ID(s), UE IP address, and/or external UE ID(s) to discover the ASP server for data request. The protocol in step 6 will be defined in SA4 e.g. extending M1d, M2d. 


To get UE data, ASP Server needs to interact with UEs in application layer, which is out of 3GPP scope.

NOTE:
Communication between ASP and DC-AF is out of scope of SA2 and it is up to respective WG to evaluate such an operation required if so how the communication takes place with required information.
The raw UE data may be pre-processed at DC-AF per analytics/event filter.
7-9.
DC-AF responds to NWDAF the requested UE data. And NWDAF can use the UE data for analytics requested by consumer NF.
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Figure 6.64.1.4-2: NEF discovers UE IP address to a SUPI

1-2
NEF invokes Nudm_SDM_Subscribe service operation to get serving SMF(s) of a SUPI. 
3-4.
The NEF sends Nsmf_EventExposure_Subscribe to each SMF in the list of SMF serving the SUPI, with SUPI and the Event Id = UE IP address / Prefix allocation/change. And SMF(s) respond to DC-AF with the UE IP address for the SUPI. 
5
NEF stores the mapping between SUPI and UE IP address.
6.64.1.5
Security consideration

The ASP Client and ASP server are transmitting data via user-plane. HTTPS can be used to protect data encryption and integrity.

For privacy consideration, the ASP can process the raw UE data before sending the data to DC-AF and DC-AF can further process the data before sending to NWDAF. Some examples of processing is as follow:

-
Gathering a bunch of UE's data and average the UE data;

-
Remove the User identifier;

-
Add noise to each single UE data;

NOTE:
All the behaviour for security aspect mentioned in this clause is implementation specific and out of 3GPP scope.

6.64.2
Impacts on services, entities and interfaces
UE:

-
Sends the raw data to ASP Server (out of 3GPP scope);

NWDAF:

-
Discover of AF based on optionally Analytics ID;
NEF: correlate and translate internal and external Application IDs, internal and external UE identifiers. Store the mapping between the internal UE id and UE IP address
NRF and AF:

-
AF registers with an optionally Analytics ID;
* * * * End of Changes * * * *

�Step.4 is new for NEF finds the IP@ for the internal UE ID (SUPI)
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