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Abstract of the contribution:  This contribution proposes update of solution #4 in the TR23.754.
Discussion
The following updates are proposed for solution #4:
-
" Editor's note:
In the case of roaming, since the certificate is managed by the visited network MNO, it is FFS how the UAV UE can verify the certificate provided the VPLMN."
This EN is only valid for the EPC solution which is a specific case in solution #4 as only the 5GS or the interworking architecture is handled by the other solutions in this study item.
To resolve this specific EPC case the solution can be limited to be used in non-roaming cases but also in cases were implicit trust exist but this later is out of 3GPP scope.
Note 2 in the EPC case is updated and the EN removed. 
-
One Note in clause 6.4.2.1 is corrected due to wrong format and numbering.

-
Adding impacts to AMF and PCF in clause 6.4.3 Impacts on services, entities and interfaces
The impacts is added due to Note 2 in clause 6.4.2.1.

A new sub clause is added in the Evaluation clause of TR 23.754. The new sub clause adds an evaluation and a comparision between solution #4 as a user plane solution compared with the control plane solutions.   
Proposal

It is proposed to do the above updates in TR 23.754.
* * * Start of First Change * * * *

6.4
Solution 4: Solution using User plane for UAV identification and authorization
6.4.1
Introduction

This solution addresses the following Key Issues:

#1
UAV identification:


Both the UAV identity and the 3GPP UAV identity are made available to the UTM/USS.

#2
UAV authorization by UTM:

The solution supplies the UTM/USS with needed information for UAV Authorization.

#3
UAV Controller identification and authorization/authentication:


The procedure describes the identification and authorization of the UAV, but the same principle would also be possible to use for the UAV Controller (UAVC).

#4
UAV and Controller tracking:


The solution enables the UTM/USS to track UE and session related events for the UAV and UAVC via operator provided network APIs.

#5
UAV authorization revocation and (re)authorization:


The solution enables the UTM/USS to use operator provided network API's for (re) authorization and revocation of the UAV.

#6
UAV Controller and UAV association:


The solution support setting up of an association between UAVC and UAV.

#7
User Plane Connectivity for UAVs.

The solution supports the UAV and UTM/USS to set-up a secure e2e connection.

This solution introduces a simple method for the UTM/USS to authorize a UAV and set-up a secure connection for Command and Control between UAV and UTM/USS using the 3GPP network.

The UAV is registered for a service in the UTM/USS and uses a 3GPP network subscription that allows/enables for the UAV to use the MNO services and allows the specific UAV to use the specific UTM/USS.

To enable this, both the requesting UAV (HW/SW) and the mobile subscription used, needs to be authenticated. This way a man in the middle attack can be prevented and it is secured that the UAV is using a correct network subscription.

The solution also supports the UTM/USS to interact with the network operator regarding a specific authorized UAV and UAVC using network APIs independently on the intermediate network scenario (e.g. if NATs are deployed)  and also prevents the need for the corresponding specific UE ID to be pre-provisioned in the UTM/USS.

This solution can, for example, be extended to enable abilities to request specific policies (such as charging and QoS) for certain application dataflows sent from/to the UAV and abilities for the UAV application to request specific network related info, for example related to network coverage etc.

This solution is based on UAV Authentication and Authorization over the user plane and introduces new 3GPP AF, UAS AF. The UAS AF validates that the UAV has a valid UAV subscription and includes relevant UAV subscription information and UAV application information to be sent to the UTM/USS to support the UTM/USS in the Authentication and Authorization of the UAV.

The solution enables both the UAV and UAVC to use a single PDU session (one for each of the UAV and UAVC) for all services (including support for C2 connections etc.).

The C2 connection over the user plane between the UAV and the UTM/USS does not go via UAS AF.

Support for key issue #4 UAV and Controller tracking:

The NEF and the SCEF both offer the MonitoringEvent and the AsSessionWithQoS APIs, which can be used by an application server to track mobility and session related events for a certain UE.

In order to identify the applicable UE the MonitoringEvent API makes use of a subscription identifier (GUTI, MSISDN, ExternalId) and in order to identify the applicable PDU-session/PDN-connection the AsSessionWithQoS API makes use of the corresponding UE IP-address as visible in the core network.

If there is a NAT deployed in between the UE IP address as seen by the application server will be different than the one used in the core network and will not be useful for session identification by the API. By the UAS-AF including information in the Request for UAV A&A sent to the UTM/USS (step 6 in fig 6.4.2.1-1 and step 5 in fig 6.4.2.2-1) about the applicable subscription identity and UE IP address as seen from the core network the UTM/USS will be able to directly call the above mentioned NEF API's for UAV and UAVC tracking purposes.
Support for key issue #5 UAV authorization revocation and (re)authorization:
The NEF and the SCEF both offer the AsSessionWithQoS API which can be used by an application server to activate, modify and revoke policies for specific data flows on a specific PDU-session/PDN-connection.

In analogy with what above is described for Key issue #4 the UAS-AF can provide the UTM/USS with the information needed to use this API for (re)authorization and revocation of data flows used e.g. for C2 communication.

Potential ways of achieving this are:

1).
At PDU-session activation, all traffic except to the UAS-AF will be blocked. This can e.g. be handled using predefined PCC-rules with gate closed.

2).
When the USS has authorized the UAV it will, using the UE-IP-address received from the UAS-AF in the AA-request, request authorization of traffic between the UAV and the USS via the NEF/SCEF before returning the AA-response.

3).
If there is a separate UAVC that controls the UAV, authorize the C2 connection between that UAVC and the UAV via the NEF/SCEF when they have been paired. If already paired during UAV authorization this can be done with step 2).

4).
Authorization for other application level services that shall be allowed from the UAV. This can be triggered from the USS via the NEF/SCEF possibly already in step 2), if allowed access can be determined then or later, if enabled by some other trigger.

6.4.2
Procedure

Figure 6.4.2.1-1 shows a 5GC high-level procedure for UP-based UAV Authentication and Authorization and in figure 6.4.2.2-1 the same principle is shown for an EPC solution. The main difference is that in the EPC solution relevant subscription parameters are added to the Authentication and Authorization request via predefined PCC rules with header enrichments by the PGW as the UAS AF cannot get access to this information in the EPC case.

6.4.2.1
Procedure for 5GS
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Figure 6.4.2.1-1: 5GC UAV Authentication and Authorization

1.
The UAV performs a Registration to the network.

2.
The UAV triggers a PDU Session Establishment.

3.
The UAV triggers request for UAV Operation (C2).

4.
UAV sends request for authentication and authorization to the UAS AF over the user plane, e.g. including UAV identity, UAV application identity, UTM/USS identity (if available), etc.

NOTE 1:
The UAS AF can be reached using a URL belonging to the domain of the MNO from which the destination IP typically is retrieved by the client via DNS. Then traffic going to the UAS AF can be detected by UPF (e.g. Packet routing & forwarding, Packet inspection, User Plane part of policy rule enforcement etc.) using preconfigured IP or hostname (IP may be retrieved from DNS using the hostname). Specific policies (e.g. allow/block) can under control of the PCF be applied to the matching traffic based on subscription date (UAV, UAVC, neither).

5.
The UAS AF can get the relevant subscription information from PCF or UDM with support from existing BSF functionality.

6.
UAS AF checks if the UAV has a valid aerial subscription based on the subscription information received from PCF or UDM. If the check is successful, the UAS AF based on the UAV information, determines the UTM/USS serving the UAV and triggers A&A request towards the UTM/USS. The UAV may provide a UTM/USS identity as part of the request (see step 4) and the UAS AF stores a predefined list with valid UTM/USS identities including URLs to corresponding requests.
The UAS AF can include information to the UTM/USS needed for further interaction between UTM/USS and 5GS regarding the PDU session using network APIs  e.g. for requesting dedicated policies, see clause 6.4.2.3, monitoring, reauthorization etc.


The request can contain an indication about the used mobile operator and 3GPP UAV identity. Additionally, it forwards also the UAV specific information received in the UAV request e.g. using HTTPS POST.


If the check is un-successful a response is sent to the UAV rejecting the request.

NOTE 2:
To handle a very specific use case with the combination of roaming and LBO were the visited PCF will not have access to the home PCF two alternatives can be seen. First option is one requiring some additional standard work where the visited PCF on request from UAS AF retrieves the aerial subscription information from the AMF using existing interfaces (N5/T8 and N15). Second option is  not requiring any additional standard work and is based on the knowledge that the UE is configured with a well-known DNN/APN for UAV operation and the subscruibtion info (VPLMN Address Allowed) allowing the the same DNN/APN to be used in a roaming case. In this second solution the information about aerial subscription is not needed.

7.
UTM/UTS checks the request for UAV operation from the UAS AF using the combined information from the UAV and from the UAVs mobile network operator.

NOTE 3:
The UAV information sent to the UTM/USS via the UAS AF is handled in the user plane and on application level. How the UTM/USS verifies the UAV information is done purely on the application level and out of 3GPP scope.


The UAS operator may already provided flight path information to the UTM/USS with a procedure which is out of scope of 3GPP.

8.
If the result of the check in step 6 is successful, UTM/USS triggers an accept response to the UAS AF. The response can include UAV application specific information which may e.g. include a token to be included for authentication reasons in succeeding application content interactions.


If the check is un-successful a response is sent to the UAS AF rejecting the request.9.
The UAS AF forwards the response from the UTM/USS to the UAV as a response to the request in step 4.

10.
UAV triggers a set-up of a secure connection to UTM/USS e.g. using the token received in step 9.

NOTE 4:
As an example, secure web-socket, gRPC, etc. can be used to establish a secure connection which is outside the scope of 3GPP.

11.
After step 9 UAV Operation can be handled over the secure connection between UAV and UTM/USS.

6.4.2.2
Procedure for EPS
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Figure 6.4.2.2-1: EPC UAV Authentication and Authorization

1.
The UAV performs an Attach and a PDN connection activation. As the UAV has a subscription indicating UAV capability the PCRF generates a PCC rule indicating UAV application and header enrichment policy.
2.
The UAV triggers request for UAV Operation (C2).

3.
UAV sends a request for UAV authentication and authorization to the UAS AF which can be e.g. a HTTP POST including application identity, UAV identity, etc.

4.
PGW detects the UAV application traffic and triggers e.g. header enrichment and adds UAV subscription information.

NOTE 1:
The UAS AF can be reached using a URL belonging to the domain of the MNO from which the destination IP typically is retrieved by the client via DNS. Then traffic going to the UAS AF can be detected by PCEF/DPI using preconfigured IP or hostname (IP may be retrieved from DNS using the hostname). Specific policies (e.g. allow/block) can under control of the PCRF be applied to the matching traffic based on subscription date (UAV, UAVC, neither).

NOTE 2:
If TLS is used and header enrichment shall be performed, an alternative is to integrate a HTTP(S) proxy functionality in the PGW. Since the UAS-AF is in the MNO's domain it should be possible to provision the corresponding certificate to the PGW. This would enable the PGW to terminate TLS for HTTPS-requests destined to the UAS-AF and then apply header-enrichment on the unencrypted  request before forwarding them to the UAS-AF.
In case of roaming the certificate is managed by the visited MNO and the cerificate needs to be verified by the UAV UE which is not possible without specific solution. As this part of the solution is only for the specific case of EPC it is assumed it can either be limited to non roaming use or where implicit trust can be assumed. The latter is out of 3GPP scope.   

5.
UAS AF checks if the UAV has a valid aerial subscription based on the subscription information received from the PGW.


If the check is successful, the UAS AF based on the application identity, looks up the corresponding UAV application URL and triggers a request towards the UTM/USS e.g. using HTTPS POST. If the check is unsuccessful a response is sent to the UAV rejecting the request. The UAS AF can include information to the UTM/USS needed for further interaction between UTM/USS using network APIs and EPS regarding the PDU session, e.g. for requesting dedicated policies, see clause 6.4.2.3, monitoring, etc.

6.
UTM/UTS checks the request for UAV operation from the UAV.

NOTE 3:
The UAV information sent to the UTM/USS via the UAS AF is handled in the user plane and on application level. How the UTM/USS verifies the UAV information is done purely on the application level and out of 3GPP scope.

7.
If the check in step 6 is successful, UTM/USS triggers a accept response to UAS AF acknowledging the request including an application specific information. This information may e.g. include a token to be included for use in succeeding application content interactions.


If the check is un-successful a response is sent to the UAV rejecting the request.

8.
The UAS AF sends the response the UAV.

9.
UAV triggers a set-up of a secure connection to UTM/USS e.g. using the token received in step 8.

10.
After step 9 UAV Operation can be handled over the secure connection between UAV and UTM/USS.

Instead of a PGW, SMF/PGW/UPF can be used to the above EPS based solution for UAV Authentication and Authorization is to use the 5GC/EPC Interworking Architecture which is shown in the below figure 6.4.2.2-2. Such a solution will in principle have the same functionality as the 5GS solution in clause 6.4.2.1. and will support UAV mobility between EPS and 5GS.
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Figure 6.4.2.2-2 5GC/EPC Interworking Arch UAV Authentication and Authorization

1.
The UAV performs an Attach and a PDN connection activation. As the UAV has a subscription indicating UAV capability the PCF generates a PCC rule indicating UAV application and header enrichment policy.

2.
The UAV triggers request for UAV Operation (C2).

3.
UAV sends request for authentication and authorization to the UAS AF over the user plane, e.g. including UAV identity, UAV application identity, UTM/USS identity (if available), etc.

NOTE 4:
The UAS AF can be reached using a URL belonging to the domain of the MNO from which the destination IP typically is retrieved by the client via DNS. Then traffic going to the UAS AF can be detected by UPF (e.g. Packet routing & forwarding, Packet inspection, User Plane part of policy rule enforcement etc.) using preconfigured IP or hostname (IP may be retrieved from DNS using the hostname). Specific policies (e.g. allow/block) can under control of the PCF be applied to the matching traffic based on subscription date (UAV, UAVC, neither).

4.
The UAS AF can get the relevant subscription information from PCF or UDM/HSS with support from existing BSF functionality.

5.
UAS AF checks if the UAV has a valid aerial subscription based on the subscription information received from PCF or UDM/HSS. If the check is successful, the UAS AF based on the UAV information, determines the UTM/USS serving the UAV and triggers A&A request towards the UTM/USS. The UAV may provide a UTM/USS identity as part of the request (see step 3) and the UAS AF stores a predefined list with valid UTM/USS identities including URLs to corresponding requests.
The UAS AF can include information to the UTM/USS needed for further interaction between UTM/USS and EPS/5GS regarding the PDU session using network APIs e.g. for requesting dedicated policies, see clause 6.4.2.3, monitoring, reauthorization etc.


The request can contain an indication about the used mobile operator and 3GPP UAV identity. Additionally, it forwards also the UAV specific information received in the UAV request e.g. using HTTPS POST.


If the check is un-successful a response is sent to the UAV rejecting the request.

6.
UTM/UTS checks the request for UAV operation from the UAS AF using the combined information from the UAV and from the UAVs mobile network operator.

NOTE 5:
The UAV information sent to the UTM/USS via the UAS AF is handled in the user plane and on application level. How the UTM/USS verifies the UAV information is done purely on the application level and out of 3GPP scope.


The UAS operator may already provided flight path information to the UTM/USS with a procedure which is out of scope of 3GPP.

7.
If the result of the check in step 6 is successful, UTM/USS triggers an accept response to the UAS AF. The response can include UAV application specific information which may e.g. include a token to be included for authentication reasons in succeeding application content interactions.


If the check is un-successful a response is sent to the UAS AF rejecting the request.


8.
The UAS AF forwards the response from the UTM/USS to the UAV as a response to the request in step 3.

9.
UAV triggers a set-up of a secure connection to UTM/USS e.g. using the token received in step 8.

NOTE 6:
As an example, secure web-socket, gRPC, etc. can be used to establish a secure connection which is outside the scope of 3GPP.

10.
After step 9 UAV Operation can be handled over the secure connection between UAV and UTM/USS.

6.4.2.3
Procedure for UAVC and UAV Association

Below procedure shows how an association is set-up between the UAV and UAVC including setting up policies requested by USS/UTM for C2. This principle can also be used to set-up user plane for C2 between UAV and USS.
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Figure 6.4.2.3-1 UAV and UAVC Association

In figure 6.4.2.3-1 the procedure is shown as both UAV and UAVC would be registered with the same operator. If the UAV and UAVC are registered with different operators' steps 1a), 1b) and steps 3) to 6) will be performed in respective operators' network.

1a.
UAV performs registration, A&A and set-up a secure connection between UAV and UTM/USS, see clauses 6.4.2.1 and 6.4.2.2.

1b.
UAVC performs registration, A&A and set-up a secure connection between UAV and UTM/USS, see clauses 6.4.2.1 and 6.4.2.2.

2.
UAS or UTM/USS request a set-up of an association for C2 between UAV and UAVC which is handled over the secure connection established in step 1a and 1b i.e. handled over the user plane in the application layer and out of 3GPP scope. Step 2 may include multiple interactions between the USS and the UAV/UAVC and may continue also after steps 3-5 in figure so that the USS can acknowledge a successful "pairing" after the policy has been successfully applied in the user-plane.

3.
The UTM/USS sends a request for dedicated policy for the C2 communication to NEF, see step 2. The 5GC/EPC can in the "Request A&A for UAV Control" (see step 6 in clause 6.4.2.1 and step 5 in clause 6.4.2.2) include information (e.g. IP address, GPSI etc.) to UTM/USS for further interaction with the 5GC/EPC using network APIs. The UTM/USS can than directly via NEF request specific policies using existing functionality via N33.

4.
The policy requested by UTM/USS is set-up by the CN.

5.
The NEF sends a response to the UTM/USS for the policy request.

6.
The user plane is set-up with requested policies for C2 between UAV and UAVC.

6.4.3
Impacts on services, entities and interfaces

The solution has the following impacts on existing entities:

-
UDM/HSS:

-
Additional subscription information related to the UAV.

-


-
AMF/PCF:

-
Handle subscription information for UAV.
-
Handling of  subscription request from UAS AF via PCF.
-
new AF added for providing 3GPP UAS related function.

* * * Start of Second Change * * * *
7
Evaluation

Editor's note:
This clause will provide a general evaluation of the solutions.

7.1
Evaluation on Key Issue #4

Evaluations on solutions addressing key issue #4 are as follows:

Solution 1 supports unknown UAV tracking, i.e. 3GPP network can provide UAV list for the UAVs in the target area to UTM/USS. AMF is enhanced to support a new event "identity list of aerial UEs in the target area".

Solution 2 just provides an architecture for UAV operation but does not show the details. The solution is incomplete.

Solution 4 re-uses the existing "monitoring" capability exposed by the 5G network. The NEF and the SCEF both offer the MonitoringEvent and the AsSessionWithQoS APIs, which can be used by an application server to track mobility and session related events for a certain UE. The UTM/USS will be able to directly call the above-mentioned NEF API's for UAV and UAVC tracking purposes.

Solution 9 support both unknown UAV tracking and tracking for known UAVs. For unknown UAV tracking, proposes that TPAE subscribed to the 5G network by proving the area identity, which is used to let the network to report the UAV identity present in the area. For known UAV tracking, the tracking info is reported by UAV to UFES and stored in UDM for later tracking request.

Solution 13 3GPP network, using current area of interest mechanism, monitor and report the UAV presence (i.e. for UAV moving in or out) of the monitoring area to UTM/USS. This is applicable when the monitoring area received from UTM/USS can be mapped to 3GPP network area. It's also possible for SMF, based on the rule preconfigured by UTM/USS, to take the preconfigured network layer action when the AOI report is received from AMF.

Solution 14 proposes the UTM to provide UAV UE trajectory to the 5GS (UAVF). It is the UAVF to subscribe to the GMLC of the UAV periodic location. When UAVF is notified of the UAV location, it verifies whether the UAV current location is problematic according to the UAV trajectory received before.

Solution 15 re-uses R16 LCS mechanism by the UTM to request UAV location. But it requires the GMLC to support querying with CAA-level UAV ID.

Solution 16 proposes that the UTM/USS might subscribe to the 3GPP network on UAV geographical location and/or its presence in a geographical area for one time or multiple times. A Unified Location Service Exposure procedure can be applied, in which UTM/USS sends the subscription request to NEF. The UTM/USS may look up the CAA-level UAV ID, retrieve 3GPP UE ID (e.g. GPSI), and include the CAA-level UAV ID and 3GPP UE ID together with the target geographical area in the subscription request message to the NEF. The solution reuses existing LCS mechanism and 5G exposure capability, while the GMLC needs to be enhanced to determine UE presence in an area of interest.

Solution 17 proposes that UTM can request 5GS to execute specific verifications regarding to target UAV, such as verify whether the UAV taking off site is within a restricted zone or not. This request may include the UAV identity, UAVC identity, UAV current location, and also indicate which verification type core network is requested to execute. The solution also re-uses existing LCS mechanism which allows the LCS client (UTM) to request the (UAV)UE location.

Solution 25 is a solution supported by multiple companies in S2-140e meeting; partially merge the solution 1, 9, 13, 14, 15, 16. 3GPP network supports several options for UAV and UAVC tracking:

1)
reporting the UAV/UAVC location;

2)
monitoring and reporting the UAV presence (i.e. for UAV moving in or out) of the monitoring area;

3)
support unknown UAV tracking, i.e. providing UAV list for the UAVs in the target area; and

4)
support to receive preconfigured rule(s) from UTM/USS.

then base on the preconfigured rule(s), take immediately network layer action when the AOI report is received from AMF. All the enhancements are at UAVF which may encompass the NEF/SCEF functionality, No impact to other NF (than NEF). In addition, an optional indication to request network to calculate simultaneous the UAV and UAVc location, by which UTM can calculate the distance between the UAV and UAVc.

Above all, it is observed that solution 25 for CP and solution #4 for UP cover the proposal of all solutions.

Editor's NOTE: Further evaluation on solution 25 and solution 4 may be provides.

7.2
Evaluation on key issue #5

Evaluation of all solutions addressing key issue 5 in the TR is as following:

Solution 2 is incomplete thus no need to evaluate it.

Solution 4 proposes the NEF and the SCEF both offer the AFSessionWithQoS API which can be used by an application server to activate, modify and revoke policies for specific data flows on a specific PDU-session/PDN-connection.

Further evaluation on solution 4 will be provided.

Solution 5 merged solution #6, #7 in meeting 140e. The three options proposed in the solution for UAV authorization can also be used for authorization revocation and re-authorization, triggered by the 5GS. There is an additional revocation procedure triggered by UTM/USS is specifically described in solution 18.

UUAA authorization and re-authorization should have a unified solution, and revocation of the previous authorization is considered as the result of re-authorization. We should also allow the revocation procedure triggered by the UTM/USS, which is covered by solution 18.

Solution 16 also proposes no particular solution for key issue 5. It mainly addresses key issue "tacking of UAV" and probably the UAV location retrieved by UTM is the pre-condition for UAV authorization revocation. This aspect is covered by solution 5 and solution 18.

Solution 17 considers the aspect of key issue 5 on "re-authorization of UAV". Paper S2-2005666 is updating the solution by resolving the FFS. Evaluation can be done in the next meeting when the solution is more stable.

Solution 18 proposes how UTM can trigger the UAV authorization revocation and re-authorization.

Solution 19 discusses the scenario for switch of the UAV control from a first controller to another controller. It proposes these parameters sent from the UTM to 5GS: cause (UAV control switched), UAV ID, UAS ID, PDU session ID. The solution has a tight dependency on the conclusion of key issue 6, thus it is suggested to evaluate the solution key issue 6 conclusion/principle is reached.

Solution 22 does not show clearly how the UAV authorization is done so it is incomplete in terms of key issue 5.

Solution 23 proposes that UAV authentication and authorization is done by USS/UTM during PDU session (PDN connection) establishment, using secondary authentication and authorization procedure or service-based mechanisms with the USS via the NEF/SCEF or a new network function. The result is notified to SMF or NEF/SCEF or the new network function, respectively. The options proposed in this solution for UAV authorization can also be used for authorization revocation and re-authorization triggered by the 5GS.

To summarize, solution 5 and 23 addresses key issue 5 covering all use cases and should be chosen as baseline for the normative work.

7.3
Key Issue #6: UAV Controller and UAV association
Sol#2: This solution has no specific details on how to address this key issue.

Sol#4: This solution proposes that UAV/UAVC pairing authentication and authorization is handled on application layer and is out of SA WG2 scope.

Sol#5: This solution proposes that UAV/UAVC pairing authentication and authorization is done by USS/UTM using the PDU session secondary authentication and authorization procedure or service-based mechanisms with the USS via the UFES (which may encompass NEF/SCEF), the result is notified to SMF or SMF and UFES, respectively.

Sol#20: This solution proposes that UAV/UAVC pairing authentication and authorization is done by USS/UTM during PDU session secondary authentication and authorization procedure, the result is notified to SMF.

Sol#21: This solution proposes that UAV/UAVC pairing authentication and authorization is done by USS/UTM and the result (including a UTID) is notified to the PLMN/UAV/UAVC before PDU session setup, hence, the SMF can re-authenticate/authorizes the UAV/UAVC based on the result and the UTID during PDU session setup.

Sol#23: This solution proposes that UAV/UAVC pairing authentication and authorization is done by USS/UTM using the PDU session secondary authentication and authorization procedure or service-based mechanisms with the USS via the NEF/SCEF or a new network function. The result is notified to SMF or NEF/SCEF or the new network function, respectively.

Sol#27: This solution proposes that USS/UTM provides new authorized UAV/UAVC pairing information to SMF.

7.x
Comparison of sol #4 to CP solutions

Solution #4 is defined as a user plane solution compared to the other solutions (e.g. #5 and #23) which can be defined as control plane solutions as the latter are using the NAS siganlling from the UAV UE and the CN control plane for application info transfer between 3GPP network and the USS/UTM.

	Items
	Solution #4
	Control Plane solutions

	UAV UE
	No effects as using UP
	New API between UAV app and UE to transfer application info over NAS 

	NAS Protocol
	No
	New application info parameters and new NAS procedures e.g. for additional UUAA roundtrips.

	Core Network
	New UAS AF.
Updates to handle subscription requests from UAS AF may effect AMF and PCF.
	New UFES
Updates to AMF and SMF to handle application info and subcription info.

	RAN
	No
	No

	Interface to USS/UTM
	New web based interface between UAS AF and USS/UTM
	New web based interface between UFES and USS/UTM if UFES type AF used in all CP solutions.

	Support of UAV features
	Full support
	Full support

	Support of USS/UTM features
	Full support
	Full support


* * * End of Change * * * *
