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1.	Discussion
A number of ENs requiring further study are already present in the conclusions of KI #4. This paper addresses the following topics:
EN #1: Handling of RAN-level congestion is FFS
The preceding paragraph indicates:
Upon registration to an SNPN for Onboarding, the UE provides the information at RRC level which indicates the registration is for onboarding. This information will be specified only for SNPN and allows NG-RAN to select an appropriate AMF that supports onboarding procedures.
It is certainly agreed that a UE requiring the start of an Onboarding procedure indicates in AS procedures to NG-RAN that this is an Onboarding procedure. The issue suggested by the EN is related to whether the NG-RAN node can use the onboarding indication for rejecting onboarding procedures in cases of RAN congestion.
Onboarding procedures are not expected to be executed quite often, so the chances that an onboarding procedure is requested at the time an NG-RAN node is congested are small. RAN WGs should decide whether and how NG-RAN can handle congestion.
It is suggested to replace the EN with a regular note pointing to the RAN WGs decision on the feasibility for handling NG-RAN level congestion.

EN #2: Whether there is a need to extend subscription information to support a restriction to only on-boarding service is FFS.
The preceding paragraph indicates:
When Onboarding network is a PLMN, the functionality to restrict usage is activated for the UE by AMF based on received operator profile from the UDM.
The decision on whether there is a need for extending the subscription information for restricting an onboarding service should be contribution driven and decided during normative stage.
During the onboarding procedure, the UE indicates an onboarding indication in the registration request to the AMF, that this is an onboarding registration. The AMF downloads the user profile from UDM for this UE. The user profile is set to limit connectivity to an S-NSSAI/DNN used for onboarding. The AMF can be provisioned with additional onboarding local policy to enable further restrictions. As such, the AMF can apply this additional onboarding local beyond the restrictions indicated in the UE profile, without requiring extending the subscription information in the user profile.
It is proposed to remove the EN.

EN #3: When the PS is a stand-alone entity, how the PS is selected is for FFS
The preceding paragraph indicates:
Control Plane remote provisioning procedure assumes a Provisioning Server that communicates with the 5GC using 3GPP-defined protocols.
Solution #27 provides a solution whereby, when the DCS authenticates the UE, it can also provide additional information related to the SO-SNPN, such as information about the SO-SNPN for allowing the O-SNPN to determine the address of the PS. It is suggested to replace the EN with text indicating such solution.

EN #4: For remote provisioning via CP, when the PS is a stand-alone entity the role of PS (as UDM of SNPN or AF with respect to O-SNPN) is FFS.
The preceding paragraph indicates:
Control Plane remote provisioning based on UE Parameters Update Procedure as defined in TS 23.502 [6] can be used for provisioning of credentials and other information to enable access to SO-SNPN. After Registration Complete, while onboarding is still in progress, UPU is imminent, thus, the NAS signalling connection shall not be released. It shall be possible that the SO-SNPN credentials being provisioned are not accessible (e.g. by using an additional credential in the UE) by the onboarding network;
Since the conclusion already assumes the usage of the UE Parameters Update procedure, the role of the PS when it is a standalone network function is assumed to be the initiator of the UE Parameters Update procedure, therefore, similar to the role that UDM plays in the existing procedure. This is described in Solutions #27 and #30.
It is suggested to replace the EN with the above conclusion.

EN #5: How the PS address is provided to the UE is FFS
This EN affects PNI-NPN User Plane remote provisioning. 
Since the User Plane provisioning procedures are outside the scope of SA2, it is assumed that the external procedures for UP provisioning procedure will indicate the protocol and the mechanism to discover the address of the PS. 
It is suggested to capture the above conclusion and remove the EN.

Discussion: assumptions about DCS and PS
Current text in the conclusions read:
The DCS can be an entity external to the 5GC of O-SNPN.
This text merely indicates that DCS can be external to the 5GC of O-SNPN, but it does not indicate whether DCS can be internal to 5GC of O-SNPN, or whether it can be internal or external to 5GC of SO-SNPN. 
Similarly, no clear text is provided with respect assumptions of the PS.
SA2 has studied the relation of DCS and PS with the O-SNPN and SO-SNPN and requires flexibility on the deployment options. As such, it might be possible that the DCS and PS are external to both O-SNPN and SO-SNPN or internally deployed in any of them. The security assumptions in each deployment may vary, but those are aspects for SA3 to study. 
It is proposed to cover the above paragraph in the conclusions of KI#4

Consolidation of UP and CP conclusions
Currently the text pertaining to UP, CP, or both procedures is not clearly defined, and scattered in several unrelated paragraphs. This makes difficult to understand the scope of the statements in the sentence. 
Furthermore, two notes in both SNPN and PNI-NPN indicate that the UE may support provisioning over CP or UP. It is proposed to keep the sentences as conclusions rather than as notes.
It is proposed to group all the text describing CP and UP under B2-level paragraphs. In order to facilitate the identification of the unchanged affected moved text, it is highlighted in yellow background color.
2.	Proposed Changes

*** Start of changes ***
[bookmark: _Toc50559374][bookmark: _Toc54940751][bookmark: _Toc54952466][bookmark: _Toc54952912]8.4	Key Issue #4: UE onboarding and remote provisioning
Editor's note:	These are *INTERIM* conclusions for Key issue #4.
[bookmark: _Toc54940752][bookmark: _Toc54952467][bookmark: _Toc54952913]8.4.1	Conclusions for SNPN case
UE onboarding for SNPN (Component 1 of KI#4)
-	It should be possible to support a registration procedure that enables support for UE onboarding using Default UE credentials and with an O-SNPN as the Onboarding Network (ON).
Editor's note:	In order to support UE onboarding using Default UE credentials and O-SNPN as the Onboarding Network (ON) the distribution of security functions when primary authentication is used should be decided by SA WG3, e.g. whether and how to support the primary authentication based on default credential in case DCS is deployed or not.
-	It should be possible that one SNPN can take the role of both Onboarding Network (ON) and SO (Subscription Owner), and it should be possible that the ON and SO are different SNPNs i.e. O-SNPN and SO-SNPN.
Editor's note:	DCS is potentially introduced to authenticate a UE with default UE credentials or provide means to another entity to do it. There are two potential mechanisms for DCS to authenticate the UE. 1) DCS interacts with O-SNPN and Network Function in SO-SNPN (Subscription Owner SNPN) is not involved in the authentication procedure. As a result, the SO-SNPN is not directly involved with the authentication procedure but gets informed of its result and then performs remote provisioning. 2) DCS interacts with SO-SNPN and Network Function in SO-SNPN (Subscription Owner SNPN) is involved in the authentication procedure. As a result, the SO-SNPN is directly involved and aware of the result of authentication procedure and performs remote provisioning. SA WG3 needs to evaluate the two above mechanisms from security perspective and provide feedback.
Editor's note:	The decision on whether primary authentication is required during initial access to the O-SNPN is dependent on SA WG3 feedback; until this feedback is received, it is assumed that such authentication is required.
-	The SNPN, which directly interacts with DCS, may determine the corresponding DCS identity or address/domain based on the input from the UE or when primary authentication is used based on information (e.g. DCS address) locally provisioned at SNPN.
Editor's note:	SA WG3 should provide feedback on whether the UEs permanent identifier (SUPI or SUCI) may be used for finding the DCS identity or address/domain that can authenticate the UE, as well their security properties.
[bookmark: _Hlk54107746]-	The DCS can be an entity external to the 5GC of O-SNPN.
-	The NG-RAN of the Onboarding network includes information in the SIB so that the UE can discover and select an appropriate O-SNPN. The UE may or may not be pre-configured with O-SNPN network selection information (e.g. O-SNPN network identifiers).
[bookmark: _Hlk53736958]-	Upon registration to an SNPN for Onboarding, the UE provides the information at RRC level which indicates the registration is for onboarding. This information will be specified only for SNPN and allows NG-RAN to select an appropriate AMF that supports onboarding procedures.
[bookmark: _Hlk53736977]Editor's note:	NOTE x:	RAN WGs can work with SA2 to decide whether Hhandling of RAN-level congestion is feasibleFFS.
-	Upon registration to an SNPN for Onboarding, the UE provides the information at NAS level that the registration request is for onboarding to allow AMF to, e.g., select an appropriate SMF and perform another onboarding-related configuration.
-	Using PLMN credentials for UE onboarding and PLMN as Onboarding Network (ON) is already possible.
-	Onboarding network should support functionality to restrict usage to only on-boarding service.
-	When Onboarding network is O-SNPN, the information required to restrict the usage to only onboarding service is locally configured in the AMF, and the AMF restricts the usage when the UE indicates that the registration is for Onboarding (e.g., onboarding registration type) or NG-RAN indicates that the access is for Onboarding.
-	When Onboarding network is a PLMN, the functionality to restrict usage is activated for the UE by AMF based on received operator profile from the UDM.
[bookmark: _Hlk53737523]Editor's note:	Whether there is a need to extend subscription information to support a restriction to only on-boarding service is FFS.
-	The UE shall initiate de-registration from the on-boarding network after finishing the remote provisioning or the on-boarding network shall initiate the de-registration after successful completion of onboarding or based on timer configured for on-boarding service.
Remote provisioning for SNPN credentials (Component 2 of KI#4)
[bookmark: _Hlk47346782]-	Usage of a PLMN as Onboarding Network for a UE equipped with a USIM shall be possible. The SO-SNPN credentials can be transmitted to UE via UP connectivity. The UE shall be configured with Default credentials in USIM to register with a PLMN where the UE can register with the Default credentials in order to communicate with the provisioning server;
-	The UE may support the Control Plane remote provisioning or the User Plane remote provisioning.
Editor’s Note: How the network instructs the UE whether to use control plane or user plane provisioning is for FFS.
-	It is assumed that the UDM (or AAA) of SO-SNPN is provisioned with UE credentials/subscription data when remote provisioning is successfully performed. Existing mechanism for provisioning of UDM/UDR can be reused.
-	When User Plane is used for provisioning of SO-SNPN credentials:
-,	 tThe User plane remote provisioning protocol used and how the UE downloads the SO-SNPN credential from the Provisioning Server (PS) after PDU session establishment in the O-SNPN is out of scope of SA WG2;
-	For the provisioning of IMSI accompanied by AKA credentials, GSMA RSP is used, Provisioning Server (PS) can provision the credential to UE over User Plane (UP) connectivity;
-	For the provisioning of Non-3GPP credentials, the credentials can be provided to UE over UP connectivity;
-	A restricted PDU session is supported to be dedicated for the remote provisioning. Upon successful establishment of restricted access PDU session, if the UE still does not have a PS address, the device uses a well-known FQDN to perform PS discovery.
-	It shall be possible to pre-configure the Provisioning Server (PS) address, SO-SNPN identity on the UE, and it shall also be possible that the O-SNPN provides the PS address to the UE after successful authentication and authorization. The PS address from the O-SNPN shall be integrity protected. The PS address provided by the network is prioritized, if configured and overrides any PS address stored in the UE. Configuration of PS address to the UE can be supported using one of the following methods:
a.	SMF may deliver onboarding configuration data as part of extended Protocol Configuration Options (PCO) in PDU Session Establishment Response to UE. This is similar to use of PCO to configure Autoconfiguration server for UE in Wireless and Wireline Convergence (TR 23.716 [28] clause 6.10).
b.	Alternatively, onboarding configuration data may be configured in the UE during Registration Procedure.
c.	In addition, onboarding configuration data may be configured in the UE using service specific policies subject to UE capabilities similar to what is used for V2X communications as specified in TS 23.287 [29] clause 5.1.1 for ways how parameters may be made available to the UE and TS 23.287 [29] clause 6.2.5 for AF-based service parameter provisioning and TS 24.587 [30] clause 5.2.4 for configuration parameters such as validity timer, server address and geographical area.
-	When Control Plane is used for provisioning of SO-SNPN credentials:
-	Rremote provisioning based on UE Parameters Update Procedure as defined in TS 23.502 [6] can be used for provisioning of credentials and other information to enable access to SO-SNPN. After Registration Complete, while onboarding is still in progress, UPU is imminent, thus, the NAS signalling connection shall not be released. It shall be possible that the SO-SNPN credentials being provisioned are not accessible (e.g. by using an additional credential in the UE) by the onboarding network;
NOTE 1:	The UE may support the Control Plane remote provisioning or the User Plane remote 
Editor's note:	SA WG3 feedback will need to be taken into account for including of the CP based provisioning.
Editor's note:	When the PS is a stand-alone entity, how the PS is selected is for FFS.
Editor's note:	For remote provisioning via CP, when the PS is a stand-alone entity the role of PS (as UDM of SNPN or AF with respect to O-SNPN) is FFS.
[bookmark: _Hlk54107776]-	Control Plane remote provisioning procedure assumes a Provisioning Server that communicates with the 5GC using 3GPP-defined protocols.
-	For the provisioning of IMSI accompanied by AKA credentials, GSMA RSP is used, Provisioning Server (PS) can provision the credential to UE over User Plane (UP) connectivity;
-	For the provisioning of Non-3GPP credentials, the credentials can be provided to UE over UP connectivity;
-	It shall be possible to pre-configure the Provisioning Server (PS) address, SO-SNPN identity on the UE, and it shall also be possible that the O-SNPN provides the PS address to the UE after successful authentication and authorization. The PS address from the O-SNPN shall be integrity protected. The PS address provided by the network is prioritized, if configured and overrides any PS address stored in the UE. Configuration of PS address to the UE can be supported using one of the following methods:
a.	SMF may deliver onboarding configuration data as part of extended Protocol Configuration Options (PCO) in PDU Session Establishment Response to UE. This is similar to use of PCO to configure Autoconfiguration server for UE in Wireless and Wireline Convergence (TR 23.716 [28] clause 6.10).
b.	Alternatively, onboarding configuration data may be configured in the UE during Registration Procedure.
c.	In addition, onboarding configuration data may be configured in the UE using service specific policies subject to UE capabilities similar to what is used for V2X communications as specified in TS 23.287 [29] clause 5.1.1 for ways how parameters may be made available to the UE and TS 23.287 [29] clause 6.2.5 for AF-based service parameter provisioning and TS 24.587 [30] clause 5.2.4 for configuration parameters such as validity timer, server address and geographical area.
-	It is assumed that the UDM (or AAA) of SO-SNPN is provisioned with UE credentials/subscription data when remote provisioning is successfully performed. Existing mechanism for provisioning of UDM/UDR can be reused.
-	When User Plane is used for provisioning of SO-SNPN credentials, a restricted PDU session is supported to be dedicated for the remote provisioning. Upon successful establishment of restricted access PDU session, if the UE still does not have a PS address, the device uses a well-known FQDN to perform PS discovery.
NOTE 2x:	SA WG3 may evaluate these mechanisms and provide guidance on appropriateness of use for SNPNs.
[bookmark: _Toc54940753][bookmark: _Toc54952468][bookmark: _Toc54952914]8.4.2	Conclusions for PNI-NPN case
UE Onboarding for PNI-NPN (Component 1 of KI#4)
-	No enhancement for the UE onboarding (component 1 of KI#4) with PLMN credentials used for primary authentication and PLMN network selection are needed for the case of PNI-NPN credentials provisioning.
Remote provisioning for PNI-NPN credentials (Component 2 of KI#4)
-	At least network initiated remote provisioning of credentials to allow access to PNI-NPN services should be supported in Rel-17;
-	Both procedures using Control Plane and using User Plane protocols after establishing PDU session shall be enabled for remote provisioning the PNI-NPN credentials used for NSSAA and/or PDU Session secondary authentication;
NOTE 1:	-	The UE may support the Control Plane remote provisioning or the User Plane remote provisioning.
Editor's note:	SA WG3 feedback for the suitability of the procedure will need to be taken into account.
[bookmark: _Hlk47346897]Editor's note:	whether an extra security layer for protection of credentials between PS and UE is needed should be decided by SA WG3.
-	For User Plane remote provisioning:
-	The protocol for provisioning of PNI-NPN credentials used for NSSAA and/or PDU Session secondary authentication, i.e. how the UE downloads the NPN credential from the PS after PDU session establishment in PNI-NPN, is out of scope of SA WG2;
-	The PS address and DNN/NSSAI used to access PS may be provided to the UE during or after the Registration procedure.;
Editor's note:	How the PS address is provided to the UE is FFS.
Editor's note:	The vertical may verify the UE before PNI-NPN credential is provisioned to UE, and how this is done should be decided by SA WG3.
-	Upon successful remote provisioning of the UE, the UE Subscription Data in the UDM/UDR may be updated to enable the access to the PNI-NPN.
Editor's note:	for PNI-NPN credentials remote provisioning, whether the 3GPP operator could decide to update the UE Subscription Data (e.g., S-NSSAI, DNN, CAG information) in the UDM/UDR used to access to the PNI-NPN based on the input from the vertical which may be outside 3GPP operator domain should be decided by SA WG3.
[bookmark: _Hlk54107799]-	For Control Plane remote provisioning:
-	It is assumed that the PS communicates with the 5GC using 3GPP defined protocols.

*** End of changes ***
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