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Abstract of the contribution: This paper proposes some updates to Solution#27 to clarify that UE data can also be collected via a data collection client distributed by operator at UE.
1 Introduction
In Solution#27, the AF for UE data collection collects UE data from the ASP application clients. In deployment, it is also possible that the MNO distributes a generic data collection client, and the requested UE data is collected via the generic data collection client. This may be achieved with the help of the UE OS in implementation. 

This option should not be excluded from the solution, although it is out of scope of 3GPP. 
2 Proposal

It is proposed to approve the below content. 
* * * * Begin of Changes * * * *

6.27.1.1
Principles of the Solution

The principle of the solution is that an AF for UE Application Layer data collection is introduced. This AF is provided and controlled by the MNO and communicates via a protocol over HTTPS on the user plane with the ASP (Application Service Provider) Application Client in the UE. The AF for UE data collection in turn distils and enriches input data provided by the Application Client in the UE and exposes the resulting Analytics Information to the NWDAF via the normal Naf_EventExposure mechanism. The solution is applicable to both 3GPP defined services and non-3GPP defined services.

A SLA between the MNO and the ASP exists that determines (per Application Id in use by the ASP) a) the MNO AF for the ASP´s UE Application Client to connect to, e.g. via FQDN, b) the information that the ASP's UE Application Client shares with the MNO AF (i.e. Service Experience data, UE Communication data and Exception Information, although this list can be extended with other data that the UE can provide in the scope of Rel-17 and onwards, but this solution does not define new data) c) the authentication info for MNO AF: method and data to be used by the ASP's UE Application Client to ensure that the entity to send data to is actually the MNO AF and d) the authentication info for the ASP's UE Application Client: method and data to be used by the MNO AF to verify that the entity it is to receive data from is actually the ASP's UE Application Client. e) data normalization algorithm (if used) for the collected data from UEs.

The MNO AF that the ASP connects to also registers in NRF as serving the internal Application Id. (registers the internal Application ID used in the Event Exposure). The MNO AF also maps the external Application IdIs (provided by the UE App Client) into the internal Application Id that is used in Event Exposure.
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Figure 6.27.1.1-1: Schematic picture of the setup

The figure above schematically shows the setup. The ordinary ASP Application Server serves the ASP Application Client with content etc. but may also provide FQDN as well as authorization and authentication details (this info may also be pre-provisioned to the Application Client) for the communication with the AF dedicated to UE data collection. The authorization and authentication details will include the following information:

-
Whether ASP Application Client is allowed to provide data to the AF for UE data collection.

-
Which parameters are authorized to provide to the AF for UE data collection.

-
The authorization information to enable the ASP (Application Client) to verify that the entity to send data to is actually the MNO AF

The ASP Application Client is designed to establish a use plane communication with the AF for UE data collection using the FQDN and the authorization/authentication details that the ASP provides to the Application Client only if the privacy setting allow sharing application data with the MNO. This communication channel is established over the user plane using the existing PDU session.
MNO may distribute a generic data collection client to the UE. In that case, the requested UE data is collected via the generic data collection client at UE. How the requested UE data is available to the generic data collection client is based on UE implementation.
NOTE:
This solution is to be checked with SA WG3 (on security aspects) and with SA WG4 (on the UE Application Client to MNO AF communication). Responses will be taking into account as input for conclusions.
* * * * Next Change * * * *

6.27.1.3
UE Data Collection over user plane
When the MNO AF for UE data collection receives a subscription for data from a NWDAF it communicates with the ASP Application Clients over the user plane connection described in clause 6.27.1.2 and instructs them to deliver data. The MNO AF for UE data collection processes (e.g. enriches, aggregates or normalizes) the data from the ASP's UE Application Clients and supplies the result to the NWDAF using Naf_EventExpoure_Notify.

The figure below schematically shows the exchanges made from a NF subscribing to Analytics from a NWDAF to the NWDAF starting to deliver Notifications.
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Figure 6.27.1.3-1: UE ASP Application Client Data provided to NWDAF

1.
An NF subscribes to Analytics from the NWDAF. Each Analytics Id defines its input data in TS 23.288 [5], that includes Analytics Filter information including e.g. AoI, Application ID(s), Note that NWDAF may initiate data collection prior to this subscription.

NOTE 1:
Whether and how to use Application Status as Analytics Filter Information can be discussed at normative phase.

2.
The NWDAF determines using Nnrf_NFDiscovery Request including the Application ID(s) provided by NWDAF, which AF for UE data collection provided by the MNO to use.

3.
The NWDAF subscribes to the AF for UE data collection input data for analytics, using Naf_EventExposure Subscribe including the Target for Event Reporting (i.e. SUPI, Internal Group Identifier or any UE), both Event ID(s), Event Filters listed in clause 5.2.19.2.1 in TS 23.502 [3] and the Application ID(s) for which input data is requested. Analytics Filter information included by the consumer NF in step 1 can be applied to the Event Filters.

4.
The AF for UE data collection determines which ASP Application Clients are in scope for data collection. If the NWDAF provided an Internal-Group-Id as Target for Event Reporting, then the MNO AF needs to find the list of SUPIs within that Internal-Group-Id. If the NWDAF provided "any UE" as target, then NWDAF checks the Analytics Filter and contacts AMF to find the list of SUPIs in that area of interest. The NWDAF contacts all of the ASP Application Clients supporting that Application Id. If the NWDAF provided an Area of Interest or Network Slice as Target for Event Reporting, then the MNO AF needs to find the list of SUPIs that are in scope. The MNO AF requests the ASP's UE Application Client to start reporting input data as requested in the SLA.
NOTE X: If a generic data collection client is distributed by the MNO to the UE, this step is to determine the list of SUPIs and the application ID. 
5.
The AF for UE data collection communicates with the ASP Application Client(s) in scope over the connection setup as described in clause 6.27.1.2 and requests and receives data from them. This procedure can be used to collect data for both 3GPP defined services and non-3GPP defined services.


Event Filters in the received Naf_EventExposure will be used to only request data from Application Clients in UEs that are of interest given the filters.

NOTE 2:
The protocol to be used in these exchanges to be defined by SA WG4.6.
The AF for UE data collection receives the input data from the UE, processes it (e.g. enriches, aggregates and normalizes), then enforces the Event ID(s) and the Event Filter(s) and then notifies the NWDAF on the data collected according to NWDAF subscription.

7.
The NWDAF produces Analytics.

8.
The NWDAF provides analytics to the consumer NF.
* * * * End of Changes * * * *
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