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1. Overall Description:
SA2 would like to thank SA WG3 for their LS response on user consent. We acknowledge that user consent related to eNA will be handled as part of FS_UC3S.
SA2 would like to update SA WG3 about the current status of Key Issue #15 "User consent for UE data collection/analysis" in the Rel-17 study on Enablers for Network Automation for 5G - phase 2 (FS_eNA_Ph2):
Two solutions for this Key Issue had been documented in TR 23.700-91 [1], namely solution #3 for "user consent for UE data collection" and solution #76 for "revocation of user consent".
Solution 3 (User consent for UE data collection) introduces User consent for the UE data collection. The User consent for UE data collection may be provided by the service provider via the NEF or directly by the network operator and stored in the UDM as a subscription information which can be retrieved by the NFs. The User consent for UE data collection may define the user consent for UE level data collection from UE or application or NFs.
Solution 76 (Revocation of user consent) introduces a functionality to track the distribution and usage of any user related information that is subject to user consent. In case of a revocation of the user consent, past data consumers affected by this revocation are identified and informed about the revocation requesting them to delete any user related data subject to the revoked user consent. The proposed functionality may be provided by the NWDAF or a Data Collection Function (e.g. DCCF).
SA2 would like to ask SA3 to consider both solutions as part of their study(ies) and provide timely feedback that SA2 can consider in the normative work on this Key Issue.

Related to the question raised by SA WG3, the following data is used that may be subject to user consent (list may not be exhaustive):
· UE mobility Analytics (specified in clause 6.7.2 of [2]): UE ID, UE location at specific times, UE type allocation code (TAC), UE trajectory (i.e. timestamped UE positions)
· [bookmark: _GoBack]UE communication Analytics (specified in clause 6.7.3 of [2]): UE ID, expected UE behaviour, Information on UE communication per application (i.e. start/stop, UL/DL rate, traffic volume), periodicity indicator, periodic time, duration of communication, traffic characterization, traffic volume.
· Abnormal behaviour Analytics (specified in clause 6.7.5 of [2]): IP address of a data flow of a UE
· User Data Congestion Analytics (specified in clause 6.8.2 of [2]): UE location
[bookmark: _Hlk55291333]Editor's Note: below Analytics proposed in [1] need to be updated based on conclusions reached in SA2#142E to a) limit to those solutions that go forward for normative phase and b) update the input data if any input data is not accepted for normative phase (e.g. due to solutions updates).
· Collective Behaviour Analytics (proposed in clause 6.29 of [1]): UE IDs, UE velocity and orientation, application ID of the application providing the information.
· UE dispersion Analytics / Transaction dispersion Analytics / Transaction Failure dispersion Analytics / Dropped Session dispersion Analytics (proposed in clause 6.30 of [1]): UE ID, type allocation code (TAC), UE locations at specific times, application ID with data volume, duration, and per UE transactions.
· RAT/Frequency usage analytics (proposed in clause 6.41 of [1]): UE location
· SMCCE Analytics (proposed in clause 6.44 of [1]): UE ID, SM NAS request from UE with type and timestamp
· New application detection Analytics (proposed in clause 6.46 of [1]): UE ID (SUPI), start and end time of detected traffic, UL/DL data volume, data duration, IP 3-tuple, URL
· UE presence pattern Analytics (proposed in clause 6.47 of [1]): UE ID, UE locations, Type allocation code (TAC), UE presence in LADN area at specific timestamps, Application ID, UE trajectory (i.e. timestamped UE positions)
· DN performance Analytics (proposed in clause 6.48 of [1]): UE ID, UE location, Application ID, timestamp of the communication session
· WLAN performance and WLANSP Analytics (proposed in clause 6.62.2 of [1]): UE ID, UE data, UE location, SSID of the selected WLAN, start and end time of WLAN based PDU session, communication start and end time, UL/DL data rate and traffic volume
· Observed service experience enhanced by UE data (proposed in clause 6.63 of [2]): UE ID(s), application ID
· Per Access Network Performance (proposed in clause 6.77 of [1]): UE ID, access type of the communication (i.e. 3GPP access or non-3GPP access)

Also the Output Analytics may be subject to user consent, as it e.g. provides UE location statistics / predictions for a single UE or group of UEs.
Even if Input Data and/or Output Analytics are for a group of UEs, the data may be subject to user consent if the data is not properly anonymized, the group size is very small, etc, such that information about a specific UE can be extracted/guessed.
Certain data on its own may not reveal private information, while in combination with other input data / analytics it can be used to e.g. identify a particular user and the applications it uses.

[1]	3GPP TR 23.700-91
[2]	3GPP TS 23.288 

2. Actions:
To SA3 group.
ACTION: 	SA2 kindly asks SA3 to take note of the information about data that may be subject to user consent. SA2 kindly asks SA3 to provide feedback to both solutions #3 and #76 for Key Issue #15 of [1] (User consent for UE data collection/ analytics) preferably by SA2 Meeting #143.

3. Date of Next TSG SA WG2 Meetings:
TSG-SA2 Ad Hoc Meeting	25 January – 29 January 2020 		TBD
TSG-SA2 Meeting #143		01 March – 05 March 2020			TBD
Editor's Note: Dates to be updated once we have final confirmation of schedule for Q1 2021.
