

SA WG2 Temporary Document
Page 6

3GPP TSG-WG SA2 Meeting #142E e-meeting 	S2-2008848
Elbonia, Nov 16 – Nov 20, 2020	(revision of S2-200xxxx)

Source:	Lenovo, Motorola Mobility
Title:	Updates on KI#2 Conclusions
Document for:	Approval
Agenda Item:	8.6
Work Item / Release:	FS_ATSSS_ph2 / Rel-17
Abstract: 
1. Discussion
[bookmark: _Toc519004414]In the SA2#141e meeting, it was agreed that a new QUIC-based steering functionality should be defined (in addition to ATSSS-LL and MPTCP), which shall be based on the "Multipath QUIC" protocol, i.e. on the QUIC protocol supporting multipath extensions. The key requirement that led to this agreement was that the QUIC-based steering functionality should be able to "split the traffic of a single data flow (e.g. UDP data flow) across 3GPP and non-3GPP accesses without introducing out-of-order delivery ". This traffic splitting capability is considered important for supporting data flows with high bandwidth requirements and/or high reliability requirements, and for fulfilling some network requirements (such as offloading part of a data flow to non-3GPP access in case of 3GPP access congestion).
Below we discuss some aspects of the QUIC-based steering functionality and we propose further conclusions.


1.1 "High-layer" vs. "Low-layer"
1.1.1 General
In this clause we discuss whether the QUIC-based steering functionality should be defined as a high-layer or as a low-layer steering functionality. Recall that, when the QUIC-based steering functionality operates above the IP layer, it is called "high-layer" and when it operates below the IP layer, it is called "low-layer". In Rel-16, the MPTCP functionality has been defined as a high-layer functionality, whereas the ATSSS-LL has been defined as a low-layer functionality.
The following simplified diagram illustrates the QUIC-based steering functionality defined as a high-layer functionality (a) and as a low-layer functionality (b). 
	High-layer QUIC-based steering functionality
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Figure 1.1.1-1(a)

	Low-layer QUIC-based steering functionality
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Figure 1.1.1-1(b)


1.1.2 "High-layer" QUIC-based steering functionality
If the QUIC-based steering functionality is defined as a high-layer steering functionality, then the operation of the QUIC-based steering functionality should resemble the operation of the MPTCP functionality (which is also a high-layer steering functionality). This means that:
[bookmark: _GoBack]1)	The QUIC-based steering functionality needs a proxy protocol between the UE and the UPF, e.g. something like the Transport Converter (RFC 8803) applied for MPTCP. Using the UPF as a proxy can introduce some benefits, e.g. DNS queries could be performed by UPF, instead of UE. However, exchanging proxy signalling between the UE and UPF for every IP flow originated at the UE, and storing state information in UPF for every IP flow, can be quite costly, especially for UPF, which can server many UEs.
2)	The QUIC-based steering functionality needs to establish a new MPQUIC connection for every UFP flow, as in case of MPTCP, where a new MPTCP connection is established for every TCP flow. This could result to too many MPQUIC connections between the UE and the UPF. The same is true for MPTCP, however, there is a key difference:
-	Every MPTCP connection is associated with one TCP socket. When the TCP socket is connected (e.g. by calling the connect() API), the MPTCP connection is created. When the TCP socket is disconnected or it is closed, the MPTCP connection is released. So, the management of MPTCP connections is straightforward.
-	However, a UDP socket can operate in unconnected state: The app opens the socket and then simply calls the sendto() or sendmsg() API calls to send data to a remote endpoint. The app may then call again the sendto() or sendmsg() API calls to send data to a different remote endpoint via the same UDP socket. So, many different UDP flows can go through an unconnected UDP socket (whereas, in case of TCP, only one TCP flow can go through a TCP socket). The issue is that a single unconnected UDP socket can support many UDP flows and thus many MPQUIC connections. How do we release all these MPQUIC connections? If we wait for the UDP socket to get closed, then many of these MPQUIC connections may be kept alive although they don’t carry any UDP traffic. 
-	In summary, the management of MPQUIC connections is not straightforward (as in case of MPTCP) and a large number of MPQUIC connections may be required, which is costly for the UE and UPF.
3)	It is difficult to support UE-terminated traffic (i.e. IP flows originated at the remote server), mainly because the UE is assumed to originate outbound MPQUIC connections to UPF, not to accept inbound MPQUIC connections from UPF. This means that supporting the QUIC-based steering functionality for services hosted at the UE/RG or behind the UE/RG becomes difficult. 
4)	The high-layer QUIC-based steering functionality does not introduce an additional layer of encapsulation (as the low-layer) and it does not require any mechanisms for reducing the overhead introduced by the additional layer of encapsulation.
1.1.3 "Low-layer" QUIC-based steering functionality
If the QUIC-based steering functionality is defined as a low-layer steering functionality, similarly to ATSSS-LL. In this case:
1)	There is no need to establish an MPQUIC connection for every IP flow. Instead, there is need to establish an MPQUIC connection per QoS flow and per steering mode. The MPQUIC connections are pre-established (e.g. right after the MA PDU Session establishment) and they do not depend on the traffic exchanged between the UE and UPF. Hence, the number of MPQUIC connections is deterministic and considerably reduced (over the high-layer case). This is quite important especially for the UPF, which is required to support only a limited number of MPQUIC connections per UE.
2)	Supporting UE-terminated traffic is feasible, hence, it is feasible to apply the QUIC-based steering functionality for services hosted at the UE/RG or behind the UE/RG.
3)	There are two issues associated with the low-layer QUIC-based steering functionality:
i.	The low-layer QUIC-based steering functionality introduces more overhead (compared to high-layer) between the UE and UPF since every inner IP packet (triggered by the app) should be encapsulated in a QUIC packet that is further encapsulated into an outer IP packet destined to UPF. However, this redundancy can be reduced by compressing the inner IP header or by removing the inner IP header at the transmitter and re-creating the inner IP header at the receiver.
ii.	Special mechanisms are needed to support reflective QoS. Assume for example that a QUIC packet encapsulates two different inner IP packets (yellow and green), as shown below. 
[image: ]
	Both IP packets are associated with the same QoS flow, but the yellow packet may be required to trigger reflective QoS procedures in the UE, whereas the green packet may not be required to trigger reflective QoS in the UE. Since both IP packets are encapsulated in the same QUIC packet, it is not clear how only one of them can trigger reflective QoS. To resolve this issue, the UPF could append 1-bit header to every downlink IP packet that indicates whether this packet should trigger reflective QoS in the UE, as shown below. This 1-bit header is not need in the uplink direction.
[image: ]
4)	The following figure illustrates how the low-layer QUIC-based steering functionality can operate in the DL direction and how it can co-exist with the ATSSS-LL steering functionality. Note that the UPF appends to every downlink IP packet 1-bit header (RQI=0/1) indicating whether this packet should trigger reflective QoS in the UE or not. This 1-bit header is not needed in the uplink direction. Note also that the UPF may compress (or may remove) the IP/UDP/TCP… headers in every packet that should be routed by the QUIC-based steering functionality in order to deduce the additional overhead.
[image: ]
Figure 1.1.3-1
2. Proposal
Based on the above discussion, it is proposed that:
1)	The QUIC-based steering functionality shall be defined as a low-layer steering functionality and shall support one multipath QUIC connection per QoS flow and per steering mode. For example, if the PCF creates two PCC rules applying the QUIC-based steering functionality, one rule with QFI-1 and Active/Standby steering mode and another rule with QFI-1 and Smallest delay steering mode, then two multipath QUIC connections are established between the UE and UPF.
-	The overhead introduced by the low-layer QUIC-based steering functionality could be minimized by compressing or removing the additional headers at the transmitter and decompressing or reinserting the additional headers at the receiver. Whether the additional headers should be compressed or removed will be decided in the normative phase of the work.
-	It shall be possible to apply reflective QoS to the traffic routed with the QUIC-based steering functionality. For this purpose, the UPF could append 1-bit header to every downlink IP packet that indicates whether this packet should trigger reflective QoS in the UE. Whether this 1-bit header is needed, or another mechanism is preferable, will be decided in the normative phase of the work.
It is also proposed that:
[bookmark: _Hlk55824022]2)	The QUIC-based steering functionality shall be applicable to MA PDU Sessions with IP type or Ethernet type. We believe it is important to support "splitting of an Ethernet data flow across 3GPP and non-3GPP accesses without creating out-of-order delivery ", especially in Residential Gateway deployments.
The above proposals are introduced in TR 23.700-93 with the changes below.

* * * * Start of changes * * * *
[bookmark: _Toc54879840][bookmark: _Toc54626680]8.2	Interim Conclusions for KI#2: Additional Steering Functionalities
Editor's note: This clause specifies the principle of a QUIC-based steering functionality, which can be specified by 3GPP after IETF adopts a WG draft for QUIC multipath extensions.
For the ATSSS steering functionality defined in Rel-17 shall be based on "Multipath QUIC" and shall apply the following principles:
[bookmark: _Hlk53994231]1.	A QUIC-based steering functionality shall be specified, which shall use the QUIC protocol defined by IETF in draft-ietf-quic-transport [6], draft-ietf-quic-recovery [7], draft-ietf-quic-tls [18], draft-ietf-quic-invariants [25] and the following extensions:
(a)	the unreliable datagram extension, specified in draft-ietf-quic-datagram [8]; and
(b)	the multipath extension, which will be specified by IETF (e.g. possibly based on the draft-deconinck-multipath-quic [10]).
Editor's note: It is FFS whether the QUIC-based steering functionality will apply other IETF protocols, such as the MASQUE protocol defined in draft-ietf-masque-connect-udp [20] and the tunnel protocol defined in draft-piraux-quic-tunnel [9].
2.	The QUIC-based steering functionality shall be optional for the UE and the network. The UE shall indicate whether it supports QUIC-based steering functionality during the MA PDU Session establishment procedure.
3.	The QUIC-based steering functionality may be used in parallel with ATSSS-LL and MPTCP functionalities for a MA PDU Session.
4.	The QUIC-based steering functionality shall be able to support traffic splitting per-packet and to measure the RTT and the packet loss rate per QoS flow by using the statistics exposed by the QUIC protocol. There is no need for the QUIC-based steering functionality to use the PMF protocol.
5.	The QUIC-based steering functionality shall be able to use the QUIC protocol to determine when an access becomes unavailable / available (e.g. it may use the QUIC liveness testing or a similar mechanism).
NOTE 1:	Although the PMF protocol is not required by the QUIC-based steering functionality, the PMF protocol could be required when the ATSSS-LL functionality is also applied. If the QUIC-based steering functionality is applied in parallel with ATSSS-LL, then it is possible to determine the access availability by using the PMF protocol.
6.	When the network decides to activate the QUIC-based steering functionality for an MA PDU Session, the network shall provide to UE:
a.	two IP addresses/prefixes called "link-specific multipath QUIC" addresses (one for each access); and
b.	the UPF IP address(es) and port(s), where the QUIC connections should be setup to.
7.	The QUIC-based steering functionality shall be defined as a low-layer steering functionality and shall support one multipath QUIC connection per QoS flow and per steering mode.
87.	The QUIC-based steering functionality should introduce minimal overhead. This could be achieved by compressing or removing the additional headers at the transmitter and decompressing or reinserting the additional headers at the receiver.
8.	It shall be possible to apply reflective QoS to the traffic routed with the QUIC-based steering functionality.
NOTE 2: 	The details of (a) how the overhead can be minimized and (b) how reflective QoS can be supported, will be decided in the normative phase of the work. 
10.	The QUIC-based steering functionality shall be applicable to MA PDU Sessions with IP type or Ethernet type.
NOTE 3:	Encryption is currently mandated by the QUIC protocol (see draft-ietf-quic-tls [18]), which may not be necessary when it is applied in a 3GPP 5G network (i.e. between UE and UPF) that supports underlying security mechanisms. Whether and how double-layer encryption can be avoided will be considered by SA3 after normative work on KI#2 is initiated.
Editor's note: It is FFS how many MP-QUIC Connections are established between UE and UPF, e.g. in relation to traffic flows, QoS Flows and steering modes.
Editor's note: It is FFS how the overhead can be minimized. For example, additional headers could be removed at the transmitter and re-inserted at the receiver or they could be compressed.
Editor's note: Further details of the QUIC-based steering functionality are FFS and whether it can be supported in Rel-17 depends on IETF progress on the QUIC multipath extensions.
Editor's note: Whether the QUIC-based steering functionality can be applied to Ethernet MA PDU Sessions is FFS.
Editor's note: It is FFS whether and how double encryption of data packets can be avoided.

* * * * End of changes * * * *
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