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Discussion
Solution#22 includes the
Editor's Note: Option 2b is FFS.
that is meant to clarify in which scenario option 2b applies.
The reference scenario for option 2b is depicted in Figure 1. The Authoritative DNS Server and EAS are located in a local DN that may belong to a third party, e.g. an enterprise. The LDNSR is located in the MNO central DN.


Figure 1: Reference scenario for solution#22 option 2b
Option 2b addresses the scenario where the central DN has no direct connectivity with local DN, according to the scenario described in TR 23.748 section 4.3 (General requirements and assumptions):
- It shall be possible for an edge computing hosting environment to have no connectivity with the central data network.
A use case for this scenario is depicted in Figure 2: the LDNSR is used to serve a multiplicity of local Data Networks isolated from each other. In this case the central DN where the LDNSR is located cannot have direct IP connectivity with each local DN, as this would break the isolation of the local Data Networks.



Figure 2: Use case for solution#22 option 2b
Based on offline discussion, one more clarification may be necessary: this type of configuration is supported when the destination IP addresses used by the UE to reach the local DN and to reach the central DN are not overlapping. This does not exclude that the private address spaces used by each local DN are overlapping.


Proposal
It is proposed to remove the EN on option 2b. 
Moreover, it is proposed to clarify the following aspect by adding a NOTE: this type of configuration is supported when the destination IP addresses used by the UE to reach the local DN and to reach the central DN are not overlapping.


Conclusion
It is proposed to agree on the following changes in TR 23.748
>>>>Start Changes () <<<<
[bookmark: _Toc50630704][bookmark: _Toc50631206][bookmark: _Hlk54860595]6.22.1.4	DNS resolution before and after Dynamic UL CL/BP/L-PSA insertion
The LDNSR is configured as DNS server to the UE during PDU session establishment by SMF via PCO.
LDNSR have visibility of the DNS parameters. If DoT [10], DoH [11] or DNS over DTLS[x1] is used, LDNSR terminates the DNS security. The LDNSR is operated by the serving PLMN. LDNSR does not apply if the security (e.g. for DoT) of the interaction between the UE and its DNS server shall be terminated in a 3rd party (corporate) domain.
NOTE: UL CL/BP/L-PSA insertion in HR case is not supported in Release 17.
The EAS discovery can happen in two phases:
-	Phase 1: Before Dynamic UL CL/BP/L-PSA insertion
	Option 1: LDNSR receives UL DNS query, inserts an ECS option, which includes an IP address/prefix obtained from SMF, into the DNS query and sends to C-DNS. The ECS option is related with the user location and possibly the requested FQDN.
	Option 2a: LDNSR receives UL DNS query, and it forwards the UL DNS Query to a L-DNS. The L-DNS address is related with the user location and possibly requested FQDN.
	Option 2b: LDNSR receives UL DNS query determines the L-DNS address but cannot send traffic to the L-DNS directly. This is further described in clause 6.22.2.
NOTE: 	this type of configuration (Option 2b) is supported when the destination IP addresses used by the UE to reach the local DN and to reach the central DN are not overlapping.
Editor's Note: Option 2b is FFS.
	For the above options, SMF maps user location into DNAI/Local PSA for the Application Traffic. That may reuse existing information defined in R16:
-	Information of the topology of UPFs and N6 accesses to the DNs.
-	Application Layer information received via AF influence on routing API.
-	PDU Session information, e.g. any PDU Session Local PSA.
	And then, depending on the option, SMF provides to LDNSR either a L-DNS (options 2a&b) or ECS (option 1) related to the selected DNAI/Local PSA.
	For above options, the SMF is informed by the LDNSR when conditions on the DNS response are met. These conditions are set by the SMF. Upon such information the SMF triggers UL CL/L-PSA insertion. In order to support different scenarios, LDNSR may inform SMF based on, EAS IP address in DNS response and/or FQDN.
As an optimization and if DNS request is sent in clear, SMF may optionally configure UL CL to local route some subsequent DNS queries based on FQDNs supported by the Local DN/DNAI. This corresponds to option 3 described as part of phase 2 below.
-	Phase 2: After Dynamic UL CL/BP/L-PSA is inserted
	Unless configured to be locally routed (see option 3), LDNSR receives subsequent DNS Queries.
	For queries related to that same FQDN from same UE, LDNSR can follow the procedure as described in Options 1&2 above (e.g. when previous decisions should be reconsidered).
	For requests related to new FQDNs, the process is as described in Phase 1. The information of the already inserted UL CL/BP/ Local PSA can also be considered in Option 1 & 2 above.
	When LDNSR is configured to apply UE redirect for an FQDN, ULCL has also been configured by SMF to locally divert to Local PSA the DNS Queries to L-DNS (e.g. on Destination IP address).
	Option 3: 
	Option 3a: the SMF notifies the UE with the address of local DNS resolver or L-DNS server through PCO in PDU session modification command. And SMF is responsible for the DNS address selection based on location, subscription and/or local policy. The ULCL forwards the DNS query to the local PSA based solely on inspection of L3/L4 information on packet header. UPF(PSA) routes the DNS query to the local DNS resolver or L-DNS server. The DNS query can be processed in local DNS resolver or L-DNS server based on current DNS mechanism. The local DNS resolver or L-DNS server may do recursive DNS resolution to other DNS servers.
	Option 3b: If in Phase 1, the SMF has configured that a FQDN query can be locally routed on the UL CL, then the subsequent DNS queries for the FQDN will be locally routed to the Local DNS Resolver. The local DNS resolver receives and handles the DNS Query that is addressing LDNSR: modifies the packet's destination IP address (corresponding to LDNSR) to that of the L-DNS and stores the original IP address (LDNSR IP) and the packet's source IP address (corresponding to UE's IP address) to its own (i.e. the local DNS resolver's) IP address and stores the original source IP address (UE IP) for later processing. The local DNS resolver then forwards the modified DNS request to the L-DNS, if the L-DNS can resolve the IP address, it responds to the local DNS resolver with the IP address of EAS; otherwise, it does recursive DNS resolution.
NOTE:	Option 3b assumes that either ULCL steering is based on L4 information (i.e. DNS port number) or ULCL has visibility of the DNS traffic (i.e. FQDN in the DNS Query message) The UPF may be instructed by the SMF to apply different forwarding of non ciphered UL DNS traffic based on the target domain of the DNS request. To support this the UPF would only need to support FQDN domain based PDR..
NOTE: 	The Local DNS Resolver can be deployed in an operator-controlled domain.
The above options for the EAS discovery using LDNSR can be described in Figure 6.22.1.4-1.


Figure 6.22.1.4-1: Options for the EAS discovery using LDNSR for PDU session breakout

>>>>End Changes<<<<
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