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[bookmark: _GoBack]1.	Introduction
CT4 has analyzed the issue of insufficient length of Routing Indicator within SUCI and selected the Home Public Key ID as the additional parameters for AUSF/UDM discovery. As a result, CT4 sends the LS on AUSF/UDM discovery based on SUCI information (C4-204337) to SA2 for asking the stage 2 enhancements.
Compared to S2-2006905, the highlighted yellow texts are the delta parts to clarify the problem and solution more clearly.
2. Discussion and conclusion by CT4
Problem: 


As discussed in CT4, the UE sends SUCI to the AMF during the initial registration procedure instead of SUPI. When the AMF discovers AUSF, based on current 23.501, only Home Network Identifier and Routing Indictor contained in the SUCI can be used. Routing Indicator is defined (mainly) for the case where non-null protection scheme is applied for the SUCI thus routing based on SUPI range is impossible. Within one PLMN, each AUSF/UDM can be identified by one or more Routing Indicators. The Routing Indicator for each subscriber is provisioned in UICC, which will be provided by the UE during the registration procedure.
However, if the AMF only uses the Routing Indicator to discover the AUSF/UDM, the current 4 digits of the Routing Indicator enables only 10 K ranges of subscriptions, which may not provide enough granularity and flexibility for moving subscriptions across UDRs not controlled by the same AUSF/UDM, for operators with a large number of subscriptions (e.g. 100 K users per range for a PLMN with 1 billion subscriptions). 
Solutions: CT4 gives two alternative solutions
· Alternative solution 1: Re-provision of Routing Indicator in the UICC, but it is not selected as it requires the UE in CM-Connected state so that the network can update the Routing Indicator by UPU/OTA procedures.
· Alternative solution 2: To provision "always valid" Routing Information in the UICC. To avoid the impact on the UICC and interface between UICC and UE, the Home Network Public Key Indicator is selected as the additional parameters.
3.	Discussion and Proposals by SA2
3.1	Consideration on AUSF/UDM discovery:
The essence of the issue is due to the insufficient length of Routing Indicator, which leads to a large number of subscriptions pointing to a same Routing Indicator, other than just how to make AMF discover the AUSF/UDM correctly. 
Taking Figure 2 and Figure 3 as the reference, the UDR1 holds the UE1 subscription with Routing Indicator1 and the Routing Indicator1 is configured to UE1. Moreover, the Routing Indicator1 is bound to UDM1 that can serve the UDR1, so the AMF can discover the correct AUSF1 and AUSF1 can discover the correct UDM1 using the UE1 reported Routing Indicator1.
After the UE subscription migration from UDR1 to UDR2, in order to discover a correct UDM (e.g. UDM4) that can serve UDR2, the Network Operator can remove the Routing Indicator1 from the NF profile of UDM1 and add it to the NF profile of UDM4. In this case, the UE is not impacted, since it does not requires the UE in CM-Connected state for the network to update the Routing Indicator by UPU/OTA procedures.
[bookmark: OLE_LINK8]If the UE subscription migrates from UDR1 to UDR2, the UDM1 can still serving UDR2 (e.g. UDR1 and UDR2 are in the same UDR Group), then the Routing Indicator1 can still work correctly and nothing need to be done. However, UDR Group mechanism cannot address the problem, i.e. insufficient length of Routing Indicator, which leads to a large number of subscriptions pointing to a same Routing Indicator.


Figure 2: Status before UE subscription migration without Public Key ID


Figure 3: Status after UE subscription migration without Public Key ID
Observation 1: Insufficient length of Routing Indicator causes the problem, which leads to a large number of subscriptions pointing to a same Routing Indicator. UDR Group mechanism cannot address the insufficient length of Routing Indicator, and additional parameters shall be used for AUSF/UDM discovery.
Observation 2: To address above problem, it does not make sense for the Network to update the UE Routing Indicator by UPU/OTA, even if all UEs are in CM-Connected state in the PLMN.

Consequently, the residual issue becomes that what additional parameters shall be used and how to discover the AUSF/UDM with the parameters. Considering the structure of SUCI in Figure 1, besides the Routing Indicator, the Home Network Public Key ID is an appropriate parameter, because it correlates with UE and does not change during UE subscription migration between different UDRs. 
Observation 3: Home Network Public Key ID is an appropriate parameter for AUSF/UDM discovery.

Taking the Figure 4 and Figure 5 as a reference when considering the Home Network Public Key ID, the UDR1 holds the UE1 subscription with Routing Indicator1 and the Routing Indicator1 is configured to UE1. Furthermore, the Network configures the UE with the Public Key and Public Key ID (e.g. ID1), and correlates the UE subscription with Public Key ID1. The Routing Indicator1 and Public Key ID1 are together bound to UDM1 that can serve the UDR1, so the AMF can discover the correct UDM1 with the UE1 reported Routing Indicator1 and Public Key ID1. In this case, the set of “Routing indicator & Public Key ID” can reach to 256*10K and so can provide enough granularity and flexibility for moving subscriptions across UDRs not controlled by the same AUSF/UDM.
After the UE subscription migration from UDR1 to UDR2, in order to discover a correct UDM (e.g. UDM4) that can serve UDR2, the Network Operator only need to remove the Public Key ID1 from the NF profile of UDM1 and add it to the NF profile of UDM4. However, it does not need to remove the Routing Indicator1 from the NF profile of UDM. 
It shall be noticed that the SIDF (Subscription identifier de-concealing function) could collocate with UDM. The SIDF is responsible for de-concealing SUPI from SUCI. When SIDF receives the SUCI from AUSF, it uses the Home Network Public Key ID to find the corresponding Home Network Private Key that is securely stored in the home operator's network to decrypt the SUCI. Currently, there is no limitation on the numbers of Public Key IDs supported by UDM/SIDF, i.e. the UDM/SIDF can support all the Public Key IDs or a number of Public Key IDs, because there is no relation between Public Key ID and Routing Indicator. 
However, when Public Key ID is used, the <Public Key ID, Routing Indicator> pairs shall not be overlapping for different UDM serving different UDRs. That is, if each UDM is assumed to support all Public Key IDs, then the UDMs serving different UDRs shall not correspond to the same Routing Indicators. On the other hand, if each UDM supports all Routing Indicators, then the UDMs serving different UDRs shall not correspond to the same Public Key IDs, i.e. the UDM may only support a part of Public Key IDs. It depends on the Network Operator policy that how the Public Key ID and Routing Indicator pairs are configured to UDMs.


Figure 4: Status before UE subscription migration with Public Key ID


Figure 5: Status before UE subscription migration with Public Key ID
Observation 4: After the UE subscription migration from UDR1 to UDR2, the Network Operator only need to remove the Public Key ID1 from the NF profile of UDM1 and add it to the NF profile of UDM4. However, it does not remove the Routing Indicator1 from the NF profile of UDM. 
Observation 5: When Public Key ID is used, the <Public Key ID and Routing Indicator> for the UDMs serving different UDRs shall not be overlapping. When the SIDF (Subscription identifier de-concealing function) collocates with UDM, if each UDM is still assumed to support all Public Key IDs, then the UDMs serving different UDRs shall avoid using the same Routing Indicators. On the other hand, if each UDM is assumed to support all Routing Indicators, the UDMs serving different UDRs shall avoid using the same Public Key IDs, i.e. the UDM may only support a part of Public Key IDs.

3.2	Additional consideration for AUSF discovery
However, as discussed above, depending on the Network Operator policy, if the UDM only supports a part of Public Key IDs, the Network deployment shall guarantee that the AUSF can connect to the UDMs that support the same set of Public Key IDs and Routing Indicator pairs. 
For example, UDM1 supports the set of (Key ID1,Key ID2,Key ID3)×(Routing Indicator1, Routing Indicator 2…, Routing Indicator(1000)). UDM2 support the set of (Key ID4,Key ID5,Key ID6) × (Routing Indicator1, Routing Indicator 2…, Routing Indicator(1000)). UDM3 supports the set of (Key ID4,Key ID5,Key ID6) × (Routing Indicator1001, Routing Indicator 1002…, Routing Indicator(2000)). Therefore, the AUSF with the set of (Key ID4,Key ID5,Key ID6) × (Routing Indicator1, Routing Indicator 2…, Routing Indicator(2000)) shall be able to connect to UDM2 and UDM3.


Figure 6: Relation between AUSF and UDM
Observation 6: the Routing Indicator and Public Key ID can be used for AUSF discovery. The Network deployment shall guarantee that the AUSF can connect to the UDMs that can support the same set of Public Key IDs and Routing Indicator pairs.
3.3	Other cases for UDM discovery
· For SMS delivery, the SMSF needs to discover the UDM, thus the Routing Indicator and Public Key ID may be used for AUSF discovery.
· For the PDU session establishment (including the Home-Routed and SMF with specific SMF service areas case), the SMF in the HPLMN need to discover the UDM, thus the Routing Indicator and Public Key ID may be used for AUSF discovery.
Observation 7: for SMS delivery case, the SMSF may use the Routing Indicator and Public Key ID for UDM discovery. For PDU session establishment case, the SMF may use the Routing Indicator and Public Key ID for UDM discovery.
3.4	Proposals
Based on the above-mentioned observation, it is proposed to adopt the following aspects:
1) The Routing Indicator and Public Key ID are used for AUSF/UDM discovery by AMF.
2) The Routing Indicator and Public Key ID may be used for UDM discovery by SMSF and SMF in the HPLMN.
3) The Public Key ID and Routing Indicator shall be the parameters of the NF profile of UDM/AUSF.
4) When Public Key ID is used, the <Public Key ID and Routing Indicator> for the UDMs serving different UDRs shall not be overlapping. When the SIDF (Subscription identifier de-concealing function) collocates with UDM, if each UDM is still assumed to support all Public Key IDs, then the UDMs serving different UDRs shall avoid using the same Routing Indicators. On the other hand, if each UDM is assumed to support all Routing Indicators, the UDMs serving different UDRs shall avoid using the same Public Key IDs, i.e. the UDM may only support a part of Public Key IDs.
5) If the SIDF (Subscription identifier de-concealing function) collocates with UDM, the Network deployment shall guarantee that the AUSF can connect to the UDMs that can support the same set of Public Key ID and Routing Indicator pairs.
4. Text Proposal
It is proposed to agree above proposals and specifies the stage 2 enhancements for discovery of AUSF/UDM based on SUCI in Rel-17 to align with CT4.
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