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Discussion
At SA2#141e it was concluded to continue the work in FS_ID_UAS_SA2 based on single control plane solution mainly based on existing solutions #5 and #23. 
This proposal below is such control plane proposal based on functionalities from solutions #5 and #23.
The following assumptions are made in the merger: 
[bookmark: _Hlk55807951]>	Standardize the interface between 5GS/EPS and USS/UTM as a web-based interface (same principles as for NEF/SCEF) including a new AF in the 5GS/EPS. 
A future alternative is to incorporate the new AF functionality into the NEF/SCEF.
On request from the USS/UTM industry no EAP-dialogue with USS/UTM should be needed.
>	For the USS/UTM to be able to interact with the MNO e.g. regarding session policies the USS/UTM needs information about the PDU Session  (e.g. UE IP address) which is only available after PDU session establishment.
The proposal is to perform the UUAA at PDU Session Establishment. If due to local regulations/operator policy, UUAA shall be performed at registration the same principles shall be used authentication /authorization as performed in the PDU Session Establishment. It shall be noted if the UUAA is performed at registration there will not be any connectivity (i.e. PDU Session) set up between the UAV and the USS/UTM.  
>	As far as possible having the same solution for 5GC and EPS using the interworking architecture. 
>	The solution should be independent of whether a  single or multiple PDU sessions are being used.
>	For exposure functionality (e.g. UAV positioning, etc.) the strive should be to reuse existing or enhancements of the NEF functionality.
>	Limit the effects on the NAS protocol and related procedures.
>	Keep application related information and functionality as much as possible outside the 3GPP network.
>  	Allow for deployment models where the USS/UTM and the UAVC are executing in cloud environments and where the corresponding communication (e.g. for C2 communication) are based on Web technologies (e.g. web-sockets, GRPC etc.).
-	Service access based on HTTP rather then on IP level
-	Security models based on certificates applied for server-name URL’s rather then IP-addresses. 
-	Knowledge about originating IP-addresses of requests cannot be assumed on application level
	-	e.g. due to intermediate NATs and Proxies etc
>  To allow for above mentioned cloud deployment models the solution is proposed to enable the  following basic principles:
[bookmark: _Hlk55811653]-	There is a trust relation between the 3GPP system and the USS and vice versa.
-	The USS/UTM is responsible for authenticating and authorizing the UAV.
-	The 3GPP system authenticates and authorizes the used UE based on the corresponding subscription.
-	As the trigger to start authentication/authorization of the UAV with the USS/UTM the UAV initiates a PDU session establishment request to a wellknown DNN/APN, as defined e.g. by GSMA for UAV/UTM interaction, which the 3GPP system forwards as an augemented authorization request to the USS.
-	The 3GPP system ensures that such an authorization request received from an UE,which is properly authenticated and authorized as a UAV,  is safely forwarded with guaranteed integrity to the requested USS/UTM. This given that there is a mutual trust relation between the 3GPP system and the USS/UTM. 
-	With the PDU session  establishment request the UAV provides information enabling the 3GPP system to identify, validate and address the USS to which the request will be forwarded.  
-	With the PDU session establishment request the UAV provides it’s registered CAA-level UAV ID  and corresponding information needed for the USS to authenticate it (e.g.digital sign, certificate etc). 
-	The 3GPP system ensures that the used UE subscription is allowed for aerial/UAV use by adding information about that to the augemented authorization request sent to the USS/UTM as an input to the UAV authorization decision.
-	In addition the 3GPP system in the augemented  authorization request also includes information about the subscription identity used (GPSI/External-id/MSISDN), the IP-address allocated to the PDU-session and optionally also a 3GPP equipment identifier (PEI/IMEI/IMEI-SV).
-	Based on the information included in the authorization request and information registered for the UAV the USS/UTM authorizes the UAV as being under control of the USS and the  PDU-session to be used for that purpose. Essential input to this decision is the authenticated CAA-level UAV-ID and the correlated information from the 3GPP system that the used UE is approved for aerial/UAV usage. In addition the USS may take the  correlated and authenticated info on the used subscription (GPSI) and 3GPP equipment (PEI) into account as a multi factor authentication input for the authorization decision. 
-	The USS may store the correlated GPSI and PDU session IP address with the authorized CAA-Level UAV-ID to enable further service requests via network exposure APIs to the 3GPP system related to the authorized UAV. The GPSI may e.g be used to activate monitoring of the UAV/UE location and the PDU session IP addess for requests for dedicated QoS and gating to be applied for the authorized PDU session. It may also be used to revoke the established connectivity/PDU-session in case it is deemed necessary by the USS.
-	On successful authorization the USS, in the authorization responses returned to the 3GPP system, includes connectivity and security information needed by the UAV to enable further secure communication with the USS via the user-plane. This may e.g. include a URL and a security token enabling setup of a secure tunnel connection  with the USS.
 -	The 3GPP system includes the received USS connectivity and security information in the successful PDU session establishment response returned to the UAV which then uses it to establish a secure connection to the USS via the user-plane of the established  PDU-session.
-	The secure user-plane connection can then be used by the USS to dynamically provide the UAV with applicable information for remote id, flight permissions, C2 connectivity information , location reporting connectivity etc.
-	Requested C2 and location reporting connectivity can then be set up triggered by the UAV either on the already established PDU session or a dedicated one based on the provided connectivity information. 
 -	If UAV authorization is rejected the USS returns a reason for rejection in the authorization response, the 3GPP system sends a PDU session establishment rejection including the rejection reason  back to the UE/UAV.  
Proposal
It is proposed to add the following to TR 23.754.  The solution below uses following prinicples:
-5GS flow is based on Soln#23 and adapted using principles from soln#5;
-EPS flow is based on soln#5, adapted to the 5GS principles.

* * * New First Change * * * *
8.x	Conclusion via Merger and simplification of solution #5 and #23 for Key Issue 1 and 2

8.x.1 General Principles
The following principles have been used to develop the flows for combined single procedures for 5GS and EPS:
· Standardize the interface between 5GS/EPS and USS/UTM as a web-based interface (same principles as for NEF/SCEF) including a new AF in the 5GS/EPS. 
NOTE: A future alternative is to incorporate the new NF functionality into the NEF/SCEF. On request from the USS/UTM industry no EAP-dialogue with USS/UTM should be needed.
· [bookmark: _GoBack]For the USS/UTM to be able to interact with the MNO e.g. regarding session policies the USS/UTM needs information about the PDU Session  (e.g. UE IP address) which is only available after PDU session establishment.
Perform the UUAA at PDU Session Establishment. If, due to local regulations/operator policy, UUAA needs to be performed at registration, the same principles shall be used for authentication /authorization as performed in the PDU Session Establishment. It shall be noted if the UUAA is performed at registration there will not be any connectivity (i.e. PDU Session) set up between the UAV and the USS/UTM at that time.  
· As far as possible having the same solution for 5GC and EPS using the interworking architecture. 
· The solution should be independent of whether a  single or multiple PDU sessions are being used.
· For exposure functionality (e.g. UAV positioning, etc.) the strive should be to reuse existing or enhancements of the NEF functionality.
· Limit the effects on the NAS protocol and related procedures.
· Keep dependency to application related information and functionality as much as possible outside the 3GPP network.
· Allow for deployment models where the USS/UTM and the UAVC are executing in cloud environments and where the corresponding communication (e.g. for C2 communication) are based on Web technologies (e.g. web-sockets, GRPC etc.).
-	Service access based on HTTP rather than on IP level.
-	Security models based on certificates applied for server-name URL’s rather then IP-addresses. 
-	Knowledge about originating IP-addresses of requests cannot be assumed on application level
	-	e.g. due to intermediate NATs and Proxies etc.
The procedures in subclauses 8.x.2 and 8.x.3 are merged common procedures based on solutions #5 and #23 and high level descriptions are as follows:
-	There is a trust relation between the 3GPP system and the USS and vice versa.
-	The USS/UTM is responsible for authenticating and authorizing the UAV.
-	The 3GPP system authenticates and authorizes the used UE based on the corresponding subscription.
-	As the trigger to start authentication/authorization of the UAV with the USS/UTM, the UAV initiates PDU session establishment request to a wellknown DNN/APN, as defined e.g. by GSMA for UAV/UTM interaction, which the 3GPP system forwards as an augemented authorization request to the USS.
-	The 3GPP system ensures that such an authorization request received from an UE,which is properly authenticated and authorized as a UAV,  is safely forwarded with guaranteed integrity to the requested USS/UTM. This given that there is a mutual trust relation between the 3GPP system and the USS/UTM. 
-	With the PDU session  establishment request the UAV provides information enabling the 3GPP system to identify, validate and address the USS to which the request will be forwarded.  
-	With the PDU session establishment request the UAV provides it’s registered CAA-level UAV ID  and corresponding information needed for the USS to authenticate it (e.g.digital sign, certificate etc). 
-	The 3GPP system ensures that the used UE subscription is allowed for aerial/UAV use by adding information about that to the augemented authorization request sent to the USS/UTM as an input to the UAV authorization decision.
-	In addition the 3GPP system in the augemented  authorization request also includes information about the subscription identity used (GPSI/External-id/MSISDN), the IP-address allocated to the PDU-session and optionally also a 3GPP equipment identifier (PEI/IMEI/IMEI-SV).
-	Based on the information included in the authorization request and information registered for the UAV the USS/UTM authorizes the UAV as being under control of the USS and the  PDU-session to be used for that purpose. Essential input to this decision is the authenticated CAA-level UAV-ID and the correlated information from the 3GPP system that the used UE is approved for aerial/UAV usage. In addition the USS may take the  correlated and authenticated info on the used subscription (GPSI) and 3GPP equipment (PEI) into account as a multi factor authentication input for the authorization decision. 
-	The USS may store the correlated GPSI and PDU session IP address with the authorized CAA-Level UAV-ID to enable further service requests via network exposure APIs to the 3GPP system related to the authorized UAV. The GPSI may e.g be used to activate monitoring of the UAV/UE location and the PDU session IP addess for requests for dedicated QoS and gating to be applied for the authorized PDU session. It may also be used to revoke the established connectivity/PDU-session in case it is deemed necessary by the USS.
-	On successful authorization the USS, in the authorization responses returned to the 3GPP system, includes connectivity and security information needed by the UAV to enable further secure communication with the USS via the user-plane. This may e.g. include a URL and a security token enabling setup of a secure tunnel connection  with the USS.
 -	The 3GPP system includes the received USS connectivity and security information in the successful PDU session establishment response returned to the UAV which then uses it to establish a secure connection to the USS via the user-plane of the established  PDU-session.
-	The secure user-plane connection can then be used by the USS to dynamically provide the UAV with applicable information for remote id, flight permissions, C2 connectivity information , location reporting connectivity etc.
-	Requested C2 and location reporting connectivity can then be set up triggered by the UAV either on the already established PDU session or a dedicated one based on the provided connectivity information. 
 -	If UAV authorization is rejected the USS returns a reason for rejection in the authorization response, the 3GPP system sends a PDU session establishment rejection including the rejection reason  back to the UE/UAV.  
8.x.2	Procedure for 5GS
NOTE: UFES in these flows is the same as UAS NF.
In step 2 - 12 a PDU session for UAV(C) connectivity to USS/UTM is set-up. This PDU session is used for application level UAV(C) - USS/UTM communication e.g. UAV tracking, C2 related configuration, UAV/UAVC pairing. 
In the case of UAV/UAVC pairing it can be that the UAV and UAVC is in different operators' networks and the configuration of the C2 communication must be handled in each operator's network.  
Step 13 handles setting up the dedicated policies need for C2, UAV/UAVC pairing, tracking performed in the 3GPP network, and other exposure functionality performed by the 3GPP network, etc. 



Figure 8.x.2‑1: Authentication/authorization and C2 communication establishment for UAV/UAVC by USS/UTM via 5GC

1.	The UAV/UAVC registers to the 3GPP network. The UE's subscription information obtained by AMF from the   UDM has an indication on support for Aerial UE function and the AMF provides the subscription information on Aerial UE authorization to the gNB.
NOTE 1:  It is assumed that the UAV has been registered to the CAA level authority, a CAA-Level UAV ID is available with the UAV/UAVC and the UAV/UAVC has a USS/UTM address configured.	
2.	Once the UAV/UAVC is registered to the USS/UTM, it can initiate a PDU session establishment request for USS/UTM connectivity and/or C2 communication. The UAV/UAVC shall include the signed USS/UTM address and CAA-Level UAV ID, etc. in the PDU session establishment request.
3.	Based on the UAV/UAVC UE's subscriber profile, DNN and S-NSSAI provided in the request the AMF selects the SMF and sends Nsmf_PDUSession_CreateSMContext Request to the SMF, including the USS/UTM address and CAA-Level UAV ID, etc.
4.	The SMF obtains subscription data from the UDM and performs the necessary actions for UAV IP address allocation. 
If the UUAA is required, the SMF sends an UAV Operation Request (e.g. using a service interface) to the UFES, including the signed CAA-level UAV ID, USS/UTM address, GPSI, PEI, "allowed for aerial use”, UAV IP Address, etc. 
NOTE 2:	Security details will be determined by SA WG3.
5.	The UFES selects a USS/UTM from either CAA-Level UAV ID or the USS/UTM address. 
The UFES checks if the subscription is "allowed for aerial use” and forwards the received information from the SMF to the USS/UTM, using a service based interface. The USS/UTM is assumed to be known and trusted by the 3GPP System.
6. 	Optionally the USS/UTM and the UAV/UAVC may exchange multiple messages as required by the authentication/authorization method used.
7. 	The USS/UTM validates the request based on CAA-Level UAV ID and maybe PEI and GPSI. Upon successful authorization, the USS/UTM notifies the UFES on the authentication/authorization result, including security info to be used by the UAV to set up a secure connection to the USS/UTM using the PDU session.
The USS/UTM stores a mapping between CAA-Level UAV ID and the External Identifier. The External Identifier and/or UAV IP Address can be used at a later point by the USS/UTM for accessing various services exposed by 3GPP network e.g. location information retrieval, monitoring event configuration etc.
The External Identifier and/or UAV IP Address can be used at a later point by the USS/UTM for requesting dedicated policies for e.g. C2, etc.
8.	The UFES sends the authentication/authorization result to the SMF.
As alternative to step 13, if C2 and pairing related information is available from UAV(C) and/or USS/UTM during the inital PDU Session Establishment procedure the SMF may interact with the PCF to set up PCC rule(s) for the C2 communication and/or UAV/UAVC pairing. 
NOTE 3: 	If the UAV and UAVC are located in diffrent operators network the dedicated policies needs to be configured in respective operator networks.
9-11. The final parts of PDU Session Establishment procedure are performed. The security info from step 7 is transfered to the UAV.
12.	A secure connection is set up based on the "security info" received from USS/UTM in steps 7 to 10. The PDU session may further be used for Networked Remote ID (NRID), Tracking, for C2 related configuration or UAV/UAVC pairing, etc.
13. The USS/UTM interacts with the PCF via UFES/NEF to configure dedicated polices required for setting up C2 communication and/or UAV/UAVC pairing as "negotiated" between UAV(C) and USS/UTM in step 12.   

8.x.2	Proceure for EPS




Figure 8.x.2-1: Procedure for UAV Authentication and Authorization with USS/UTM in EPS.

1.	The UAV sends an Attach Request to the MME. In EPS, Protocol Configuration Options (PCO) in the ESM message container are used to transfer parameters between the UE and the PDN GW and sent transparently through the MME and the Serving GW. The PCO is extended to enable the UAV to insert the signed CAA-Level UAV ID. The UAV may include the USS/UTM address information.
2.	Primary authentication/authorization is performed as specified in TS 23.401 [10] clause 5.3.2.1.
3.	The MME determines the UAV has an aerial subscription and selects the Default APN for connectivity with the USS/UTM.
4.	The MME sends a Create Session Request to the PGW via the SGW. The MME may include the ME Identity (IMEISV of the UAV). The MME selects a PDN GW based on the  APN, which must resolve to a PGW that can interface with the UFES (this may be e.g. for Radius operations if Radius is used between the PGW and the UFES or via service based interface). For the default APN used for connectivity with the USS, the HSS must allow selection of a PDN GW in the VPLMN for such APN since the USS/UTM is always located in the VPLMN.
NOTE 1:	A dedicated well-known APN may be used for UAV services, but this should be defined outside 3GPP (e.g. in GSMA) for roaming and interworking purposes. At a minimum, the UAV needs to be configured with the APN to be used for UAV services or the MNO needs to set the Default APN to correspond to the APN for UAV services.
NOTE 2:	It is expected that the MME selects an SMF/PGWC, with the Default APN for UAV-USS/UTM communications always resolving to an SMF/PWGC.
5.	The SMF/PGWC verifies whether a UUAA is required for the PDN connection establishment request for authorization of UAV.
5a.	The SMF/PGWC selects the UFES and the PGW provides the information sent by the UAV in the PCO (CAA-level UAV ID, external identifier as 3GPP UAV ID, optional USS/UTM address information) and the UAV's IMEISV (if provided) to the UFES (using e.g. a radius interface or service based interface). 
5b.	The UFES selects a USS/UTM from either CAA-Level UAV ID or the USS/UTM address. The USS/UTM is assumed to be known and trusted by the 3GPP System.
5c. The UFES forwards the request to the USS/UTM.
5d. The USS validates the request for UUAA based on the CAA-Level UAV ID, etc. Upon successful authorization, the USS/UTM notifies the UFES on the authentication/authorization result. 
The USS/UTM stores a mapping between CAA-Level UAV ID and the External Identifier. The External Identifier and/or UAV IP Address can be used at a later point by the USS/UTM for accessing various services exposed by 3GPP network e.g. location information retrieval, monitoring event configuration etc.
The External Identifier and/or UAV IP Address can be used at a later point by the USS/UTM for requesting dedicated policies for e.g. C2, etc.
5e.	The USS/UTM returns the response to the UFES including security info to be used by the UAV to set up a secure connection using the PDU session...
5f.	The UFES returns the response to the SMF/PGWC.
6.	The SMF/PGWC establishes an N4 session with the UPF/PGWU.
7.	As an alternative to step 11 the SMF/PGWC may install dedicated policies for the UAV C2 communication and/or UAV/UAVC pairing if related information is available from UAV(C) and/or USS/UTM during the Attach of the UAV(C).
NOTE 2: 	If the UAV and UAVC can be located in different operators network the dedicated policies needs to be configured in respective operator networks. 
8.	The SMF/PGWC confirms the procedure to the MME i.e. Create Session Response and includes the PCO.
9.	The MME sends an Attach Accept to the UE including the PCO. The security info from step 7 is transfered to the UAV.
10.	A secure connection is set-up based on the "security info" received from USS/UTM in steps 5e to 9. The established PDN connection may further be used for Networked Remote ID (NRID), Tracking, for C2 related configuration or UAV/UAVC pairing, etc.
11. The USS/UTM interacts with the PCF via UFES/NEF to configure dedicated polices required for setting up C2 communication and/or UAV/UAVC pairing as "negotiated" between UAV(C) and USS/UTM in step 11.




* * * End of Change * * * *
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