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Abstract: This contribution introduces updates for evaluations and conclusions regarding AAA case.
1. Introduction/Discussion
This contribution aims at addressing the following ENs, besides that, it also proposes to apply the conclusion regarding SNPN selection for UEs with SNPN subscription to AAA case.
Editor's note:	Details of External UE ID used for this primary authentication and authorization and related aspects are FFS.
Editor's note:	It is FFS if the AAA server supports providing the subscription information needed for registration and session management procedure.
Editor's note:	It is FFS if subscription information for individual UEs (with credentials stored in AAA) are supported in the UDM.
Editor's Note: 	Furthermore, SA2 should decide, if interfaces between existing/enhanced AUSF (or new NF) and AAA server should be in scope of SA2. The architecture to support AAA interfaces to the AAA server will be revised based on SA3's feedback.

On>> Details of External UE ID used for this primary authentication and authorization and related aspects are FFS.
The External UE ID is used to identify the UE during authentication and authorization towards AAA server, it can be derived from the SUPI/SUIC in the case that the SUPI/SUCI is generated by UE based on the external UE ID, otherwise it needs to be provided by UE explicitly.
Proposal 1: address this EN with the above clarification.

On>> It is FFS if the AAA server supports providing the subscription information needed for registration and session management procedure. It is FFS if subscription information for individual UEs (with credentials stored in AAA) are supported in the UDM.
Solution#4, #8 support that AAA-P/AUSF provides the subscription data for mobility management and session management, in this case, the AMF or SMF obtains the subscription data from AAA-P/AUSF using SUPI.
Solution#4, #8 and #44 support the UDM provides the subscription data for mobility management and session management, in this case, the AMF or SMF obtains the subscription data from AAA-P/AUSF using SUPI.
Proposal 2: address these ENs with the above clarification.

On>> Furthermore, SA2 should decide, if interfaces between existing/enhanced AUSF (or new NF) and AAA server should be in scope of SA2.
Proposal 3: Change this into NOTE
Besides that, regarding SNPN selection for UE(s) with credentials owned by separate entity offering AAA Server, conclusions specified for UEs with SNPN subscription should be used as much as possible.
Proposal 4: SNPN selection for UE(s) with credentials owned by separate entity offering AAA Server should follow the conclusion of SNPN selection for UE(s) with UEs with SNPN subscription.
For solutions that address the scenario where the SNPN offers connectivity for UE(s) with credentials owned by separate entity offering AAA Server, the following table provides a comparison for such solutions with respect to SNPN selection.
	Principle
	What it solves
	System impacts
	Pros/Cons
	Solution

	UE is pre-configured with network configuration for SNPN selection, and SNPN SIB is enhanced
	Network configuration for each SNPN: PLMN ID+NID, Priority, SO-ID;
SIB for each SNPN: PLMN ID+NID, new indication, SO-ID list;
	Impacts on RAN SIB
	Pros: enable  access control to the SNPNs that supports connecting to AAA
Cons: 
	Sol#4

	Reuse the existing network selection mechanism
	SNPN selection
	No impacts
	Pros: 
Cons: assuming all SNPN supports connecting to AAA
	Sol#8, #10, #44



Proposal 5: update evaluations for SNPN selection for the AAA case.
2. Text Proposal
It is proposed to capture the following changes vs. TR 23.700-07 V1.1.0.
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This clause provides evaluations for the solutions that address the scenario where the SNPN offers connectivity for UE(s) with credentials owned by separate entity offering AAA Server (AAA-S), among these solutions:
-	Sol#4 proposes that
-	In the case that SNPN UDM does not provide any subscription data the primary authentication and authorization towards the AAA-S is triggered by AMF based on local policy and UE indication, the AMF selects the AAA-P that supports the primary authentication and authorization towards the AAA-S. The AMF derives the external UE ID from the SUCI/SUPI or receives the external UE ID from UE. The AMF selects the AAA-P that supports the primary authentication and authorization towards the AAA-S. The AMF obtains the access and mobility subscription data from AAA-P/AAA-S to complete the registration procedures, the SMF obtains the session management subscription data from AAA-P/AAA-S to complete the session management procedures. This is applicable when UDM is not involved in the primary authentication and authorization towards the AAA-S, e.g., the UDM is not deploy in the SNPN.
-	In the case that SNPN UDM provides access and mobility subscription data, session management subscription data, the primary authentication and authorization towards the AAA-S is triggered by the UDM indication in subscription data. The AMF may re-select a AAA-P that supports the primary authentication and authorization towards the AAA-S based on the UDM indication. The AAA-P derives the external UE ID from the SUPI or receives the external UE ID from UE via AMF. The AMF obtains the access and mobility subscription data from UDM to complete the registration procedures, the SMF obtains the session management subscription data from UDM to complete the session management procedures. This is applicable when UDM is involved in the primary authentication and authorization towards the AAA-S.
-	Sol#8 proposes the similar mechanism as the Sol#4's case that SNPN UDM provides subscription data for the UE, where CdP (Credentials Provider) replaces the AAA-S, and AAA-P is implemented by enhanced AUSF that supports delegation of authentication server role to the CdP via new NF supporting protocol interworking with CdP.
-	Sol#10 proposes the similar mechanism as the Sol#4's case that the primary authentication and authorization towards the AAA-S is triggered by AMF based on local policy and UE indication where the AMF derives the external UE ID from the SUCI/SUPI and uses this for the security procedures. In addition, the subscription data is pre-configured at UDM or dynamically provisioned at UDM on-demand. The AMF or SMF can obtain the UE subscription data from UDM using a UE Subscription Identifier (SI-SUPI), which can be generated by UDM/UDR or be provided by the AAA server. The SI-SUPI is new key for subscription data retrieval and has impacts on the procedural level.
-	Sol#44 proposes that the similar mechanism as the Sol#4's case that the primary authentication and authorization towards the AAA-S is triggered by AMF based on local policy and UE indication. In addition, the AAA Server can interact with SNPN UDM, supporting to provision the UE subscription data e.g., session management subscription data, access and mobility subscription data at UDM during registration procedure once the primary authentication and authorization at AAA-S succeeds. The direct interaction between AAA server and UDM has impacts on the system level.
Additionally, Sol#4 further addresses how to perform the selection the SNPN that supports connection with AAA server using the network configuration per desired SNPN at UE (PLMN ID + NID, Priority and optionally Subscribed SO ID) and the broadcast information per SNPN (PLMN ID + NID, indication that supports access using credentials of SO separate from the SNPN, and optionally Supported SO ID list). While Sol#8, #10, #44 assume that existing network selection mechanism can be reused to select the SNPN that supports access using credentials of SO separate from the SNPN.

* * * * Second change * * * *
8.1.1	Conclusions for scenario where the SNPN offers connectivity for UE(s) with credentials owned by separate entity offering AAA Server
The scenario where the separate entity owning the credentials has only an AAA Server is supported. It is proposed to adopt the following conclusion principles:
-	The SNPN will host a function (e.g. enhanced AUSF or new NF) supporting primary authentication and authorization of SNPN UEs that use credentials from the AAA Server.
NOTE 1:	Whether to use a new NF or enhanced AUSF will be determined based on feedback from SA WG3.
-	The function (see above) forwards EAP messages to the AAA server that is acting as the EAP Server for the purpose of primary authentication and authorization.
-	The AAA-UE-ID is used to identify the UE during authentication and authorization towards AAA server. The AAA-UE-ID is derived from the SUPI/SUIC in the case that the SUPI/SUCI is generated by UE based on the external UE ID and provided in Registration request, otherwise, it needs to be provided by UE explicitly.
Editor's note:	Details of External UE ID used for this primary authentication and authorization and related aspects are FFS.
-	The UDM or AAA server supports common mobility management and session management subscription information that is needed at the time of Registration and Session Management procedure.
Editor's note:	It is FFS if the AAA server supports providing the subscription information needed for registration and session management procedure.
Editor's note:	It is FFS if subscription information for individual UEs (with credentials stored in AAA) are supported in the UDM.
-	After completing the primary authentication and authorization successfully, the AMF or SMF can retrieve the SNPN UE subscription data (i.e. mobility management and session management subscription) using SUPI from UDM or the function (see above).
NOTE 2:	The interfaces between the function (see above) and AAA server will be determined by SA2 during normative phase.
Editor's note:	Furthermore, SA WG2 should decide, if interfaces between existing/enhanced AUSF (or new NF) and AAA server should be in scope of SA WG2. The architecture to support AAA interfaces to the AAA server will be revised based on SA WG3's feedback.
Editor's note:	The Registration procedure supporting AAA interfaces towards the AAA server will be revised based on input from SA WG3 including the aspect which subscription data the SNPN should use in this scenario.

* * * * End of changes * * * *
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