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1
Overall description
CT1 thanks SA3 for the LS on processing of messages after NAS security establishment.

On the request for clarification:

“Particularly SA3 would like to understand whether the messages listed above a) to g)  can still be processed by UE, after the secure exchange of NAS messages has been established e.g. using a NAS SMC procedure.”
CT1 would like to provide the following answer:
The messages listed in bullets a) to g) in 4.4.4.2 of 3GPP TS 24.501 are only accepted without successful integrity check by the UE before “secure exchange of 5GS NAS messages” has been established for the NAS signalling connection. After establishment of “secure exchange of 5GS NAS messages” the UE shall not process any NAS signalling messages unless they have been successfully integrity checked by the NAS.
Consequently no, the messages listed in bullets a) to g) cannot be processed by the UE without successful integrity check, after the secure exchange of NAS messages has been established.
2
Actions
To SA3:
ACTION:
CT1 would like to ask SA3 to take the above answer into account for the study on the security issues of AMF re-allocation.
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Dates of next TSG CT WG1 meetings
TSG CT WG1 Meeting 127e (electronic)
13-20 November 2020
TSG CT WG1 Meeting 127-bis-e (electronic)
25-29 January 2021

