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Abstract of the contribution: Addition of missing details to incomplete solution. 
Discussion
This paper proposed some update to Sol#46, 

-
Add the missing Relay UE SUPI parameter in step 3 and Relay UE GPSI added in step 4 (call flow only).
-
Authentication signalling towards remote AUSF is shown.
-
Nausf authentication procedure is left untouched, so the Remote UE GPSI is returned in Nausf_Relay_Authorisation Response. 

-
AUSF and UDM roles were mixed in the call flow, so the call flow is drawn with higher granularity to show the AUSF handling the authentication request relying on security procedures and subscriber info from the UDM.
-
Since two authorisations are needed, each authorisation step says it clearly whether Remote UE role or Relay UE role authorisation is discussed.
-
Various editorials
Proposal

It is proposed to include the following update to solution#23 in TR 23.752.
* * * Start of change * * * 

6.46.2
Procedures

The connection of a Remote UE via a Relay UE works according to high level steps described in to Figure 6.46.2-1.



Figure 6.46.2-1: UE-to-Network Relay authorization when Relay UE and Remote UE have subscription in different PLMN (s)

1.
The Relay UE registers (see TS 23.502 [8] clause 4.2.2.2).

2.
Remote UE establishes PC5 connection towards the Relay UE. When requesting UE-to-Network relaying over PC5, the Remote UE provides its SUCI to the Relay UE.

NOTE 1:
How the remote UE discovers the Relay UE is independent of this solution. Discovery can be based on methods defined in TS 23.287 [5] or in other solutions of this TR.
3.
The Relay UE requests authorization for UE-to-Network relaying from its serving AMF and provides the SUCI of the Remote UE and its own SUPI.
NOTE 2:
It assumed that UE-to-Network relay authorisation is NAS signalling and it is expected that CT groups specify the stage 3 messages.
4.
The AMF requests for authorisation for the Remote UE to use UE-to-Network relaying via the Relay UE. The AMF includes the SUCI of the Remote UE and the GPSI of the Relay UE.

5-6.
The AUSF of the Remote UE may authenticate the Remote UE.


The authentication is signalled transparently via the Relay UE and the AMF serving it. 


Both the Remote UE and its AUSF derive security (e.g. ciphering) parameters during the authentication of the Remote UE for later use for PC5 security.

7.
The Relay AMF requests authorisation for Remote UE communication via Relay UE, providing Relay UE GPSI and Remote UE SUPI to the Remote AUSF.
8.
The AUSF of the Remote UE checks whether the Remote UE identified by Remote UE SUPI is authorised to use UE-to-Network relaying via the Relay UE identified by Relay UE GPSI. Two alternatives can be supported:

8a
The AUSF can request the UDM to verify against Subscription data of the Remote UE whether the Remote UE is authorised to use UE-to-Network relaying over the Relay UE.

8b
Based on HPLMN policy, the HPLMN can delegate it to a third party AAA server (identified by the domain part of the GPSI of the Remote UE) to verify whether the Remote UE (identified by its GPSI) is authorised to use UE-to-Network relaying via Relay UE (identified by its GPSI).


If authorisation succeeds, the AUSF continues in step 8. Otherwise, the AUSF indicates authorisation failure to the AMF, which rejects the UE-to-Network relaying request based on the response it received from the AUSF.
9.
The AUSF responds to Relay authorisation Request and provides Result and security (e.g. ciphering) parameters and the Remote UE GPSI for the Relay AMF.
10.
The AMF requests for authorisation for the Relay UE to support UE-to-Network relaying for the Remote UE. The AMF includes the Relay UE GPSI and the Remote UE GPSI.


If the Relay UE is authorised to act as Relay UE for the Remote UE, the AMF continues in step 11. Otherwise, the AMF rejects the UE-to-Network relaying request.
11.
The AMF sends the relay authorisation including the authorisation result and the security (e.g. ciphering) parameters.
* * * End of changes * * * 
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6. Authorisation of Remote UE relaying (Relay UE GPSI, Remote UE GPSI) 
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7. Nausf Relay authorization Response (Remote UE GPSI, Result, security parameters)







8. Authorisation of Relay UE relaying (Relay UE GPSI, Remote UE GPSI)







5.  Authentication of the Remote UE (relayed via the AMF serving the Relay UE)







4. Nausf Relay authorisation Request 



(Remote UE SUCI, Relay UE GPSI)







9. NAS Relay authorisation Response 



(Result, security parameters)
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3. NAS Relay authorisation Request



(Remote UE SUCI)







2. PC5 establishment (Remote UE SUCI)







1.  Relay UE registration procedure (23.502 § 4.2.2)
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1. Relay UE Registration (23.502 § 4.2.2.2.2).
UDM/AAA (Remote)
3. NAS Relay authorisation Request
(Relay UE SUPI, Remote UE SUCI)
4a. Nausf_UEAU_Authenticate Request 
(Relay UE GPSI, Remote UE SUCI)
5.  Authentication of the Remote UE (relayed via the AMF serving the Relay UE)
6. Nausf_UEAU_Authenticate Response
(Result, security parameters, Remote UE SUPI)
4b. Nudm_UEAU_Get Req 
(5G/EAP-AKA AV req)
7. Nausf_Relay_Authorisation Request 
(Remote UE SUPI, Relay UE GPSI)
9. Nausf_Relay_Authorisation Reponse (Result, Remote UE GPSI)
11. NAS Relay authorisation Response
AUSF
(Relay)
10a. Nausf_Relay_Authorisation Request 
(Remote UE GPSI, Relay UE GPSI)
10b. UDM/AAA authorise Relay UE
10c. Nausf_Relay_Authorisation Response (Result)
8. Remote UDM/AAA authorises Remote UE connection via Relay UE
2. PC5 establishment (Remote UE SUCI)



