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Discussion
This paper proposes a way forward for FS_eNPN key issue 1. The way forward is based on the following considerations.
Need for explicit SIB indication to protect SNPNs (e.g. factory networks) from unwanted signaling traffic
The following service requirement has been defined in Release 16 (see TS 22.261 [1] clause 6.25.2):
The 5G system shall support a mechanism to prevent a UE with a subscription to a non-public network from automatically selecting and attaching to a PLMN or non-public network it is not authorized to select."
The background of this requirement is that SNPNs as defined in Rel-16 may be used to support time critical processes, e.g. to control robot arms for manufacturing, which implies that any unnecessary signalling traffic needs to be avoided.
Based on this requirement, CT1 defined both the automatic and manual selection procedures for SNPNs such that a UE in SNPN access mode can only select and attempt registration with an SNPN if the UE has a subscription for that SNPN (see TS 23.122 [2] clauses 4.9.3.1.2 and 4.9.3.1.1).
Even though Release 17 is aiming at enhancing SNPNs to support access using credentials from a different entity it is essential to not negatively impact existing SNPN deployments.
Some solutions documented in TR 23.700-07 [3] are proposing to allow a UE to attempt registration on an SNPN as long as the SNPN has been configured by the UE's subscription owner as a preferred network. However, what is important to emphasize is that an SNPN (e.g. a factory network) and the subscription owner for some UE may not have any business relationship. This implies that the factory network has no influence on the configuration of those UEs, neither directly not indirectly.
Note that a subscription owner may have mistakenly configured all its UEs with the SNPN ID of some factory network as a preferred network. As illustrated above, the factory network cannot influence the configuration of those UEs. As a result, the factory network cannot prevent those UEs from attempting registration on the factory network. Or in other words the service requirement quoted above is violated.
Observation 1: Allowing a UE to attempt registration on an SNPN as long as the SNPN has been configured by the UE's subscription owner as a preferred network violates the requirement " The 5G system shall support a mechanism to prevent a UE with a subscription to a non-public network from automatically selecting and attaching to a PLMN or non-public network it is not authorized to select.".
Solution 2 in TR 23.700-07 [3] proposes a SIB indication "access using Home SP credentials is supported" to ensure that UEs will not attempt registration on an SNPN (e.g. a factory network) that does not support access using credentials from a different entity. As such this proposed SIB indication protects SNPNs that do not support access using other credentials from unwanted signalling traffic in support of the service requirement quoted above.
Proposal 1: Introduce SIB indication "access using Home SP credentials is supported" to protect SNPNs (e.g. factory networks) from unwanted signaling traffic.
Home SP Groups: effective and efficient selection of SNPNs that support the UE's Home subscription
Some solutions documented in TR 23.700-07 [3] are proposing to address key issue 1 by only introducing the option to configure the UE with a list of preferred SNPNs. Those solutions are based on the following assumptions:
[bookmark: _Hlk51079001]-	The UE can always be updated with the most recent list of preferred networks before the UE is switched on in the coverage area of an SNPN that the UE is expected to connect to; or,
-	the UE can connect to at least some SNPN (that has an agreement with the UE's subscription owner) to receive an up-to-date list of preferred SNPNs.
Neither of these assumptions hold in all scenarios.
For instance a UE supporting audio or video production equipment may be directly transported from a storage facility to a venue where it needs to be temporarily installed and connected to the venue's SNPN. Since the audio/video production equipment is only powered on at the venue, there is no opportunity to update the UE's configuration before-hand to include the SNPN ID of the venue in the UE's list of preferred SNPNs.
Observation 2: In some scenarios the UE cannot be updated with the most recent list of preferred SNPNs before the UE is switched on in the coverage area of the SNPN that the UE is expected to connect to.
The second assumption is inspired by PLMN roaming today. Today UEs typically do not have a list of preferred networks for all countries. If powered on in an area for which the UE does not have any information about preferred networks, the UE selects and register with any of the available VPLMNs, which enables the HPLMN to update the UE with preferred networks for that country.
It is important to highlight that the only reason this approach is viable today is that MNOs typically have roaming agreements with almost all networks in each country.
It is obvious that there will be significantly more SNPNs than PLMNs in each country. At the same time it cannot be assumed that there will be interconnection agreements between almost all SNPNs across different countries.
As a result, a blind registration attempt to any of the available SNPNs is likely to fail. Furthermore, letting the UE try all available SNPNs one-by-one creates large amounts of unnecessary signalling load for SNPNs and an unacceptable user experience (long delays until network service becomes available).
Observation 3: Letting the UE try all available SNPNs one-by-one in order to eventually find an SNPN that accepts the UE's subscription creates a large amount of unnecessary signalling load for SNPNs and an unacceptable user experience (long delays until network service becomes available).
The Home SP Group solves this problem by enabling SNPNs to broadcast which groups of Home SPs are supported for accessing the SNPN.
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Figure 1: SNPN X can be accessed by UEs whose Home SPs are part of Home SP Group 1. SNPN Y can be accessed by UEs whose Home SPs are part of Home SP Group 1 or 2.
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Figure 2: UE selects SNPN X, which supports Home SP Group 1 that is part of the UE's list of preferred Home SP Groups.
As illustrated in Figure 1, by broadcasting the list of supported Home SP Group IDs an SNPN can efficiently announce a large number of Home SPs that are supported. The UE then selects an SNPN that supports a Home SP Group that is part of the UE's list of preferred Home SP Groups (Figure 2).
It is worth emphasizing that Hotspot 2.0 employs a very similar concept, which is based on a "consortium" of home service providers as defined in IEEE 802.11 [4] that is used for WLAN selection.
The benefits of SNPN selection based on Home SP Groups are as follows:
-	provides an efficient mechanisms for SNPNs to announce which (groups of) Home SPs are supported for network access,
-	increases the likelihood for the UE to find a network that supports its Home SP subscription
-	without having to configure the UE with a complete list of all preferred networks before the UE is switched on in the coverage area of an SNPN that the UE is expected to connect to.
Proposal 2: Introduce SNPN selection based on Home SP Groups.
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8.1.1	Conclusions for UEs with an SNPN subscription
8.1.1.1	Conclusions when Home SP owns AUSF and UDM
The following enhancements will be progressed in the normative phase:
-	Architecture
-	5GS architecture for local breakout scenarios as documented in TS 23.501 [4] clause 4.2.4 with the SNPN taking the role of the V-PLMN and the Home SP taking the role of the HPLMN (Figure 6.2.2.2-1). In other words the Home SP takes the role of the subscription owner and authenticates the UE.
-	SIB
-	Indication that “access using Home SP credentials is supported”
-	Supported Home SP Group IDs (HSPGIDs)
NOTE 1:	The number of supported HSPGIDs that can be broadcast will be determined by RAN2.
-	UE configuration
-	User-controlled prioritized list of preferred SNPNs
-	Home SP-controlled prioritized list of preferred SNPNs & Home SP Group IDs (HSPGIDs)
NOTE 2:	How to prevent a UE from automatically repeatedly selecting an SNPN based on the user-controlled or Home SP controlled lists that rejects the UE’s registration can be defined by CT1.
NOTE 3:	If the UE has multiple Home SP subscriptions it is assumed that the subscription to use is selected by implementation specific means (e.g. based on user input) prior to network selection.
-	Automatic SNPN selection is performed in the following order:
-	UE selects and attempts to register with the available SNPN identified by a PLMN ID and NID for which the UE has SUPI and credentials (i.e. the UE's Home SNPN).
-	UE selects an available SNPN, which broadcasts “access using Home SP credentials is supported” indication and an SNPN ID contained in the user-controlled list
-	UE selects an available SNPN which broadcasts “access using Home SP credentials is supported” indication and an SNPN ID or HSPGID contained in the Home SP-controlled list
-	If no SNPN has been found based on the above, then the automatic selection procedure stops. The user may proceed with manual network selection.
-	For manual SNPN selection the UE presents all available SNPNs, which broadcast the “access using Home SP credentials is supported” indication.
Editor's note:	This clause will capture conclusions for Key Issue #1.
<<< End of changes >>>
3GPP
SA WG2 TD

image1.png
SIB broadcast:
SNPN supports
Home SP Group 1

* SIB broadcast:
SNPN supports
Home SP Group 1 and 2

SNPN A
SNPN B SNPN C SNPN D
SNPN E

Home SP Group 1

Home SP Group 2




image2.png
Preferred
Home SP Groups

Home SP provisions list of preferred Home SP Group IDs (HSPGID)




