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Abstract of the contribution: This contribution proposes solution for providing the parameters to setup a secure PC5 link between the Remote UE and Relay UE for L3 UE-to-NW relay option of Key Issue#3. 

1. Discussion
In Sol#6, Layer-3 UE-to-Network Relay, for KI#3 in TR 23.752, it is described that the Remote UE establishes a connection for One-to-one ProSe Direct Communication with Relay UE using the Rel-16 V2X procedures as described in TS 23.287 [5]. 
In Rel-16 NR V2X, the mechanism used for PC5 key derivation is defined in TS 33.536, allowing the upper layer security association or prior security associations to be used. Given its flexible framework, a dynamic security establishment procedure can be utilized at upper layer to provide the parameters for the secure PC5 relay link setup, e.g. that involves the signalling with a core network entity.
LTE ProSe has already defined a dynamic security establishment procedure for secure PC5 link setup for L3 relay operation, using ProSe Function and PKMF (user-plane based), as described in clause 6.7 of TS 33.303. We think that similar solution can be adopted in 5G ProSe, with the scheme in TS 33.536, to support a secure PC5 link establishment for L3 UE-to-NW relay. 
2. Text Proposal
It is proposed to document the text below as a solution to provide parameters to the Remote UE and Relay UE for secure PC5 link setup in L3 relay operation for Key Issue #3 in TR 23.752. 
>>>>Start Changes<<<<
[bookmark: _Toc26516362][bookmark: _Toc43388407][bookmark: _Toc43735638][bookmark: _Toc43994211][bookmark: _Toc26516363]6.x	Solution #x: Secure PC5 link setup for L3 UE-to-NW relay
[bookmark: _Toc43388408][bookmark: _Toc43735639][bookmark: _Toc43994212]6.x.1	General Description
This solution provides the procedures to provide parameters to the Remote UE and Relay UE for secure PC5 link setup in L3 UE-to-NW relay operation for Key Issue #3.
Editor's note:	The procedure details have to be confirmed with SA3 WG.
6.x.2	Procedures


Figure 6.x.1-1. Secure PC5 link establishment procedure for L3 UE-to-network relay
0a-d. The Remote UE and the UE-to-network (U2N) relay get the discovery parameters and Prose Key management function (PKMF) address from the 5G DDNMF and the discovery security material from the PKMF respectively.
1a. The Remote UE sends a Prose Remote User Key (PRUK) Request message to the PKMF of the UE-to-network relay. 
1b. The ProSe Key Management Function checks that the Remote UE is authorised to receive UE-to-network Relay service. If the Remote UE is authorised to receive the service, the PKMF sends a PRUK and PRUK ID to the Remote UE.
2. The discovery procedure is performed between the Remote UE and the UE-to-network Relay using the discovery parameters and discovery security material.
3. The Remote UE sends a Direct Communication Request that contain the PRUK ID, Relay Service Code (RSC) of the UE-to-network relay service to the relay UE. 
4a. The UE-to-network relay sends a Key Request message that contains PRUK ID, RSC to the PKMF. 
4b. The PKMF generates Remote UE PC5 link security key parameters and sends a Key Response message including the PC5 security key parameters to the UE-to-network relay.
5a. The UE-to-network relay sends a Direct Security Mode Command message to the Remote UE. This message contains the PC5 link security key parameters. 
5b. The Remote UE derives the PC5 link security using the received parameters and responds with a Direct Security Mode Complete message to the UE-to-network relay.

[bookmark: _Toc43735642][bookmark: _Toc26516365][bookmark: _Toc43388411][bookmark: _Toc43994215]6.x.3	Impacts on services, entities and interfaces
The solution has impacts in the following entities:
Relay UE:
· Support the PKMF address provisioning from 5G DDNMF
· Support the key request procedures with the Remote UE and PKMF
Remote UE:
· Support the PKMF address provisioning from 5G DDNMF
· Support the key request procedures with the Relay UE and PKMF
5G DDNMF:
· Support the PKMF address provisioning to the Remote UE and Relay UE
5G PKMF:
· Support the key provisioning procedures with the Relay UE and Remote UE 
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