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Abstract of the contribution: This paper clarifies that authorizing a remote UE to a UE-NW Relay may be during PC5 discovery or PC5 connection establishment and corrects that relay UE’s AMF does not check remote UE’s SUCI.
Discussion
This paper proposed some update to Sol#47, 

-
Remove the description that the relay UE’s AMF checks the remote UE based on remote UE’s SUCI, because the remote UE’s SUCI is not fully recognized by the relay UE’s AMF.
-
Clarify that authorization may be performed during PC5 discovery or PC5 connection establishment.
Proposal

It is proposed to include the following update to solution#23 in TR 23.752.
* * * Start of change * * * 

6.47
Solution #47: Authorizing a UE to be a 5G UE-to-Network Relay and how to authorize a UE to access 5GC via a 5G UE-to-Network Relay

6.47.1
Description

This is a solution for key issue #3, UE-to-Network Relay and it applies to L3 Relay. The principles are as follows:

-
During registration, the UE gets info if it is authorized to be a Relay. The AMF gets info if another UE can be connected to this UE.

-
During PC5 connection establishment, the Remote UE provides its UE ID to the Relay UE which sends that info to the AMF to get authenticated and authorization:

-
the Relay UE's AMF initiate authentication for the Remote UE towards the Remote UE's AUSF;

-
After the remote UE is authenticated, the Relay UE's AMF initiates authorization check towards the remote UE's UDM if the UE can act as Remote UE and if it can be connected to the Relay UE.

The functionality in this solution is optional as it should not be mandated for public safety use case.
Editor's note:
The authentication and authorization aspects depend also on the study in SA WG3.

6.47.2
Procedures

The connection of a Remote UE via a Relay UE works according to high level steps described in Figure 6.47.2-1. The proposed authorization procedure can be trigged in either UE-to-Network relay discovery phase or PC5 link establishment between the remote UE and the relay UE.
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Figure 6.47.2-1: Authorizing a UE to access 5GC via a 5G UE-to-Network Relay

1.
The Relay UE registers (see TS 23.502 [8] clause 4.2.2.2).


The AMF gets from the UDM the relay authorization info for the Relay UE including the associated remote UE(s).

2.
Remote UE can provide its SUCI in either UE-to-Network relay discovery phase or PC5 connection establishment phase. For example, the remote UE can provide its SUCI in the Solicitation message or in PC5 Direct Communication Request message to the relay UE.

NOTE 1:
How the remote UE discovers the Relay UE is independent of this solution. Discovery can be based on methods defined in TS 23.287 [5] or in other solutions of this TR.

3.
The Relay UE requests authorization for UE-to-Network relaying from its serving AMF and provides the SUCI of the Remote UE.

NOTE 2:
It assumed that UE-to-Network relay authorisation is NAS signalling and it is expected that CT groups specify the stage 3 messages.

4.
Based on info received in step 1, the Relay UE's AMF checks if the UE can act  as a Relay UE. If the authorization fails, the relay UE's AMF informs the relay UE and the PC5 connection is rejected. Otherwise the Relay's UE's AMF continues the procedure.

5-7.
Based on the relay authorization info received in the step 1 or serving PLMN's local policy, the Relay UE's AMF initiate authentication towards the remote UE's AUSF using existing procedures as defined in TS 33.501 [31].


The authentication is signalled transparently via the Relay UE and the AMF serving it. Part of the signalling may be encrypted and can be decrypted by the Remote UE.
NOTE 3:
Security related aspects need to be coordinated with SA WG3.


As a result of the successful authentication of the remote UE, the relay UE's AMF receives the SUPI of the remote UE.

8.
After the remote UE is authenticated, the Relay UE's AMF initiates authorization check by providing both the Relay UE's ID (e.g. SUPI or GPSI) and Remote UE's ID to the UDM of the remote UE.

9.
Remote UE's UDM checks if the Relay UE can act as Relay for the remote UE.

10.
Remote UE's UDM responds to the Relay UE's AMF. If the authorization fails, the relay UE's AMF informs the relay UE and the PC5 connection is rejected. Otherwise the Relay's UE's AMF continues the procedure.

NOTE 4:
The service operation and the point of enforcement for the remote UE's authorization check with the remote UE's UDM can be decided during normative phase. For example, the relay UE's AMF may enforce the authorization after receiving the authorization information and/or Remote's UE subscription data from the remote UE's UDM (via existing Nudm_SDM_Get service operation).

11.
The Relay UE's AMF sends Authorization result to the Relay UE. The Relay UE may forward the authorization result to the remote UE if required, e.g. via the Discovery Response message or Direct Communication Accept message. If the authorization fails, the relay UE shall not respond to the discovery request message or shall reject PC5 connection establishment if the authorization failed. 
NOTE 5: Whether the authorization result needs security protection, e.g. to prevent the relay UE from modifying it, is expected to be addressed by SA WG3.
12.
Procedure continues depending on the L3 procedure, e.g. step 3 in clause 6.6.2 if the authorization is successful.
6.47.3
Impacts on services, entities and interfaces
This solution impacts the following system entities.

Remote UE:

-
Capability to provide SUCI for Relay UE for authorisation.

-
Capability to support the authentication procedure via Relay UE.

Relay UE:

-
Capability to request authorisation for Remote UE identified by SUCI.

-
Capability to relay the authentication procedure towards the Remote UE.

AMF/UDM:

-
Support new service operation Nudm_Check_Authorization or using the exsiting Nudm_SDM_Get. For a UE authorized to be a remote UE, the AMF checks if another UE can act as its Relay for this particular UE.

-
For a UE authorized to be Relay, AMF checks if another UE can act as Remote UE to this Relay.

-
The UDM is provisioned with association between the Remote UE and Relay UE to decide whether the Remote UE is allowed to access via the Relay UE.
* * * End of changes * * * 
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