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Abstract of the contribution:  This contribution discuss the main architecture of the UAS system and propose a conclusion in the TR23.754.
Discussion
For existing solutions to the Key Issues there seems to be a generic architecture how the identification, authentication/authorization and UAV-UAVC association is done, which are as shown in the below figure.
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Figure 1: Generic architecture

The principle for most solutions which are also mostly already covered in the conclusion part of the TR are: 
-
Ahead of being connected to the 3GPP system the UAV is registered with CAA authorities and is assigned a CAA-level UAV-ID that identifies the the UAV for the purpose of the UTM.

- 
The UAV UE is registered/attached in the 3GPP System as specified in existing TS 23.501/TS23.401.

-
The 3GPP systems provides a mechanism for the authentication/authorization procedure between UAV(C) and USS/UTM, which enables the USS/UTM to take information from the 3GPP system into account for the authorization decision.
-
The UAV sends it’s identity (e.g. CAA-Level UAV ID),  which may be transparent to the 3GPP system, to the USS/UTM for authentication/authorization using this procedure. 
-
The 5GS/EPS will check that the UAV UE has a subscription for aerial use before it transfers the authentication/authorization request to the USS/UTM. The information from the 3GPP system, in the authentication/authorization request, include a 3GPP identity/information (e.g. GPSI, IP Address, etc.) to be used by the USS/UTM for further interaction with the 3GPP system regarding the UAV(C).
-
The USS/UTM will have the possibility to send requests to the 3GPP system for dedicated policies (e.g. for the C2 communication) using existing/extended 3GPP functionality. 
-
To handle KI#4 UAV and UAVC tracking existing/extended 3GPP functionality can be used via NEF/SCEF.
-
The interface between the 5GS/EPS and the USS/UTM shall be based on the same principles as used for NEF/SCEF i.e. web-based interfaces. The LS from ACJA (S2-200xxxx) indicates this as the requested/preferred interface type from the USS/UTM organisations.   
-
...
In the existing solutions there exists two 3GPP external interfaces namely between the UAV(C) and the 5GS/EPS and between the 5GC/EPC and the USS/UTM. For the interface between 5GC/EPC and USS/UTM it seems as most solutions base this on the same principles as used for NEF/SCEF which is also the interface requested/preferred by the USS/UTM organisations. For the interface between the UAV(C) and the 5GS/EPS two different interface principles can be seen in the existing solutions, one is based on using NAS to transfer UAV information to/from USS/UTM and the other is based on using the user plane (solution #4) to transfer UAV information to/from USS/UTM. Both principles solve the basic functionality needed for the UAS functionality.  The NAS/Control Plane solution requires additional standardization and implementation for NAS procedures while the User Plane solution do not need any standardization or implementation changes of NAS procedures. For the user plane solution the same principles i.e. request from a UE to an AF in the operator network over UP, are already standardized in 3GPP TS 26.501 see clause 4.1 “Overall Media Architecture” and clause 5.7 “Establishing a Unicast Downlink Media Streaming Session with 5GMSd AF interactions for dynamic policy updates”. The following are proposed for normative work:

1)
Standardize the interface between 5GS/EPS and USS/UTM as a web-based interface (same principles as for NEF/SCEF) including a new AF in the 5GS/EPS. 
A future alternative is to incorporate the new AF functionality (see UFES and UAS AF) into the NEF/SCEF.

2)
For the interface between the UAV(C) and the 5GS/EPS
a)
Standardize a NAS/Control Plane solution e.g. as proposed in solution #5, and

b)
Standardize a User Plane solution (see solution #4) based on the same principles as used in 3GPP TS 26.501 see clause 4.1 “Overall Media Architecture” and clause 5.7 “Establishing a Unicast Downlink Media Streaming Session with 5GMSd AF interactions for dynamic policy updates”.
Proposal

It is proposed to add the following updates to TR 23.754.
* * * Start of First Change * * * *
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* * * Start of Second Change * * * *

7
Evaluation

Editor's note:
This clause will provide a general evaluation of the solutions.

8
Conclusions

Editor's note:
This clause will capture conclusions from the study.

The following principles are applied, as applicable, when developing UAV support in 3GPP:

No commercial relationship is assumed between the 3GPP Network and a USS/UTM, in order to enable an UAS operator to change the serving USS/UTM while remaining with same 3GPP Network subscription, and vice versa.  The 3GPP Network subscription for the UAV cannot be assumed to contain any information about the USS/UTM based on a commercial relationship between the 3GPP Network and the USS/UTM.
The following are proposed for normative work:

1)
Standardize the interface between 5GS/EPS and USS/UTM as a web-based interface (same principles as for NEF/SCEF) including a new AF in the 5GS/EPS. 
A future alternative is to incorporate the new AF functionality (see UFES and UAS AF) into the NEF/SCEF.

2)
For the interface between the UAV(C) and the 5GS/EPS

a)
Standardize a NAS/Control Plane solution e.g. as proposed in solution #5, and

b)
Standardize a User Plane solution (see solution #4) based on the same principles as used in 3GPP TS 26.501 [yy] see clause 4.1 “Overall Media Architecture” and clause 5.7 “Establishing a Unicast Downlink Media Streaming Session with 5GMSd AF interactions for dynamic policy updates”.
Summary of a generic architecture:
For existing solutions to the Key Issues there seems to be a generic architecture how the identification, authentication/authorization and UAV-UAVC association is done, which are as shown in the below figure.
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Figure x: Generic architecture with USS/UTM and 5GC interaction
The principle for most solutions and also partly covered in other conclusions below are: 
-
Ahead of being connected to the 3GPP system the UAV is registered with CAA authorities and is assigned a CAA-level UAV-ID that identifies the the UAV for the purpose of the UTM.
-
The UAV UE is registered/attached in the 3GPP System as specified in existing TS 23.501/TS23.401.
-
The 3GPP systems provides a mechanism for the authentication/authorization procedure between UAV(C) and USS/UTM, which enables the USS/UTM to take information from the 3GPP system into account for the authorization decision.
-
The UAV sends it’s identity (e.g. CAA-Level UAV ID),  which may be transparent to the 3GPP system, to the USS/UTM for authentication/authorization using this procedure. 
-
The 5GS/EPS will check that the UAV UE has a subscription for aerial use before it transfers the authentication/authorization request to the USS/UTM. The information from the 3GPP system, in the authentication/authorization request, include a 3GPP identity/information (e.g. GPSI, IP Address, etc.) to be used by the USS/UTM for further interaction with the 3GPP system regarding the UAV(C).
-
The USS/UTM will have the possibility to send requests to the 3GPP system for dedicated policies (e.g. for the C2 communication) using existing/extended 3GPP functionality. 
-
To handle KI#4 UAV and UAVC tracking existing/extended 3GPP functionality can be used via NEF/SCEF.

-
The interface between the 5GS/EPS and the USS/UTM shall be based on the same principles as used for NEF/SCEF i.e. web-based interfaces. The LS from ACJA (S2-200xxxx) indicates this as the requested/preferred interface type from the USS/UTM organisations.

Key Issue #1:

An UAV is identified by USS/UTM using a CAA-level UAV ID assigned by USS/UTM, and identified by the 3GPP System using a 3GPP UAV ID assigned by the MNO.

Remote ID is given by CAA-level regulations and can be changed during the UAV/USS session and also during a flight mission. Remote Identification support by 3GPP in the scope of this release applies to the UAV, not to UAV Controller. No assumptions are made limiting the type of information on UAV Controller provided via Remote Identification to satisfy regulatory requirements.

Various formats of CAA-level UAV ID must be supported by the UAV to support various geo-specific regulations. At least Serial Number Identification, a CAA-Issued Registration Identifier (aka Session ID), and USS/UTM-Issued UUID shall be supported
 It is assumed that the mechanisms for resolution of CAA Level UAV ID to the USS serving the corresponding UAV, defined outside 3GPP, and available to entities outside the 3GPP system (e.g. the TPAE), are used in the 3GPP system to discover the USS for the UAV.  It may be also possible to use other UAV information (e.g. UAV-provided USS address or FQDN) sent by the UAV to 3GPP system, to be used by the 3GPP System, to discover the USS for the UAV.3GPP system is provided the CAA-level UAV ID by the UAV, and it will provide the CAA-level UAV ID to the UTM/USS when providing authorization  services towards the UTM/USS.
The USS/UTM is made aware of the 3GPP UAV ID of the UAV during procedures of UAV authorization supported by the 3GPP network. . The USS/UTM uses the 3GPP UAV ID to invoke MNO services (e.g. exposure function or location services) or during authorization or authorization revocation. The 3GPP UAV ID is in the format of a GPSI, and at least the External Identifier is supported.

The External Identifier is allocated by the 3GPP network without interaction with the USS/UTM, and must be unique within the geography (e.g. at least country) of the 3GPP network.

Key Issue #2:

An UAV may be authenticated and authorized by USS/UTM with the support of the 3GPP system before connectivity for UAS services (e.g. UAS-USS connectivity for NRID) is enabled. Existing authentication and authorization framework is leveraged as much as possible to minimize the impact on 5GS and EPS system protocols

A UAV includes a CAA-Level UAV identity to the 3GPP system. The 3GPP system determines whether to initiate UAV authentication/authorization based on request from UAV, subscription and local policies. The USS/UTM can revoke such UAV authorization.

NOTE:
The details of how the CAA Level UAV ID is provided (e.g. a specific parameter or a transparent container) will be defined during normative work.

UAV authentication and authorization by USS/UTM is conditional on the UE having performed successfully a primary 3GPP authentication and with Aerial UE function as part of the subscription.

An UAV is authenticated and authorized by USS/UTM using a CAA-level UAV ID. The credentials and related authentication method used by the UAV and UTM/USS are outside of the 3GPP scope.

The 3GPP network shall be informed of the UAV authentication and authorization result and enforce the result accordingly. Upon successful UAV authentication and authorization by USS/UTM, UAV is authorized to establish limited connectivity to communicate with USS/UTM.

A UAV request for user plane connectivity to the 3GPP system for UAV operations (i.e. C2 between a UAV and a networked UAV controller and/or flight authorization request) may also require additional authorization by the UTM/USS.
Other Aspects:

Single PDU session/PDN connection for USS and C2 connectivity, or separate PDU sessions/PDN connections for USS and C2 connectivity are supported. The mechanism that may be used is up to deployment.

The USS/UTM is not assumed to have knowledge of PDU sessions or PDN connections: the USS/UTM authorizes connectivity requests sent from the 3GPP system for a UAV or UAV controller, can revoke such authorization, and can provide information to control such connectivity (e.g. ACL, QoS information, etc.).

The functionality to support authorization of UAV and UAV controller pairing applies to networked UAV Controllers and non-networked UAV controllers that are connected to UAV via internet.

For geofencing, enable both the "direct query from USS" model, the "direct USS subscription" model, and the "area of interest subscription" model.

For geo-caging, both the option of the 3GPP system providing the UAV location to the USS during procedures, and the option where the USS retrieves it on demand, are supported.

Enable a USS UAV discovery mechanism where the USS/UTM query MNO for UAVs served by the MNO in a specific location.

Editor's note:
For NR to be used for UAVs, "aerial features" as defined in TS 36.300 [9] for E-UTRA, must be enabled and RAN work is needed.

* * * End of Change * * * *
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