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Abstract of the contribution:  This contribution proposes update of solution #4 in the TR23.754.
Discussion
In clause 6.4.2.1 Procedure for 5GS step 6 it is clarified the use of network APIs between UAS AF and USS/UTM.
Figure 6.4.2.3-1 UAV and UAVC Association is corrected as step 3 and 5 is between NEF and USS/UTM.
Proposal

It is proposed to do the above updates to solution #4 in TR 23.754.
* * * Start of First Change * * * *

6.4
Solution 4: Solution using User plane for UAV identification and authorization
6.4.1
Introduction

This solution addresses the following Key Issues:

#1
UAV identification:


Both the UAV identity and the 3GPP UAV identity are made available to the UTM/USS.

#2
UAV authorization by UTM:
The solution supplies the UTM/USS with needed information for UAV Authorization.

#3
UAV Controller identification and authorization/authentication:

The procedure describes the identification and authorization of the UAV, but the same principle would also be possible to use for the UAV Controller (UAVC).
#4
UAV and Controller tracking:


The solution enables the UTM/USS to track UE and session related events for the UAV and UAVC via operator provided network APIs.

#5
UAV authorization revocation and (re)authorization:


The solution enables the UTM/USS to use operator provided network API's for (re) authorization and revocation of the UAV.

#6
UAV Controller and UAV association:


The solution support setting up of an association between UAVC and UAV.
#7
User Plane Connectivity for UAVs.
The solution supports the UAV and UTM/USS to set-up a secure e2e connection.

This solution introduces a simple method for the UTM/USS to authorize a UAV and set-up a secure connection for Command and Control between UAV and UTM/USS using the 3GPP network.

The UAV is registered for a service in the UTM/USS and uses a 3GPP network subscription that allows/enables for the UAV to use the MNO services and allows the specific UAV to use the specific UTM/USS.

To enable this, both the requesting UAV (HW/SW) and the mobile subscription used, needs to be authenticated. This way a man in the middle attack can be prevented and it is secured that the UAV is using a correct network subscription.
The solution also supports the UTM/USS to interact with the network operator regarding a specific authorized UAV and UAVC using network APIs independently on the intermediate network scenario (e.g. if NATs are deployed)  and also prevents the need for the corresponding specific UE ID to be pre-provisioned in the UTM/USS.

This solution can, for example, be extended to enable abilities to request specific policies (such as charging and QoS) for certain application dataflows sent from/to the UAV and abilities for the UAV application to request specific network related info, for example related to network coverage etc.

This solution is based on UAV Authentication and Authorization over the user plane and introduces new 3GPP AF, UAS AF. The UAS AF validates that the UAV has a valid UAV subscription and includes relevant UAV subscription information and UAV application information to be sent to the UTM/USS to support the UTM/USS in the Authentication and Authorization of the UAV.
The solution enables both the UAV and UAVC to use a single PDU session (one for each of the UAV and UAVC) for all services (including support for C2 connections etc.).

The C2 connection over the user plane between the UAV and the UTM/USS does not go via UAS AF.
Support for key issue #4 UAV and Controller tracking:

The NEF and the SCEF both offer the MonitoringEvent and the AsSessionWithQoS APIs, which can be used by an application server to track mobility and session related events for a certain UE.

In order to identify the applicable UE the MonitoringEvent API makes use of a subscription identifier (GUTI, MSISDN, ExternalId) and in order to identify the applicable PDU-session/PDN-connection the AsSessionWithQoS API makes use of the corresponding UE IP-address as visible in the core network.

If there is a NAT deployed in between the UE IP address as seen by the application server will be different than the one used in the core network and will not be useful for session identification by the API. By the UAS-AF including information in the Request for UAV A&A sent to the UTM/USS (step 6 in fig 6.4.2.1-1 and step 5 in fig 6.4.2.2-1) about the applicable subscription identity and UE IP address as seen from the core network the UTM/USS will be able to directly call the above mentioned NEF API's for UAV and UAVC tracking purposes.
Support for key issue #5 UAV authorization revocation and (re)authorization:
The NEF and the SCEF both offer the AsSessionWithQoS API which can be used by an application server to activate, modify and revoke policies for specific data flows on a specific PDU-session/PDN-connection.

In analogy with what above is described for Key issue #4 the UAS-AF can provide the UTM/USS with the information needed to use this API for (re)authorization and revocation of data flows used e.g. for C2 communication.

Potential ways of achieving this are:

1).
At PDU-session activation, all traffic except to the UAS-AF will be blocked. This can e.g. be handled using predefined PCC-rules with gate closed.

2).
When the USS has authorized the UAV it will, using the UE-IP-address received from the UAS-AF in the AA-request, request authorization of traffic between the UAV and the USS via the NEF/SCEF before returning the AA-response.

3).
If there is a separate UAVC that controls the UAV, authorize the C2 connection between that UAVC and the UAV via the NEF/SCEF when they have been paired. If already paired during UAV authorization this can be done with step 2).

4).
Authorization for other application level services that shall be allowed from the UAV. This can be triggered from the USS via the NEF/SCEF possibly already in step 2), if allowed access can be determined then or later, if enabled by some other trigger.
6.4.2
Procedure

Figure 6.4.2.1-1 shows a 5GC high-level procedure for UP-based UAV Authentication and Authorization and in figure 6.4.2.2-1 the same principle is shown for an EPC solution. The main difference is that in the EPC solution relevant subscription parameters are added to the Authentication and Authorization request via predefined PCC rules with header enrichments by the PGW as the UAS AF cannot get access to this information in the EPC case.
6.4.2.1
Procedure for 5GS
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Figure 6.4.2.1-1: 5GC UAV Authentication and Authorization

1.
The UAV performs a Registration to the network.

2.
The UAV triggers a PDU Session Establishment.

3.
The UAV triggers request for UAV Operation (C2).

4.
UAV sends request for authentication and authorization to the UAS AF over the user plane, e.g. including UAV identity, UAV application identity, UTM/USS identity (if available), etc.
NOTE 1:
The UAS AF can be reached using a URL belonging to the domain of the MNO from which the destination IP typically is retrieved by the client via DNS. Then traffic going to the UAS AF can be detected by UPF (e.g. Packet routing & forwarding, Packet inspection, User Plane part of policy rule enforcement etc.) using preconfigured IP or hostname (IP may be retrieved from DNS using the hostname). Specific policies (e.g. allow/block) can under control of the PCF be applied to the matching traffic based on subscription date (UAV, UAVC, neither).
5.
The UAS AF can get the relevant subscription information from PCF or UDM with support from existing BSF functionality.

6.
UAS AF checks if the UAV has a valid aerial subscription based on the subscription information received from UDM. If the check is successful, the UAS AF based on the UAV information, determines the UTM/USS serving the UAV and triggers A&A request towards the UTM/USS. The UAV may provide a UTM/USS identity as part of the request (see step 4) and the UAS AF stores a predefined list with valid UTM/USS identities including URLs to corresponding requests.
The UAS AF can include information to the UTM/USS needed for further interaction between UTM/USS and 5GS regarding the PDU session using network APIs e.g. for requesting dedicated policies, see clause 6.4.2.3, monitoring, reauthorization etc.

The request can contain an indication about the used mobile operator and 3GPP UAV identity. Additionally, it forwards also the UAV specific information received in the UAV request e.g. using HTTPS POST.


If the check is un-successful a response is sent to the UAV rejecting the request.

7.
UTM/UTS checks the request for UAV operation from the UAS AF using the combined information from the UAV and from the UAVs mobile network operator.
NOTE 2:
The UAV information sent to the UTM/USS via the UAS AF is handled in the user plane and on application level. How the UTM/USS verifies the UAV information is done purely on the application level and out of 3GPP scope.

It assumed that the UAS operator has already provided flight path information to the UTM/USS with a procedure which is out of scope of 3GPP.

8.
If the result of the check in step 6 is successful, UTM/USS triggers an accept response to the UAS AF. The response can include UAV application specific information which may e.g. include a token to be included for authentication reasons in succeeding application content interactions.


If the check is un-successful a response is sent to the UAS AF rejecting the request.9.
The UAS AF forwards the response from the UTM/USS to the UAV as a response to the request in step 4.

10.
UAV triggers a set-up of a secure connection to UTM/USS e.g. using the token received in step 9.
NOTE 3:
As an example, secure web-socket, gRPC, etc. can be used to establish a secure connection which is outside the scope of 3GPP.
11.
After step 9 UAV Operation can be handled over the secure connection between UAV and UTM/USS.

6.4.2.2
Procedure for EPS
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Figure 6.4.2.2-1: EPC UAV Authentication and Authorization

1.
The UAV performs an Attach and a PDN connection activation. As the UAV has a subscription indicating UAV capability the PCRF generates a PCC rule indicating UAV application and header enrichment policy.

2.
The UAV triggers request for UAV Operation (C2).

3.
UAV sends a request for UAV authentication and authorization to the UAS AF which can be e.g. a HTTP POST including application identity, UAV identity, etc.

4.
PGW detects the UAV application traffic and triggers e.g. header enrichment and adds UAV subscription information.

NOTE 1:
The UAS AF can be reached using a URL belonging to the domain of the MNO from which the destination IP typically is retrieved by the client via DNS. Then traffic going to the UAS AF can be detected by PCEF/DPI using preconfigured IP or hostname (IP may be retrieved from DNS using the hostname). Specific policies (e.g. allow/block) can under control of the PCF be applied to the matching traffic based on subscription date (UAV, UAVC, neither).

5.
UAS AF checks if the UAV has a valid aerial subscription based on the subscription information received from the PGW.


If the check is successful, the UAS AF based on the application identity, looks up the corresponding UAV application URL and triggers a request towards the UTM/USS e.g. using HTTPS POST. If the check is unsuccessful a response is sent to the UAV rejecting the request. The UAS AF can include information to the UTM/USS needed for further interaction between UTM/USS using network APIs and EPS regarding the PDU session, e.g. for requesting dedicated policies, see clause 6.4.2.3, monitoring, etc.

6.
UTM/UTS checks the request for UAV operation from the UAV.

NOTE 2:
The UAV information sent to the UTM/USS via the UAS AF is handled in the user plane and on application level. How the UTM/USS verifies the UAV information is done purely on the application level and out of 3GPP scope.

7.
If the check in step 6 is successful, UTM/USS triggers a accept response to UAS AF acknowledging the request including an application specific information. This information may e.g. include a token to be included for use in succeeding application content interactions.


If the check is un-successful a response is sent to the UAV rejecting the request.

8.
The UAS AF sends the response the UAV.

9.
UAV triggers a set-up of a secure connection to UTM/USS e.g. using the token received in step 8.

10.
After step 9 UAV Operation can be handled over the secure connection between UAV and UTM/USS.

6.4.2.3
Procedure for UAVC and UAV Association

Below procedure shows how an association is set-up between the UAV and UAVC including setting up policies requested by USS/UTM for C2. This principle can also be used to set-up user plane for C2 between UAV and USS.
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Figure 6.4.2.3-1 UAV and UAVC Association

In figure 6.4.2.3-1 the procedure is shown as both UAV and UAVC would be registered with the same operator. If the UAV and UAVC are registered with different operators' steps 1a), 1b) and steps 3) to 6) will be performed in respective operators' network.

1a.
UAV performs registration, A&A and set-up a secure connection between UAV and UTM/USS, see clauses 6.4.2.1 and 6.4.2.2.

1b.
UAVC performs registration, A&A and set-up a secure connection between UAV and UTM/USS, see clauses 6.4.2.1 and 6.4.2.2.

2.
UAS or UTM/USS request a set-up of an association for C2 between UAV and UAVC which is handled over the secure connection established in step 1a and 1b i.e. handled over the user plane in the application layer and out of 3GPP scope. Step 2 may include multiple interactions between the USS and the UAV/UAVC and may continue also after steps 3-5 in figure so that the USS can acknowledge a successful "pairing" after the policy has been successfully applied in the user-plane.

3.
The UTM/USS sends a request for dedicated policy for the C2 communication to NEF, see step 2. The 5GC/EPC can in the "Request A&A for UAV Control" (see step 6 in clause 6.4.2.1 and step 5 in clause 6.4.2.2) include information (e.g. IP address, GPSI etc.) to UTM/USS for further interaction with the 5GC/EPC using network APIs. The UTM/USS can than directly via NEF request specific policies using existing functionality via N33.

4.
The policy requested by UTM/USS is set-up by the CN.

5.
The NEF sends a response to the UTM/USS for the policy request.

6.
The user plane is set-up with requested policies for C2 between UAV and UAVC.

6.4.3
Impacts on services, entities and interfaces

The solution has the following impacts on existing entities:

-
UDM/HSS:

-
Additional subscription information related to the UAV.

-
PGW/PCRF:

-
Define predefined policy rules.

-
AMF:

-
Handle subscription information for UAV.

-
new AF added for providing 3GPP UAS related function.

* * * End of Change * * * *
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