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Abstract: This contribution introduces two updates on authorization for Indirect Network Communication.
1. Introduction/Discussion
This paper proposes the following update to Solution 30 in order to have a better understanding of this solution.
· Remove KI#8 from solution 30 in the mapping table, since this solution is not much relevant to KI#8.
· Remove the relevant description on L3 Relay, since this solution applies to L2 Relay.
· Due to ID privacy, it is proposed to use the SUCI rather than SUPI to indicate the Remote UE ID. Also, Upper layers User Info is not a suitable ID since CN may not recognize Upper layers User Info. 
· Provide more details in the procedures in step 3 for a clearer description.
· Authorization of Relay UE and Remote UE can be based on the service granularity.
2. Text Proposal
It is proposed to capture the following changes vs. TR 23.752.
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[bookmark: _Toc50130659][bookmark: _Toc50133973][bookmark: _Toc50134313][bookmark: _Toc50557265][bookmark: _Toc50548946]6.30	Solution #30: Authorization of UE-to-Network Relay UE and Remote UE
[bookmark: _Toc50130660][bookmark: _Toc50133974][bookmark: _Toc50134314][bookmark: _Toc50557266][bookmark: _Toc50548947]6.30.1	Description
This solution applies to Key Issue 3 on authorization for Indirect 3GPP Communication, specifically on how to authorize a UE to access 5GC via a 5G UE-to-Network Relay. In this solution, the core network performs authorization functions when a Remote UE is accessing to the network via a specific UE-to-Network Relay UE. This solution is used for Layer 2 UE-to-Network Relay.
[bookmark: _Toc50130661][bookmark: _Toc50133975][bookmark: _Toc50134315][bookmark: _Toc50557267][bookmark: _Toc50548948]6.30.2	Procedures
0.	UE performs the Registration and gets the service authorization parameters. This step  can reuse the step 0a and step 0b in Solution #6, or the step 0 and step 1 in Solution #7.
1.	Relay discovery and selection. This step  can reuse the step 2 in Solution #6 (see clause 6.6.2), or the step 2 and step 3 in Solution #7 (see clause 6.7.2). Using restricted discovery with Relay Service Code can achieve a certain level of authorization.
2.	The Remote UE sends communication request to the Relay UE. This step  can reuse the step 3 in Solution #6, or step 4 in Solution #7. The Remote UE provides its SUCI in the request message.
3.	The Relay UE, after receiving the communication request from the Remote UE, sends an authorization request to its AMFthe CN NF (AMF or PCF). Relay UE may use NAS message, such as service request message or registration message, to send the authorization request. The SUCI of Remote UE is in the authorization request message. If the relay service related information is used in step 1, then the Relay UE may provide it in the request message.
4.	Based on the authorization information in step 0, the Relay UE’s AMF checks whether the Relay UE is authorized to provide the Relay service. If authorized, the Relay UE’s AMF performs the procedure of authentication of the Remote UE. Otherwise, the Relay UE’s AMF performs step 7 by responding to the Relay UE with an authorization failure indication.
5.	If authorization is performed by the PCF, the Relay UE’s AMF transfers the authorization request to the AM PCF. The AM PCFCN NF will check if the Remote UE is authorized to access 5GC via the Relay UE and indicate the result of the authorization check to the Relay UE. The AM PCFCN NF may check the authorization based on subscription data of the Relay UE, such as list of Remote UEs allowed to use this Relay UE's service. The Remote UE ID and the Relay UE ID are included in the Relay authorization check request message. The UE ID can be same as Remote User ID in Solution#6, such as Upper layers User InfoGPSI or SUPI.
6.	The Relay UE’s PCF responds to the Relay UE’s AMF with the authorization result.
7.	The Relay UE’s AMF responds to the Relay UE with the authorization result.
48.	The Relay UE sends the communication response message to the Remote UE, and may indicate the authorization result.
59.	Other steps are performed, such as step 4-5 in procedure of Solution #6, orincluding step 76-9 in the procedure of Solution #7.



Figure 6.30.2-1: Authorization of UE-to-Network Relay UE and Remote UE
[bookmark: _Toc50130662][bookmark: _Toc50133976][bookmark: _Toc50134316][bookmark: _Toc50557268][bookmark: _Toc50548949]6.30.3	Impacts on services, entities and interfaces
[bookmark: _GoBack]The solution has impacts in the following entities:
Relay UE:
-	Needs to support procedures for authorization.
AMF/PCF:
-	Needs to support procedures for authorization.
* * * * End of changes * * * *
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