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Abstract of the contribution: Update Solution#44 to maintain the consistency of UE subscription data between SNPN UDM and AAA-Server when UE subscription data in AAA-Server is changed.
1. Discussion
Sol#44 is one of the solutions in TR 23700-07 which enhance 5GS to support SNPN with credentials owned by AAA-Server which is a separate entity from the SNPN. In Sol#44, it is proposed that AAA-Server provision UE subscription data to SNPN UDM during registration procedure when the primary authentication and authorization at AAA-Server succeeds.
However, UE subscription data in AAA-Server may be changed after AAA-Server has provisioned UE subscription data to SNPN UDM. In this case, the consistency of UE subscription data between SNPN UDM and AAA-Server needs to be maintained. Thus, it is proposed that AAA-Server could record the SNPN for which AAA-Server has provisioned UE subscription data, and update UE subscription data in corresponding SNPN UDM when UE subscription data in AAA-Server is changed.
2. Proposal

It is proposed to include the following modifications into TR 23.700-07.
* * * * Start of Changes * * * *
6.44
Solution #44: UE external subscription data management in the SNPN
6.44.1
Introduction

In the case, it is to address how the SNPN to obtain the UE's subscription data owned by 3rd party (e.g., AAA-Server). Due to business requirement or other reason, the 3rd party has an agreement with the SNPN that can store/manage the UE's subscription data locally in SNPN UDM so that the necessary procedures (e.g., registration procedure, PDU session management procedure, etc.) can be completed with the UE's subscription data.

The subscription data includes:

-
session related subscription data

-
access and mobility subscription data

-
slice related and others

The assumptions are following:

-
the 3rd party has an agreement with SNPN to store/manage the 3rd party UE's subscription data locally

-
the 3rd party reformats the subscription data to fit the SNPN UDM based on the agreement.

NOTE:
3rd party can provide the subscription data that may include the slice information fit for the SNPN based on agreement if needed.

-
the security parameters are not sent to SNPN so that the authentication and authorization between SNPN and the 3rd party is not impacted.

-
There is one preconfigured UDM in the SNPN which handle the external UE subscription data, when there are multiple UDMs in the serving SNPN.

6.44.2
Functional Description

Figure 6.44.2.2-1, it describes overview of the architecture.
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Figure 6.44.2.2 -1 architecture for UE external subscription data exchange between UDM and AAA-Server

New potential interface:

-
Interface Y1: between UDM and AAA-Server

NOTE:
it is also possible to exchange the subscription data between UDM and AAA-Server via AUSF, or other 3GPP function defined in future.

6.44.3
Procedures
The figure 6.44.3-1 below shows a high-level flow how to enable the SNPN to obtain UE external subscription data.
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Figure 6.44.3-1: High-level flow for UE external subscription exchange between serving SNPN and AAA-Server
The general procedure is described as following:

1.
3rd party UE turns on and initiates registration request to the SNPN AMF via AN, including UE ID

2.
AMF triggers to perform external authentication and authorization between UE and 3rd party AAA-server.
NOTE:
external authentication and authorization is in scope of SA3.
3.
Once the authentication and authorization is success, AAA-Server determines whether to send the UE subscription data to the SNPN UDM via based on the 3rd party policy/service agreement with the SNPN, including UE ID, and subscription data, e.g., session management subscription data, access and mobility subscription data, etc.


Since 3rd party has the service agreement with other networks (e.g., SNPN), it could create and maintain a set of subscription data that is suitable for the network in advance or on demand.
4.
3rd party AAA-Server sends the UE's subscription to SNPN UDM, including UE ID, subscription data.
5.
UDM determines if accept and store the UE's subscription to the UDR when receiving the request from 3rd party AAA-Server based on local policy and the agreement between SNPN and the 3rd party.
6.
UDM feedbacks the result to 3rd party AAA-Server. 3rd party AAA-Server records the SNPN for which AAA-Server has provisioned UE subscription data.
7.
SNPN completes the registration procedure.
8.
If the UE subscription data in 3rd party AAA-Server is changed, and 3rd party AAA-Server has provisioned UE subscription data to SNPN UDM before UE subscription data is changed, 3rd party AAA-Server sends the updated UE subscription data to corresponding SNPN UDM.

9.
UDM feedbacks the result to 3rd party AAA-Server.
Editor's note:
It is FFS whether all NFs which interacts with the UDM (e.g. AMFs, SMFs, PCFs, etc) are locally configured with the specific UDM ID serving the subscriptions from external entities (also in case of multiple 3rd party SPs if multiple dedicated UDMs are needed), or the NRF is enhanced to select the specific UDM(s).
6.44.4
Impacts on services, entities and interfaces

Editor's note:
This clause lists impacts to services, entities and interfaces.
* * * * End of Changes * * * *
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