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1
Overall description
As part of the study on enhanced support of non-public networks (FS_eNPN), SA2 is working on Key Issue #4 (UE onboarding and remote provisioning) and has already documented some solutions for this key issue in TR 23.700-07.
During SA2#140e meeting, some principles for UE onboarding were agreed as interim conclusions (TR 23.700-07 clause 8.4), one of which is the following: 
The NG-RAN of the Onboarding network includes information in the SIB so that the UE can discover and select an appropriate O-SNPN.
Some solutions in the TR propose to broadcast a single bit SIB indication ‘UE onboarding supported’ based on which the UE can select a network that supports Onboarding.
Solution 29 proposes to broadcast a temporary Network Identifier/Network readable name for Onboarding which is configured in the Onboarding Network and the UE is provisioned with the same temporary Network Identifier/Network readable name for Onboarding. As indicated in solution 29, the benefit of the temporary Network Identifier/Network readable name for Onboarding would be that, compared to a network that only broadcasts a single "Onboarding Supported" indication, it minimizes the chances that a UE will attempt to onboard with a rogue network. It is noted that solution 29 requires pre-configuration in the device that is specific to the Onboarding Network. Also, in SA2 there is no consensus that the use of pre-configured identifier fully addresses the security concern.
Several companies in SA2 believe that it is in SA3 scope whether the UE needs to be able to authenticate the Onboarding Network in order to avoid the UE being tricked into registering for onboarding with a rogue network. It is noted that in some onboarding scenarios the device may not have any pre-configuration that is specific to the Onboarding Network.
SA2 kindly asks SA3 for feedback on this issue.
2
Actions
To SA3
ACTION: 
SA2 would like to kindly ask SA3 to address the above request and to inform SA2 accordingly.
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