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Abstract: This contribution evaluates the solutions for KI#6 and proposes the conclusion for KI#6.
1. Discussion
In TR 23.754 V0.3.0, there is a total of 5 solutions that address KI#6, the association (or “pairing”) between UAV and UAV controller. (There are two other solutions, Solution #2 and Solution #27, that also mention addressing KI#6 but don’t provide related procedures. So they are not included in the analysis here.)
Table 1 below provides high-level summaries of these solutions, and evaluations from two major perspectives: whether they fulfil the pairing authorization requirement and the impacts on the existing system/procedures.
	Solution#
	Summary of the solution
	Evaluations/Impacts

	Solution #4
	Pairing is handled over UP between the UAV/UAV-C and the USS/UTM. The details are out of 3GPP scope.
	There is no impact on the existing NFs or procedures as the pairing is handled over UP and out of 3GPP scope. 
However, it is not clear how the 3GPP system is made aware of the pairing authorization results as required by the architecture assumptions in 4.2. 

	Solution #5
	5GS: Pairting authorization is performed either using a separate UAV Operation Request/Accept procedure (Option 1, Step 13), or combined in the secondary authentication procedure during the PDU Session establishment procedure (Option 2, Step 14).
EPS: Pairing authorization is performed during the PDN connection establishment procedure, similar to secondary authentication. The necessary parameters are carried in extended PCO.  

	The pairing authorization functionality is fully covered for both 5GS and EPS.
The use of secondary authentication procedure reuses the existing procedure and minimizes the impact to the 5GS. However, to introduce a similar procedure in EPS may require extra standard work.

	Solution #20
	Pairing is authorized using secondary authentication procedure during the PDU Session establishment procedure.
	The pairing authorization functionality is covered for 5GS but it’s not clear if it works EPS.
The use of secondary authentication procedure reuses the existing procedure and minimizes the impact to the 5GS.


	Solution #21
	Pairing is initiated by the UAV/UAV-C using application layer signaling (out of 3GPP scope), and the USS/UTM notifies the 3GPP system of association authorization result using CP-based procedures.
	The pairing authorization functionality is fully covered for both 5GS and EPS. 
The authorization result notification procedure may utilize NEF service.


	Solution #23
	5GS: Pairing is authorized using secondary authentication procedure during the PDU Session establishment procedure.
EPS: Pairing authorization is performed during the PDN connection establishment procedure, similar to secondary authentication. The necessary parameters are carried in extended PCO.
	The pairing authorization functionality is fully covered for both 5GS and EPS.
The use of secondary authentication procedure reuses the existing procedure and minimizes the impact to the 5GS. However, to introduce a similar procedure in EPS may require extra standard work.



Table 1: Evaluation and impacts of KI#6 solutions
Most of the solutions, except Solution #4, are based on CP procedures. And most of the CP-based solutions try to use the existing secondary authentication procedure for both 5GS and EPS. Based on this observation, we propose that the way-forward for KI#6 solution should be CP-based and try to reuse the existing procedure.
Proposal 1:	The way-forward for KI#6 solution should be CP-based and try to reuse the existing procedure.

	Solution#
	Input parameters
	Authorization result information

	Solution #4
	Not specified
	Not specified.

	Solution #5
	CAA-level ID, Flight Authorisation ID, UAV Location, GPSI, etc.
	New CAA-level-ID,
Authorizaiton Data: authorized area & time, authorized operations on PDU sessions, etc.

	Solution #20
	UAV UE ID
	Counter-party UE ID

	Solution #21
	Peer device CAA-level ID
	New CAA-level IDs for both UAV and UAV-C

	Solution #23
	CAA-leve ID, external identifier
	Authorization of UAV and UAV controller pairing

	
	
	



Table 2: Input and output parameters of UAV/UAV-C pairing authorization
Both Solution #5 and Solution #21 propose that as the result of the pairing authorization, the USS/UTM may assign new CAA-level IDs to the UAV and UAV-C. In our understanding, this is very necessary because CAA-level IDs may be in the form of a temporary identifier that USS/UTM assigns dynamically when UAV is authorized to operate. 
Proposal 2: If the association request is successfully authorized, the USS/UTM may allocate new CAA-level temporary identifiers for the UAV and UAV-C. The new CAA-level UAV IDs of UAV and networked UAV-C should be made known to the 3GPP system at any time upon a successful authorization to operate is granted by USS/UTM.

2. Proposal
It is proposed to adopt the following changes in TR 23.754.
* * * * First Change * * * *

[bookmark: _Toc510607505][bookmark: _Toc28869885][bookmark: _Toc30008184][bookmark: _Toc31035885][bookmark: _Toc31037030][bookmark: _Toc43132136][bookmark: _Toc43193048][bookmark: _Toc44584072][bookmark: _Toc44584221][bookmark: _Toc50481936]7	Evaluation
Editor's note:	This clause will provide a general evaluation of the solutions.

[bookmark: _Toc44584095][bookmark: _Toc44583946] 7.X	Key Issue 6: UAV Controller and UAV association
Table 1 below provides high-level summaries of KI#6 solutions, and evaluations from two major perspectives: whether they fulfil the pairing authorization requirement and the impacts on the existing system/procedures.
	Solution#
	Summary of the solution
	Evaluations/Impacts

	Solution #4
	Pairing is handled over UP between the UAV/UAV-C and the USS/UTM. The details are out of 3GPP scope.
	There is no impact on the existing NFs or procedures as the pairing is handled over UP and out of 3GPP scope. 
However, it is not clear how the 3GPP system is made aware of the pairing authorization results as required by the architecture assumptions in 4.2. 

	Solution #5
	5GS: Pairting authorization is performed either using a separate UAV Operation Request/Accept procedure (Option 1, Step 13), or combined in the secondary authentication procedure during the PDU Session establishment procedure (Option 2, Step 14).
EPS: Pairing authorization is performed during the PDN connection establishment procedure, similar to secondary authentication. The necessary parameters are carried in extended PCO.  

	The pairing authorization functionality is fully covered for both 5GS and EPS.
The use of secondary authentication procedure reuses the existing procedure and minimizes the impact to the 5GS. However, to introduce a similar procedure in EPS may require extra standard work.

	Solution #20
	Pairing is authorized using secondary authentication procedure during the PDU Session establishment procedure.
	The pairing authorization functionality is covered for 5GS but it’s not clear if it works EPS.
The use of secondary authentication procedure reuses the existing procedure and minimizes the impact to the 5GS.


	Solution #21
	Pairing is initiated by the UAV/UAV-C using application layer signaling (out of 3GPP scope), and the USS/UTM notifies the 3GPP system of association authorization result using CP-based procedures.
	The pairing authorization functionality is fully covered for both 5GS and EPS. 
The authorization result notification procedure may utilize NEF service.


	Solution #23
	5GS: Pairing is authorized using secondary authentication procedure during the PDU Session establishment procedure.
EPS: Pairing authorization is performed during the PDN connection establishment procedure, similar to secondary authentication. The necessary parameters are carried in extended PCO.
	The pairing authorization functionality is fully covered for both 5GS and EPS.
The use of secondary authentication procedure reuses the existing procedure and minimizes the impact to the 5GS. However, to introduce a similar procedure in EPS may require extra standard work.



Table 1: Evaluation and impacts of KI#6 solutions


* * * * Second Change * * * *
[bookmark: _Toc510607506][bookmark: _Toc28869886][bookmark: _Toc30008185][bookmark: _Toc31035886][bookmark: _Toc31037031][bookmark: _Toc43132137][bookmark: _Toc43193049][bookmark: _Toc44584073][bookmark: _Toc44584222][bookmark: _Toc50481937]8	Conclusions
Editor's note:	This clause will capture conclusions from the study.
The following principles are applied, as applicable, when developing UAV support in 3GPP:
No commercial relationship is assumed between the 3GPP Network and a USS/UTM, in order to enable an UAS operator to change the serving USS/UTM while remaining with same 3GPP Network subscription, and vice versa.  The 3GPP Network subscription for the UAV cannot be assumed to contain any information about the USS/UTM based on a commercial relationship between the 3GPP Network and the USS/UTM.
Key Issue #1:
An UAV is identified by USS/UTM using a CAA-level UAV ID assigned by USS/UTM, and identified by the 3GPP System using a 3GPP UAV ID assigned by the MNO.
The CAA-level UAV ID is used for Remote ID functionality (network or broadcast remote ID). Remote Identification support by 3GPP in the scope of this release applies to the UAV, not to UAV Controller. No assumptions are made limiting the type of information on UAV Controller provided via Remote Identification to satisfy regulatory requirements.
Various formats of CAA-level UAV ID must be supported by the UAV to support various geo-specific regulations. At least Serial Number Identification, a CAA-Issued Registration Identifier (aka Session ID), and USS/UTM-Issued UUID shall be supported
[bookmark: _Hlk49415445] It is assumed that the mechanisms for resolution of CAA Level UAV ID to the USS serving the corresponding UAV, defined outside 3GPP, and available to entities outside the 3GPP system (e.g. the TPAE), are used in the 3GPP system to discover the USS for the UAV.  It may be also possible to use other UAV information (e.g. UAV-provided USS address or FQDN) sent by the UAV to 3GPP system, to be used by the 3GPP System, to discover the USS for the UAV.3GPP system is provided the CAA-level UAV ID by the UAV, and it may provide the CAA-level UAV ID to the UTM/USS when providing MNO services towards the UTM/USS.
The USS/UTM is made aware of the 3GPP UAV ID of the UAV during procedures of UAV authorization supported by the 3GPP network. . The USS/UTM uses the 3GPP UAV ID to invoke MNO services (e.g. exposure function or location services) or during authorization or authorization revocation. The 3GPP UAV ID is in the format of a GPSI, and at least the External Identifier is supported.
The External Identifier is allocated by the 3GPP network without interaction with the USS/UTM, and must be unique within the geography (e.g. at least country) of the 3GPP network.
Key Issue #2:
An UAV may be authenticated and authorized by USS/UTM with the support of the 3GPP system before connectivity for UAS services (e.g. UAS-USS connectivity for NRID) is enabled. Existing authentication and authorization framework is leveraged as much as possible to minimize the impact on 5GS and EPS system protocols
A UAV includes a CAA Level UAV identity to the 3GPP system. The 3GPP system determines whether to initiate UAV authentication/authorization based on request from UAV, subscription, local policies, and results of previous authentication/authorization. The USS/UTM can revoke such UAV authorization.
NOTE:	The details of how the CAA Level UAV ID is provided (e.g. a specific parameter or a transparent container) will be defined during normative work.
UAV authentication and authorization by USS/UTM is conditional on the UE having performed successfully a primary 3GPP authentication and with Aerial UE function as part of the subscription.
An UAV is authenticated and authorized by USS/UTM using a CAA-level UAV ID. The credentials and related authentication method used by the UAV and UTM/USS are outside of the 3GPP scope.
The 3GPP network shall be informed of the UAV authentication and authorization result and enforce the result accordingly. Upon successful UAV authentication and authorization by USS/UTM, UAV is authorized to establish limited connectivity to communicate with USS/UTM.
[bookmark: _Hlk49512571]A UAV request for user plane connectivity to the 3GPP system for UAV operations (i.e. C2 between a UAV and a networked UAV controller and/or flight authorization request) may also require additional authorization by the UTM/USS.
Key Issue #6:
The pairing authorization procedure is based on Secondary PDU Session authentication procedure as described in Solution #5 and Solution #23. Additionally, the following principles are agreed:
The UAV should be successfully authenticated and authorized by both the 3GPP system and the UTM/USS before the association request can be initiated.
The association between the UAV and the networked UAV-C should be authorized by the USS/UTM and the authorization result should be made known to the 3GPP system.
The 3GPP system should enable a UAV to receive a new CAA-level UAV identifier from USS/UTM upon a successful pairing authorization.


Other Aspects:
Single PDU session/PDN connection for USS and C2 connectivity, and separate PDU sessions/PDN connections for USS and C2 connectivity are supported. The mechanism that may be used is up to deployment.
The USS/UTM is not assumed to have knowledge of PDU sessions or PDN connections: the USS/UTM authorizes connectivity requests sent from the 3GPP system for a UAV or UAV controller, can revoke such authorization, and can provide information to control such connectivity (e.g. ACL, QoS information, etc.).
The functionality to support authorization of UAV and UAV controller pairing applies to networked UAV Controllers and non-networked UAV controllers that are connected to UAV via internet.
For geofencing, enable both the "direct query from USS" model, the "direct USS subscription" model, and the "area of interest subscription" model.
For geo-caging, both the option of the 3GPP system providing the UAV location to the USS during procedures, and the option where the USS retrieves it on demand, are supported.
Enable a USS UAV discovery mechanism where the USS/UTM query MNO for UAVs served by the MNO in a specific location.
Editor's note:	For NR to be used for UAVs, "aerial features" as defined in TS 36.300 [9] for E-UTRA, must be enabled and RAN work is needed.



* * * * End of Change * * * *
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