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Abstract of the contribution: this paper proposes to update solution #5 to clarify UTM triggered re-authentication and re-authorization case.
Discussion
[bookmark: OLE_LINK9][bookmark: OLE_LINK10]Based on the description in clause 6.5.2.2, the 3GPP CN triggers UUAA based subscription. Because the UTM may trigger re-authentication and re-authorization procedure, especially in case the UUAA failure case, it is proposed to add a new case for 3GPP CN triggers UUAA, i.e. re-authentication and re-authorization request is received from UTM.
As described in clause 6.5.2.2, if UUAA failure and the network keeps the UAV registered, the network should not allow the UAV to establish connectivity for any DNN/APN associated with UAVs services (e.g. for UAV-USS connectivity of for C2 connectivity between a UAV and a UAVC). But when does the network allow the connectivity is not described, so it is proposed to clarify that it is allowed after the UTM triggered re-authentication and re-authorization is success.
For the procedure in clause 6.5.3.1.2, in step 3, it is not clear how does the UFES identify the AMF serving the UAV. Because the UDM stores the serving AMF of UE, in order to avoid UFES to store the redundant information, it is proposed to reuse the existing Nudm_UECM_Get service operation for UFES to obtain the serving AMF of UAV from UDM.
Proposal
It is proposed to update solution #5.
First change
[bookmark: _Toc43132024][bookmark: _Toc43192936][bookmark: _Toc44583966][bookmark: _Toc44584115][bookmark: _Toc50481778]6.5.2.2	Overview of the Solution
In order to address the various aspects of authentication and authorization of UAS in the 3GPP system, the solution introduces the following building blocks:
1.	UAS operator (i.e. the owner of the UAS) performs a procedure to register the UAS with the UTM/USS. 3GPP does not focus on the detail of this procedure. It is assumed that the registrant provides aviation-level information (e.g. UAV Serial Number, pilot information, UAS operator, etc.), whose content is dependent on the CAA and specific geography. This procedure may happen offline or via 3GPP Internet connectivity. During this step, the UAV is assigned a CAA-Level UAV ID. USS may or may not be involved.
2.	UAS operator may perform a procedure to request a flight authorization for a UAV with a UTM/USS. This procedure is out of scope of SA2.
3.	UE primary authentication: the UAV is authenticated by the 3GPP system using the MNO credentials.
4.	USS UAV Authorization/Authentication (UUAA):
-	a UAV 3GPP authentication/authorization may be performed by the CN when the UAV accesses the 3GPP system, after point 1 and 2 above are executed,  to ensure the UAV has successfully registered with USS/UTM and has therefore been authorized for operations by USS/UTM.
-	The UUUA UUAA is triggered by the 3GPP CN based on subscription and local policies or the request of UAV re-authorization/re-authentication is received from UTM, the final decision to authorize the UAV is made by the USS/UTM, and the CN receives confirmation of the authorization from USS/UTM.
-	If the UUAA fails, the network may keep the UAV registered in the 3GPP system, or perform a de-registration procedure to deregister it, based on the network policy.
-	If the network keeps the UAV registered, the network should not allow the UAV to establish connectivity for any DNN/APN associated with UAVs services (e.g. for UAV-USS connectivity of for C2 connectivity between a UAV and a UAVC) until the UTM triggered UAV re-authorization/re-authentication is success.
-	If the 3GPP CN keeps the UAV registered to the 3GPP system, the indication of UUAA failure will be indicated back to UAV by the 3GPP CN. If the 3GPP CN is to deregister the UAV, the reason for de-registering the UAV is made known to the UAV.
5.	Authorization of UAV and networked UAV controller pairing: the pairing between the UAV and the networked UAV controller for the use of UAV3 may be at least authorized, or even authenticated, by the USS/UTM, and not by the 3GPP system. The authorization/authentication is between the UAV and the USS/UTM, however the results are made known to the CN in order to enable the USS/UTM to enable the connectivity between the UAV and the UAV networked controller.
	The solution supports both the scenario where a single PDU session/PDN connection is used both UAV-USS/UTM communications and for C2 with networked UAV controller and other payloads (e.g. C2 related telemetry), and the scenario where different PDU sessions/PDN connections are used respectively for UAV-USS/UTM traffic and for C2 with networked UAV controller and other payloads (e.g. C2 related telemetry). It is assumed that the decision to use a single PDU session or multiple is a mobile operator decision:
-	In the case of single PDU session, the solution assumes that no additional authorization is required for the PDU session that enables UAV-USS/UTM communications not related to C2, as described in the working assumption. When the PDU session is used for UAV operations (i.e. C2 between a UAV and a networked UAV controller and/or flight authorization request), then the PDU session is authorized by the USS/UTM and appropriate traffic filters are installed to enable C2 communication between UAV-C and UAV (these filters may be provided directly by the USS via the UFES in the authorization procedure, or provided by USS to PCF via UFES using network exposure mechanisms); de-authorization of the pairing results in blocking the traffic between the UAV and the current networked UAV controller (e.g. the USS may insert another UAVC, as described in other solutions);
-	in the case of separate PDU sessions, the PDU session for UAV-USS/UTM traffic enables UAV-USS/UTM communications to exchange traffic not related to C2 without any specific authorization procedure, as described in the working assumption. The establishment of the PDU session for C2 with the networked UAV controller, and other payload (e.g. C2 telemetry), is performed every time a new pairing of UAV and network UAV controller needs to be performed (e.g. pairing has changed) or every time a flight authorization is required, or the establishment of C2 user plane resources need to be authorized, and it is authorized by the USS/UTM as part of the pairing authorization, and appropriate traffic filters are installed to enable such traffic in case of successful authorization (these filters may be provided directly by the USS/UTM via the UFES in the authorization procedure, or provided by USS/UTM to PCF via UFES using network exposure mechanisms); de-authorization of the pairing results in blocking the traffic between the UAV and the networked UAV controller, and may trigger the release of the PDU session used for C2.
NOTE 1:	the details of the UAV and networked UAV controller pairing depend on work done in the regulatory framework, in particular with respect to whether a networked UAV controller is assumed to be identifiable separately from the associated UAV in terms of identifiers handled by the UTM and CAA. In this solution we assume that the UAV and the networked UAV controller have mutual knowledge of identities and/or addresses, depending on how the regulatory framework will define their pairing.
NOTE 2:	this solution does not consider the scenario of pairing between a UAV and a non-network UAV controller which communicate using N8, since in such case the assumption is that the pairing takes place independently of the 3GPP system and in most cases it is static.
	The authorization of UAV and networked UAV controller pairing is performed for the purpose of matching a networked UAV controller with a UAV. During this procedure, the UAV (respectively the networked UAV controller) can provide the information necessary to identify the networked UAV controller (respectively the UAV) to which it is to be paired. As a result of the authorized pairing, the USS/UTM provides to the 5GS with the authorized UAV and networked UAV controller pairing information according to the solutions defined in 6.5.3.1 and 6.5.3.2) in case of successful authorization, or information that indicates the authorization of UAV and networked UAV controller pairing has failed.
	If the pairing authorization is successful, the UAV or UAV-C may establish a dedicated UP connectivity for C2 communication (e.g. either new QoS flows in an existing PDU session/PDN connection or a separate PDU session/PDN connection) between the UAV and the networked UAV-C.
	If the pairing authorization fails, the establishment of UP connectivity for C2 communication between the UAV and networked UAV-C is not allowed. If there is the existing UP connectivity for communication with the USS/UTM, this remains in use for communication with the USS/UTM only.
	If the pairing authorization fails, it is expected that an indication is provided by the USS/UTM to the UAV so that the UAV is informed of the cause of failure of establishment of connectivity for user plane connectivity for C2. This indication is at application layer and is passed transparently between the USS/UTM and the UAV.
5.	Authorization for establishment of user plane resource: the USS/UTM verifies any information the UAV may provide (e.g. flight related information ), authorizes the request, and may interact with the 3GPP system to e.g. request the UAV location or subscribe to UAV location reporting. During this operation, the USS/UTM can interact with CN to provide information via SCEF/NEF. This step is also carried out when a UAV is controlled by a non-network UAV controller. In such a case the UAV includes in the user plane establishment request an indication associated to the flight operation (i.e. flight authorization request, Flight Authorization ID, etc.).
	If authorization for establishment of user plane resource fails, the establishment of UP connectivity for C2 communication between the UAV and networked UAV-C is not allowed. If there is the existing UP connectivity for communication with the USS/UTM, this remains in use for communication with the USS/UTM only.
	If the authorization for establishment of user plane resource fails, it is expected that an indication is provided by the USS/UTM to the UAV so that the UAV is informed of the cause of failure of establishment of connectivity for user plane connectivity for C2. This indication is at application layer and is passed transparently between the USS/UTM and the UAV.
Building block 1 is executed in the same way for EPS and 5GS. Building block 2 is executed using existing EPS or 5GS mechanisms.
Second change
[bookmark: _Toc50481785]6.5.3.1.2	Procedure For UUAA Revocation


Figure 6.5.3.1.2-1: Procedure for UUAA Revocation in 5GS
1.	USS/UTM determines that UUAA is to be revoked.
2.	USS/UTM sends an authorization revocation message to the UFES, addressing the UAV via the 3GPP UAV ID. The request contains a Revocation Cause indicating this is UUAA revocation.
3.	The UFES identifies the AMF serving the UAV by invoking the Nudm_UECM_Get service operation and forwards the request for revocation.
4.	The AMF triggers the UUAA revocation. Two expected behaviors are possible:
-	restricted services: the AMF triggers the removal of all the PDU sessions associated with the UAV (a cause code indicating revocation of authorization is provided in the SM signaling, detailed to be defined in stage 3) towards the corresponding SMFs, and performs a UCU procedure assigning the Tracking Areas of the Registration Area as a Non-Allowed Area (i.e. the UAV is only allowed to exchange NAS signalling and is not allowed to trigger a PDU session establishment, among other procedures), providing a "failed UUAA" indication. The UAV is restricted from performing e.g. any PDU session establishment dedicated for the UAS service. If the UAV needs to perform a new UUA, the UE performs a re-registration.
-	differentiated services: the AMF triggers the removal of all the PDU session(s) for UAS services towards the corresponding SMFs, i.e. for UAV-USS/UTM communication and for C2 connectivity associated with the UAV (a cause code indicating revocation of authorization is provided in the SM signaling, detailed to be defined in stage 3). The UAV may continue to access any other non-UAS PDU sessions
NOTE 1:	In the case of PDU sessions dedicated to UAV-USS/UTM communications and to C2 connectivity, it is assumed the AMF is configured with information on which specific PDU sessions (e.g. S-NSSAI and DNN) are dedicated for UAS-USS/UTM communication and for C2 connectivity.
5, 6. 	The UUA connectivity revocation is confirmed to the UFES and USS/UTM.
End of changes
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