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1. Overall Description:
SA3-LI would like to thank SA2 for their response LS and an opportunity to further clarify the LI requirements for SNPNs. 
SA3-LI are glad to confirm that the detailed explanation provided by SA2 of the architectural differences between SNPN and PLMN is in line with our understanding of that matter. SA3-LI would like to emphasize that we didn’t, and we don’t propose applying the existing TS 23.501 N3IWF selection logic to the SNPN N3IWF selection. The intent of our LS in TDoc S3i200071 was to convey the applicable requirements, rather than to propose solutions. Any other interpretation of the intent would be incorrect.   
SA3-LI would also like to state our understanding that, unlike PLMNs which are typically confined within national borders, an SNPN may span multiple countries or jurisdictions. An SNPN may have 3GPP access facilities in those countries or it may rely on a PLMN to serve as an IP connectivity pipe towards the SNPN. Or, as one of the key issues in the SA2 NPN study suggests, an SNPN may have a direct non-3GPP access enabled in the future, as well.  
In all the above cases, when an SNPN provides services to its UEs in, say, country A, it’s, generally, a subject to the country A’s LI regulations which require SNPNs to provide “in-country” facilities where the SNPN services could be intercepted. We also foresee the cases where an SNPN may be exempt from this general LI requirement.
To summarize:

1) The requirement of providing “in-country” network elements supporting LI applies to SNPNs in the same way as to PLMNs. As no SNPN roaming is defined, those network elements are to be provided by the SNPN itself.

2) An SNPN UE located in the country where its SNPN doesn’t provide such network elements can only be served when this SNPN is exempt from the requirement in point 1), or the visited country does not mandate the requirement in point 1).
Regarding the “SA2 Comments” section of the SA2 LS, SA3-LI observe the following:
SA2 have correctly pointed out that a potential solution for the SNPN exemption determination should not rely on the UE configuration by SNPN operator, neither should it involve the (V)PLMN which just plays a role of IP connectivity pipe towards the SNPN. SA2 have also expressed concerns on the scalability of a DNS-based solution for determining the SNPN exemption from the “in-country” rule.
SA3-LI believe that a solution taking in account all the above concerns may exist. A potential high-level approach is presented below in Answer 4. However, SA3-LI fully rely on SA2 for the solution design and would like to hear from them if they find the exemption requirement impossible to fulfil. 
2. Answers to SA2 questions:

“Question 1

In Figure 2 below with existing methods, the UE’s payload including its SNPN traffic can be intercepted at UPF in PLMN. If such interception at UPF in PLMN is not enough from regulation point of view to intercept encrypted enterprise network traffic, what is the additional LI requirement for the PLMN operator, given that the SNPN is in another country?
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Figure 2: UE is accessing SNPN via PLMN in a different country”
Answer 1a

There is no additional LI requirement to the PLMN. The LI obligations of a PLMN (H/VPLMN) are limited to the services provided by the PLMN. In our case, the PLMN is only providing IP connectivity and could be requested to intercept a UE’s raw IP traffic, based on the PLMN identity of the UE. The PLMN is not required to neither understand nor intercept the SNPN service flowing through.

“What are the regulatory requirements for a Standalone NPN?

NOTE:

· The PLMN in the Figure 2 may be HPLMN or VPLMN with local breakout. (Home routed is shown in Annex). The DN between PLMN and SNPN represents Internet IP connectivity. 

· There may be LI regulatory requirement for SNPN in country B, according to S3i200071. But country A has no jurisdiction over SNPN in another country.”
Answer 1b

In general, the SNPN LI obligations are similar to those applicable to a PLMN. The SNPN services must be interceptable in the country where the SNPN operates, including encrypted services when the encryption is provided/supported by the SNPN. 

As there is no SNPN roaming defined, if an SNPN UE can use the SNPN services while in Country A, the SNPN is considered operating in Country A and is subjected to local regulations.
“Question 2

If the additional LI requirement is about intercepting and decrypting the SNPN traffic by PLMN operator in country A, what LI requirement distinguishes such encrypted SNPN traffic from other type of encrypted traffic, e.g. VPN traffic handled by PLMN CN in country A and routed to/from country B? 

NOTE:

· Neither the PLMN operator in country A nor any PLMN operator in country B is involved in the encryption process.

· The SNPN in country B may lease spectrum license from a PLMN operator in country B or use unlicensed spectrum. 

· PLMN operators in country B may not be involved in the SNPN traffic handling or at most may only be involved in routing IP traffic to/from SNPN.”
Answer 2

As stated in Answer 1a, there is no such additional requirement to a PLMN. The PLMN (either HPLMN or VPLMN) may get a warrant targeting a PLMN subscription, but it’s generally under no obligation to decrypt traffic encrypted by an SNPN utilizing the PLMN’s connectivity for its service.

“Question 3

If the scenarios in Annex figures A-1 to A-3 in TS 23.501/2 are to be supported in a specific deployment, SA2 would like to understand the LI requirements. What are the LI requirements that would be applicable in terms of encryption in the cases illustrated in the Annex figures A-1 to A-3 in the involved PLMNs in the two countries?”
Answer 3

Same as Answer 2, there are no requirements to PLMNs.

In A-1 (the Figures A-1 are reproduced in the Annex), the LI obligations apply directly to the SNPN. The general requirements to an SNPN are the same as to a PLMN: the intercept shall be performed within the borders of the jurisdiction issuing the warrant. As there is no roaming defined for SNPN, an SNPN shall provide necessary facilities in each country in which they want subscribers to use their service. The SNPN providing a service is responsible for decrypting or assisting in decryption of the service it provides.
Other observations:

The scenario A-1 would look more representative if it shows the SNPN spanning across Countries A and B’s borders and having access facilities in both countries. The UE would access the SNPN via the N3IWF in the country where it’s located.
The scenarios A-2 and A-3 may only be supported if the SNPN is exempt from the LI requirements in Country A.
“Regarding the statement “Some country regulations may selectively exempt specific NPNs from this N3IWF in-country deployment requirements, NPN subscribed UEs roaming in those counties need to be able to identify that exemption rather than halting further selection”, we would like to make the following comment.

Question 4

SA2 would like to ask SA3-LI how to enable the selective exemptions in some countries considering the current architecture, current N3IWF selection mechanisms, and that the exceptions need to be known by the UE and known and enabled by a VPLMN?”
Answer 4:

SA3-LI expect a solution where SNPN exemption from the “in-country” rule would neither rely on the UE configuration, nor on the VPLMN assistance or involvement. The actual selection procedure may be specific for SNPN UE, rather than a common one with the PLMN UE.

Although the solution design is not under remit of SA3-LI, being asked to suggest an approach, SA3-LI may propose the following high-level logic of the SNPN N3IWF selection:

1.  An SNPN UE determines the country of its current location. If it’s the “home” country, the UE uses the SNPN N3IWF Identifier (similar to the PLMN “N3IWF Identifier” configuration parameter) to connect to the “home” N3IWF.
2. If the country is different from the “home” country (a visited country), the UE launches a DNS query by constructing an FQDN containing labels representing the visited country ID and the SNPN ID. 
3. If the DNS returns a record indicating that the SNPN is exempt from LI obligations in the visited country, the UE uses SNPN N3IWF Identifier to connect to the “home” N3IWF.

4.
If the DNS returns a record containing a N3IWF address (thus indicating that the SNPN has deployed local network facilities), the UE uses the returned address to access the SNPN N3IWF in the visited country. 

5.
If the DNS returns no record, the UE launches a DNS query to determine if the visited country mandates LI, by using the Visited Country FQDN defined for PLMN N3AN selection procedure.
6.
If the DNS response indicates that the visited country does not mandate LI, the UE uses the SNPN N3IWF Identifier to connect to the SNPN N3IWF in the home country, otherwise the UE abandons the N3IWF selection. 

The above approach may also alleviate the scalability concerns, as it stipulates that by default (i.e., without the respective DNS record provisioned) an SNPN is not exempt from the “in-country” rule, which is expected for majority of the cases. Only SNPNs that are either granted the exemption status or have deployed the necessary “in-country” facilities, need a record in the DNS. 
Lastly, regarding the following statement from SA2 LS:
“SA2 would also like to point out that the following scenario is already supported as it is covered as part of Rel-15 N3IWF selection already:

-
UE is accessing PLMN via SNPN access, SNPN and PLMN are in the same or in different countries.

In this case, N3IWF of the PLMN in the same country (where UE is located) is selected.”
SA3-LI would like to ask SA2 to clarify the significance of the above statement in the context of SNPN N3IWF selection. In our view, the N3IWF selection in the described case is a regular PLMN N3IWF selection and follows the procedure already specified in TS 23.501. How does this case apply to the SNPN N3IWF selection?
3. Actions:

To SA2
ACTION: 
SA3-LI kindly requests SA2 to take the above clarifications and answers into consideration when designing the solution for SNPN N3IWF selection. SA3-LI would also like SA2 to answer the question in the last paragraph above. 
4. Date of Next SA WG3-LI Meetings:

SA WG3-LI Meeting #78e-c

11 – 12 August 2020
eMeeting
SA WG3-LI Meeting #78e-d

25 – 26 August 2020
eMeeting
Annex
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Figure A-1: Roaming with home routed traffic, SNPN in the country of VPLMN
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Figure A-2: Roaming with home routed traffic, SNPN in the country of the HPLMN
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Figure A-3: Roaming with home routed traffic, SNPN in third country than VPLMN/HPLMN

