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Abstract of the contribution: This paper proposes solution for key Issues #1, #2, and #5
1 Introduction

The paper provides simple solutions to KI #1, #2 & #5 that are applicable for both 5GC and EPC. The solution is based on some key assumptions with respect to the role of 3GPP for supporting UAS
· The USS referred throughout the document is only a Remote ID USS.  

· Remote ID USS - Remote ID Unmanned Service Suppliers are a third-party company that will communicate with the UAS / ground station to provide Remote ID interfacing. These companies will log your flight data (Remote ID message elements) and will hold your data for a period of not more or less than six (6) months in case of review or investigation. 

· 3GPP network is not involved in registration of the UAS and allocation of the CAA-Level UAV Id. It is assumed that the UAS operators has registered the UAS with relevant authorities and a CAA-Level UAV ID is assigned to the UAV

· The UAV UE has an aerial subscription in HSS/UDM subscriber profile
· The Remote ID USS system may perform a secondary authentication of the CAA Level UAV Id, and 3GPP system may not be aware of the result of the authentication done by USS. If the authentication fails, the USS through its relations with the UAS operator ensures that the UAV is not allowed to take a flight operation.

· 3GPP system, provides the mapping of CAA Level UAV Id and 3GPP ID (i.e. external Identifier) to the USS, so that the USS can access any service exposed by 3GPP system using the 3GPP level ID.
2 Proposal

It is proposed to update TR 23.754 as follows
* * * * First Change * * * *

6.0
Mapping Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues
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* * * * Next Change * * * *

6.X
Solution #X: UAV identification and authentication by RID USS
6.X.1
Introduction
The paper provides solutions to KI #1, #2 & #5 that are applicable for both 5GC and EPC. 
6.X.2
Functional Description
6.X.2.1
Assumptions
The solution is based on some key assumption with respect to the role of 3GPP for supporting UAS

· The USS referred throughout document is only a Remote ID USS.  

· Remote ID USS are a third-party company that will communicate with the UAS / ground station to provide Remote ID interfacing. 
· The 3GPP network is not involved in providing control functionality for the registration of the UAS and allocation of the CAA-Level UAV Id, though such functions may take place over user plane connectivity. It is assumed that the UAS operators has registered the UAS with relevant authorities and a CAA-Level UAV ID is assigned to the UAV

· The UAV UE has an aerial subscription in HSS/UDM subscriber profile
· The Remote ID USS system may perform an authentication of the CAA Level UAV Id and 3GPP system may not be aware of the result of the authentication done by USS. 

· 3GPP system provides the 3GPP ID (i.e. external Identifier) corresponding to the CAA Level UAV Id to the USS, so that the USS can access any service exposed 3GPP system using the 3GPP level ID.
6.X.2.2
Overview of the solution

The UAV UE has an aerial subscription in the subscriber data in HSS/UDM. During the registration/attach procedure, when the subscriber data is downloaded into the AMF/MME, it identifies the UE as an UAV UE. This implicitly means that the AMF/MME must notify the relevant Remote ID USS about the presence of a UAV UE along with the CAA Level UAV Id and the UAV UEs GPSI (e.g. external identifier) and may be also the current location of the UAV.

Editor’s Note: it is FFS whether a UAV that registers with the 3GPP system for e.g. plain Internet connectivity (e.g. to download a software update) should require the 3GPP system to notify the USS. 

After the completion of the registration/attach procedure, the AMF/MME then requests the UAV UE to provide the CAA Level UAV Id. Once the CAA Level UAV Id is received from the UAV UE, the AMF/MME then sends a notification event to Remote ID USS (via NEF/SCEF) with event type (UAV UE registration), CAA Level UAV ID, GPSI (e.g. external Identifier) and may be also include the current location information of the UAV UE.

The Remote ID USS may at this point authenticate the CAA Level UAV ID presented by the UAV UE. If the UAV is authenticated by the USS, the USS may through interfaces outside the scope of 3GPP, indicate to the UAS operator that they can operate the UAS. The 3GPP system is not involved in these operations and may also not be aware of the outcome of the authentication done by the Remote ID USS.

Editor’s Note: it is FFS if this is aligned with the agreed working assumptions.

The Remote ID USS now has a mapping between the CAA Level UAV ID and 3GPP level ID i.e. the GPSI. From now onwards the Remote ID USS uses the 3GPP Level ID i.e. the GPSI to access any service exposed by the 3GPP system, for example: location tracking of the UAV.

6.X.3
Procedures
6.X.3.1
UAV identification and notification to Remote ID USS
Step 1 – 3, 3GPP registration of the UAV UE as per TS 23.502, Figure 4.2.2.2-1 for 5GC and TS 23.401, Figure 5.3.2.1-1 for EPC

4. From the downloaded UE subscription data, the AMF/MME identifies that the UE has an aerial subscription and it is an UAV UE. This implicitly configures an event notification to be sent to the Remote ID USS. The event notification is sent only at initial registration. The event notification to USS shall contain the CAA Level UAV Id assigned to the UAV. So, the AMF/MME at this point, sends an Identity Request to the UAV UE to provide the CAA Level UAV Id. 
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Figure 6.X.3.1-1: UAV identification and notification to Remote ID USS

5. UAV UE includes the CAA Level UAV Id in Identity Response.

6. The AMF/MME now creates an event notification. The event notification contains event type as “UAV UE registration” and information elements like CAA Level UAV Id, GPSI (e.g. external identifier) and may also contain the current location of the UAV UE. The notification is sent to the USS via NEF/SCEF. Based on operator policies, the USS address can be pre-configured or could be derived based on the CAA Level UAV Id.

7. The Remote ID USS may at this point authenticate the CAA Level UAV ID presented by the UAV UE. If the UAV is authenticated by the USS, the USS may through interfaces outside the scope of 3GPP, indicate to the UAS operator that they can operate the UAS. The 3GPP system is not involved in these operations and may also not be aware of the outcome of the authentication done by the Remote ID USS. The Remote ID USS is assumed to store and maintain a mapping between the CAA Level UAV Id and GPSI (e.g. external identifier)

8. Remote ID USS further uses the GPSI (e.g. external identifier) for accessing any services exposed by the MNO for that UAV UE... The USS may use the GPSI (e.g. external Identifier) to send the configuration request to the 3GPP network, that can be further sent to the UAV UE by the network.
6.X.4
Impacts on existing entities and interfaces

This solution may have the following impacts to existing entities and interfaces:

For 5GC:

· N1: UE provides the CAA Level UAV Id, when requested by the AMF

· AMF: If the UE has an aerial subscription, after registration accept, the AMF requests the UE to provide CAA Level UAV ID. Once the CAA Level UAV ID is received from the UE, the AMF then further sends an event notification (via NEF) to the USS, indicating registration of a UAV UE, the CAA Level UAV Id and GPSI (e.g. external identifier)

· NEF: NEF sends the event notification from AMF to USS. The event contains event type is “UAV UE registration” and other parameters like CAA Level UAV ID, GPSI etc.

For EPC:

· MME: If the UE has an aerial subscription, after attach accept, the MME requests the UE to provide CAA Level UAV ID. Once the CAA Level UAV ID is received from the UE, the MME then further sends an event notification (via SCEF) to the USS, indicating registration of a UAV UE, its CAA Level UAV Id and GPSI (e.g. external identifier) 

· SCEF: SCEF sends the event notification from MME to USS. The event contains event type is “UAV UE registration” and other parameters like CAA Level UAV ID, GPSI.

· S1: UE provides the CAA Level UAV Id, when requested by the MME

6.X.5
Evaluation

Editor's note:
This clause provides an evaluation of the solution.

* * * * End of Changes * * * *
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