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Discussion

In solution 5 there is the following Editor's note in subclause 6.5.2.2  on handling of 3GPP registration should authentication/authorization of UAV by USS/UTM fails.
Editor's note:
It is FFS whether the UAV can remain registered in 3GPP system if the UUAA fails.

We propose the following to resolve this Editor's note.

-
the 3GPP network/system decides to allow or not allow the UE continued access to the 3GPP system as a UE successfully registered to 3GPP based on Operator and network policies and Service Level Agreements (SLA);
-
the indication of authentication/authorization failure is made known to the 3FPP system and reflected (either directly using the reason for failure given by USS/UTM or mapping to an appropriate reject cause) to the UAV.
While it can be assumed that at application-to-application level, the USS/UTM would provide indication of failure to UAV, that is outside the scope of 3GPP. Having a 3GPP failure indication is useful to both the 3GPP network and the UE part. Moreover, when that UUAA fails, the resources for the PDU Session for excuting that UUAA has to be "cleaned up". Providing a reason for release of those resources to the UE is useful for the NAS on the UE side.
Proposal

It is proposed to update Solution 5 subclause 6.5.2.2 in the TR 23.754, v0.2.0, as detailed below.
* * * Start of Change * * * *

6.5.2.2
Overview of the Solution

In order to address the various aspects of authentication and authorization of UAS in the 3GPP system, the solution introduces the following building blocks:

1.
UAS operator (i.e. the owner of the UAS) performs a procedure to register the UAS with the UTM/USS. 3GPP does not focus on the detail of this procedure. It is assumed that the registrant provides aviation-level information (e.g. UAV Serial Number, pilot information, UAS operator, etc.), whose content is dependent on the CAA and specific geography. This procedure may happen offline or via 3GPP Internet connectivity. During this step, the UAV is assigned a CAA-Level UAV ID. USS may or may not be involved.

2.
UE primary authentication: the UAV is authenticated by the 3GPP system using the MNO credentials.

3.
USS UAV Authorization/Authentication (UUAA): a UAV 3GPP authentication/authorization may be performed by the CN when the UAV accesses the 3GPP system to ensure the UAV has successfully registered with USS/UTM and has therefore been authorized for operations by USS/UTM. The UUUA is triggered by the 3GPP CN based on subscription and local policies, the final decision to authorize the UAV is made by the USS/UTM, and the CN receives confirmation of the authorization from USS.

If the UUAA fails, the USS/UTM will indicate this failure back to the 3GPP CN. The 3GPP CN then decides if the 3GPP registration can be kept or that UAV should be de-registered based on Operator and network policies and Service Level Agreements. This indication of UUAA failure will also be indicated back to UAV by the 3GPP CN. If the 3GPP CN is to deregister the UAV, the reason for de-registering the UAV is made known to the UAV.

4.
Authorization of UAV and UAV controller pairing: the pairing between the UAV and the UAV controller for the use of UAV3 may be at least authorized, or even authenticated, by the USS/UTM, and not by the 3GPP system. The authorization/authentication is between the UAV and the USS/UTM, however the results are made known to the CN in order to enable the USS/UTM to enable the connectivity between the UAV and the UAV controller.

Editor's note:
The details of the 3GPP system awareness of the UAV and UAV controller pairing are FFS and depend on how the 3GPP system controls such connectivity. E.g. the PDU session or PDN connecting may be established initially enabling only user traffic between the UAV and the USS/UTM/UFES, and connectivity with the UAV controller is enabled only after the pairing is authorized by the USS/UTM, with appropriate traffic filters installed.


The authorization of UAV and UAV controller pairing is performed for the purpose of matching a UAV controller with a UAV. During this procedure, the UAV can provide the ID of UAV controller to which it is to be paired, or the UAV controller can provide the ID of the UAV to which it is to be paired. As a result of the authorized pairing, the USS/UTM provides to the 5GS with the authorized UAV and UAV controller pairing information according to the solutions defined in 6.5.3.1 and 6.5.3.2) in case of successful authorization, or information that indicates the authorization of UAV and UAV controller pairing has failed.

Editor's note:
Whether a UAV controller control one or more UAV(s) is FFS and depends on discussion on architectural assumptions.

Editor's note:
It is FFS whether the UAV can still use the PDN connection/PDU session if pairing authorization/authentication fails.

5.
Flight path authorization/registration for flight operation: the result of this operation is that the USS/UTM verifies all flight related information provided by the UAV, and the USS/UTM may interact with the 3GPP system to e.g. request the UAV location or subscribe to UAV location reporting. During this operation, the USS/UTM can interact with CN to provide information via SCEF/NEF.

Building block 1 is executed in the same way for EPS and 5GS. Building block 2 is executed using existing EPS or 5GS mechanisms.

An External Identifier is allocated as 3GPP UAV ID for the UAV operations. The USS/UTM uses the External Identifier to identify the UAV when requesting services from the 3GPP system.

Editor's note:
Which entity allocates a 3GPP UAV ID and how is used in the 3GPP network is FFS.

* * * End of Change * * * *

