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Abstract of the contribution: This contribution proposes a new solution for NWDAF assisting in detecting anomaly events for the user plane.
1. Discussion
The SMF is responsible for instructing the user plane (UP) function about how to detect classify arriving user data traffic belonging to abased on Packet Detection Rule (PDR). The other parameters provided within a PDR describe how the UP function shall treat a packet that matches the detection ruleinformation. Also, the Session Reporting Rules (SRR) that contains information  to request the UP function to detect and report events for a PDU session that are not related to specific PDRs for aof the PDU session. Leveraging the capabilities of PDR and SRR, Tthe NWDAF can collection collect the application and the traffic detection informationinformation about the UP, and analysis analyse or predict the anomaly behaviour and events in data the UPplane.

2.	Proposal
It is proposed to include the added text into the TR 23.700-91 as a solution for Key Issue #20.
* * * * First Change * * * *
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Table 6.0-1: Mapping of Solutions to Key Issues
	Solutions
	Key Issues

	1
	11
	
	
	

	2
	4
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	15
	
	
	

	4
	12
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	20
	
	
	

	
	
	
	
	



* * * * Second Change  * * * *
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This solution is for Key Issue #20: NWDAF assisting in detecting anomaly events for the user plane. 
The PDR contains information to achieve the followingUPF traffic detection capabilities may be used by the SMF in order to control at least following features of the UPF: i) Traffic detection (e.g. classifying traffic of IP type, Ethernet type, or unstructured type);. ii) Traffic reporting (e.g. allowing SMF support for charging);. iii) QoS enforcement (The corresponding requirements are defined in clause 5.7); and. iv) Traffic routing (e.g. as defined in clause 5.6.4. for Uplink Classifier(UL-CL)UL CL or IPv6 multi-homing). The Session Reporting Rules (SRR) contains information to request the UP function to detect and report events for a PDU session that are not related to specific PDRs of the PDU session. The following table describesprovides descriptions of the Session Reporting Rule (SRR) that defines the detection and reporting events that the UPF shall report, that are not related to specific PDRs of the PDU Session, as followsevents the SRR should provide in the report: i) Per QoS flow per UE QoS Monitoring Report. ii) Change of 3GPP or non-3GPP access availability, for an MA PDU session. 
With the capabilities of collecting application service related information from OAM and AF as well as collecting traffic characteristic information about the UP leveraging PDR and SRR, NWDAF can analyse or predict the anomaly behaviour and events in the UPBase on the NWDAF can collect the application service related information form OAM or AF and user data information such as traffic and session characteristic from SMF, and to perform data analytics to provide anomaly event statistics or predictions. 
6.X.2	Input Data
The detailed data are described in Table 6.X.2-1. 
Table 6.X.2-1 input data to detecting anomaly events for the user plane
	Information
	Source
	Description

	Timestamp
	AF
	A time stamp associated with the collected information.

	DNN
	SMF
	DNN for the PDU Session which contains the QoS flow

	S-NSSAI
	SMF
	S-NSSAI for the PDU Session which contains the QoS flow

	Application ID
	SMF
	Used by NWDAF to identify the application service provider and application for the QoS flow

	IP filter information
	SMF
	Provided by the SMF, which is used by NWDAF to identify the service data flow for policy control and/or differentiated charging for the QoS flow

	QFI
	SMF
	QoS Flow Identifier

	QoS flow Bit Rate
	UPF
	The observed bit rate for UL direction; and
The observed bit rate for DL direction

	QoS flow Packet Delay
	UPF
	The observed Packet delay for UL direction; and
The observed Packet delay for the DL direction

	Packet transmission
	UPF
	The observed number of packet transmission

	Packet retransmission
	UPF
	The observed number of packet retransmission

	N4 Session ID
	UPF
	Identifies the N4 session associated to this PDR/SRR

	Rule ID
	UPF
	Unique identifier to identify this rule.

	QoS Monitoring per QoS flow Control Information
	UPF
	Indicates the UPF to apply the QoS Monitoring report for one or more QoS Flows.

	Precedence
	UPF
	Determines the order, in which the detection information of all rules is applied.

	Outer header removal
	UPF
	Instructs the UP function to remove one or more outer header(s) (e.g. IP+UDP+GTP, IP + possibly UDP, VLAN tag), from the incoming packet.

	Forwarding Action Rule ID
	UPF
	The Forwarding Action Rule ID identifies a forwarding action that has to be applied.

	List of Usage Reporting Rule ID(s)
	UPF
	Every Usage Reporting Rule ID identifies a measurement action that has to be applied.

	List of QoS Enforcement Rule ID(s)
	UPF
	Every QoS Enforcement Rule ID identifies a QoS enforcement action that has to be applied.

	Packet 
Detection
Information.
	UPF
	

	>Source interface
	UPF
	Contains the values "access side", "core side", "SMF", "N6-LAN", "5G VN internal".

	>UE IP address 
	UPF
	One IPv4 address and/or one IPv6 prefix with prefix length

	>Network instance
	UPF
	Identifies the Network instance associated with the incoming packet.

	>CN tunnel info
	UPF
	CN tunnel info on N3, N9 interfaces, i.e. F-TEID.

	>Packet Filter Set
	UPF
	Packet Filter Set

	>Application ID
	UPF
	Application ID

	>QoS Flow ID
	UPF
	Contains the value of 5QI or non-standardized QFI.

	>Ethernet PDU Session Information
	UPF
	Refers to all the (DL) Ethernet packets matching an Ethernet PDU session

	>Framed Route Information
	UPF
	Refers to Framed Routes



6.X.3	Output Analytics
The output analytics of NWDAF is defined in Table 6.X.3-1. 
· Table 6.X.3-1. Output for detecting anomaly events for the user plane
	Information
	Description

	S-NSSAI
	Identifies the Network Slice for which analytics information is provided.

	DNN
	Identifies the data network name (e.g. internet) for which analytics information is provided

	List of user plane anomaly event analytics (1..max)
	

	 >Applicable Time Window
	The time period that the analytics applies to

	 >Network Status Indication
	Anomaly event	

	 > Confidence
	Confidence of this prediction


Editor’s Note: To predict the anomaly event or not is FFS.
[bookmark: _Toc26386439][bookmark: _Toc26431245][bookmark: _Toc30694643][bookmark: _Toc31096557]6.X.4	Procedures

[image: ]

1. The OAM is requesting a detection of anomaly event to the NWDAF.
2. The NWDAF send Event Exposure Subscribe to AF to gathering the relative parameters for application server.
3. The AF response and send the related information via Event Exposure Notify message.
4. The NWDAF send Event Exposure Subscribe to SMF to gathering the relative parameters for PDU session and traffic.
5. SMF forward the PDR and SSR package to NWDAF after receiving the NWDAF subscribing traffic situations via Event Exposure Notify message.  
Editor’s note: Whether SMF using Nsmf_EventExposure_Notify message to forward the Usage Information or not is FFS.
6. The NWDAF collection the characteristics from traffic and applications to detect anomaly event.
7. The NWDAF reports the data analytics to provide anomaly event statistics or predictions.
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NWDAF:
· Need to provide a new analytic for anomaly event detection information
SMF:
· Need to forward user plane packets to NWDAF.
AF:
· Need to forward application server information to NWDAF.
* * * * End of change * * * *
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