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Abstract of the contribution: This contribution proposes a new solution for KI#14 NWADF-assisted application detection.
1 Discussion
Key Issue KI #14 “NWDAF-assisted application detection” addresses how to detect newly released applications assisted by the NWDAF, what kind of data need to be collected for new application detection, and what kind of analytics should be exposed.

This p-CR proposes a solution on how the NWDAF assists to detect new application based on the data reported by the UPF. In this solution, the UPF performs packet inspection and reports the potential new packet headers to the NWDAF for data analytics in order to detect the new applications.
[Observation 1] Packet header inspection is a common way to identify the application of the packets. In 5GC, the UPF has packet inspection function. The UFP also has the scheme to report measurement to the SMF.
[Proposal 1] It’s proposed that the UPF performs packet header inspection, and report its results to the NWDAF via the SMF.
[Observation 2] In order to perfom packet detection and usage reporting at the UPF, the SMF defines user plane PDR and URR rules for application detection and usage reporting, based on the corresponding PCC rules on packet detection and measurement reporting.
[Proposal 2] It’s proposed to update PCC rules on packet detection and measurement reporting to detect the new applications.
[Observation 3] It is noted that not only new applications result in the new PFD. For example, if a service provider adds a new server for the existing application, since the IP address of the newly added server may be different from that of the original server, a new PFD is required to detect the newly added server.
[Proposal 3] It’s proposed that the packet detection not only apllies to the detection of new applications, but also applies to detect new packet headers for exisiting applications.
2 Text Proposal
The following text are proposed to be included in the TR 23.700-91 as a solution for Key Issue #14.
* * * * First Change * * * *
6.0
Mapping Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues
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* * * * Second Change (all new text) * * * *
6.X
Solution X: NWDAF assisted new application detection  
6.X.1
Description

This solution is proposed to address KI #14 “NWDAF-assisted application detection”.

The NWDAF assists to detect new application based on the data reported by the UPF, who performs packet inspection and reports the potential new packet headers to the NWDAF for data analytics in order to detect the new applications.
The NWDAF supporting new application detection analytics shall be able to collect the information on packet header inspection from the UPF and perform data analytics to provide new PFDs for newly detected application and new packet headers of existing applications.

The consumer of these analytics may indicate in the request:

-
The Target of Analytics Reporting which is a single UE or a group of UEs. 
-
Analytics Filter Information containing optional list of feature support Area of interest, the list of UPF instances, or the number of PDU sessions to inspect.
- 
An Analytics target period indicates the time period over which the statistics are requested.

- 
Preferred level of accuracy of the analytics (low/high).

6.X.2
Input Data

Table 6.X.2-1 input data for new application detection from NFs

	Information
	Source
	Description

	UE ID
	NEF
	SUPI

	List of existing PFDs
	NEF
	The list of PFDs that are stored at the NEF

	S-NSSAI 
	SMF
	Identifies the network slice for which analytics information is provided.

	DNN
	SMF
	Identifies the data network name for which analytics information is provided

	3-tuple(s) of packets (1..n)
	SMF
	3-tuple(s) of packets in non-matching packet header report. These packets  don’t have an application ID or cannot match any packet filter in default QoS flow in PDR 

	> protocol
	SMF
	Protocol ID of the protocol above IP

	>server side IP address 
	SMF
	The destination IP address 

	>port number 
	SMF
	The destination port number

	Destination FQDN
	SMF
	The destination FQDN of packets


6.X.3
Output Analytics

The output analytics of NWDAF is defined in Table 6.X.3-1. 

Table 6.X.3-1. Output Analytics for new application detection

	Information
	Description

	S-NSSAI
	Identifies the Network Slice for which analytics information is provided.

	DNN
	Identifies the data network name (e.g. internet) for which analytics information is provided

	List of new PFDs for new applications
	The list of new PFDs for new applications, which have no application ID

	>Flow descriptor
	Flow descriptor containing 3-tuple, server side (destination address, port, and protocol) 

	>URL
	the significant parts of the URL to be matched, e.g. host name defined in  

	>Domain name information
	a Domain name matching criteria and information about applicable protocol(s).

	List of new PFDs for exisitng applications with new 3-tuple
	The list of new PFDs for exising applications, which have application IDs but with new 3-tuple

	>PFD ID
	Identifies PFD.

	>Flow descriptor
	Flow descriptor containing 3-tuple, server side (destination address, port, and protocol) 

	>URL
	the significant parts of the URL to be matched, e.g. host name defined in  

	>Domain name information
	a Domain name matching criteria and information about applicable protocol(s).


6.X.4
Procedures
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Figure 6.X.4-1: Procedure for New application detection 
Step 1: In order to obtain the analytics information on new application detection, the  NEF sends a “Nnwdaf_AnalyticsInfo_request” message to the NWDAF for requesting new application detection analytics information report from the NWDAF. The NEF provides the NWDAF the list of existing PFDs.
Step 2: The NWDAF finds the relevant PCF(s) based on the analytics filter information.  If the analytics filter information includes a SUPI, a DNN, or a S-NSSAI, the NWDAF issues Nbsf_Management_Discovery to find relevant PCFs. 

The NWDAF can also find the relevant PCFs via a NRF, by invoking a Nnrf_NFDiscovery_Request service with the preferred target NF location or the TAI derived from area of interests as described in 3GPP 3GPP TS 23.502 [x].

Step 3:  The NWDAF generates the application detection rules for new application detection.  The application detection rules are generated based on analytics ID and the information on traffic measurement and reporting, and  have the rules on application detection and on measurement and reporting.

Step 4: In order to collect the information on new application, the NWDAF sends a “Npcf_EventExposure_Subscribe” message to the related PCF(s). 

Step 5: The PCF stores the application detection rules received from the NWDAF. Based on the application detection rules, the PCF updates existing PCC rules to add new application detection and control function. These new rules are on packet detection and usage information collection and reporting, and the purpose of these PCC rules are to detect the new applications, and measure and report the detected new applications.

Step 6: The PCF delivers new PCC rules to the SMF as described in 3GPP TS23.502 [x].

Step 7: The PCF sending the SMF Nsmf_EventExposure_Subscribe message to subscribe the data related to new application detection. The new application detection related data are reported under the new PCC rules for new application detection. 

Step 8: Based on the new PCC rules for new application detection received from the PCF, The SMF generates a new packet detection rule and a new usage reporting rule, and instructs the UPF to detect, measure and report the application traffic by using the new packet detection rule and the new usage reporting rule. 
Step 9: The UPF performs packet inspection to detect, measure and report the new application traffic under the new packet detection rule and the new usage reporting rule received at Step 8. If a packet in the default QoS flow cannot match any packet filter or any PFD in the new packet detection rules, it is detected and measured by the UPF.

Step 10: When the reporting criteria indicated by the new usage reporting rule is met, the UPF sends an application detection report to the SMF. This application detection report lists the packets that don’t have an application ID or cannot match any packet filter in default QoS flow in packet detection rules.

Step 11: The SMF sends the PCF the Nsmf_EventExposure_Notify message to report the application detection report received from the UPF.

Step 12: The PCF forwards the NWDAF the Npcf_EventExposure_Notify message to report the application detection report received from the SMF.

Step 13: Based on the application detection report received from the PCF, the NWDAF performs data analysis and generates analytics results on new application detection. The analytics results on new application detection are decribed in Table 6.X.3-1. 

Step 14: Based on the results from data analytics, the NWDAF notifies the NEF the analytics result(s) by sending the Nnwdaf_AnalyticsInfo_Request Response message in order to report analytics results on new application detection. 
Step 15: The NEF notifies its Nnef_PFDManagement service consumer of the list of latest PFDs, which is updated based on NWDAF’s analytics results on new application detection. The service consumer can be the SMF, the OAM, and the AF. 
6.X.5
Impacts on services, entities and interfaces
NWDAF:
· Needs to provide a new analytic for application detection information

· Needs to generate application detection rules

PCF:
· Needs to update existing PCC rules to add new application detection and control function
· Needs to forward the application detection report received to the NWDAF. 

SMF:
· Needs to forward the application detection report received to the PCF
· Needs to update PDR and URR rules for new application detection and reporting
UPF:
· Needs to perform packet header inspection and reporting according to updated PDR and URR rules for new application detection and reporting
* * * * End of Change * * * *
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