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Abstract of the contribution:  It is to add a new solution in KI#8 in TR 23700-91.  
1. Introduction
This solution introduces a Data Collection AF (DC-AF). UE data is transmitted via user-plane to ASP server and then the ASP Server sends the data to the DC-AF.  The DC-AF is owned by MNO, and used to expose the collected UE data to consumers like NWDAF.
It can help to protect privacy since the UE data can be processed to remove sensitive information before sending to DC-AF. 
2. Proposal
The following changes are proposed for solution#28 in TR 23.700-91.
[bookmark: _Toc473190644][bookmark: _Toc500949091]* * * * Start of Change (all text below are new)* * * * 
[bookmark: _Toc19205][bookmark: _Toc9144][bookmark: _Toc42770092][bookmark: _Toc42779148][bookmark: _Toc42784336]6.x	Solution #x: MNO owned Data Collection AF for UE data collection 
[bookmark: _Toc1577][bookmark: _Toc28954][bookmark: _Toc12249][bookmark: _Toc32048][bookmark: _Toc15853][bookmark: _Toc23646][bookmark: _Toc27151][bookmark: _Toc6029][bookmark: _Toc42770093][bookmark: _Toc42779149][bookmark: _Toc42784337]6.x.1 	Description
This solution introduces a Data Collection AF (DC-AF). UE data is transmitted via user-plane to ASP server and then the ASP Server sends the data to the DC-AF. 
[bookmark: _Toc12564][bookmark: _Toc22394][bookmark: _Toc829][bookmark: _Toc31945][bookmark: _Toc4291][bookmark: _Toc32567][bookmark: _Toc13997][bookmark: _Toc20804][bookmark: _Toc42770094][bookmark: _Toc42779150][bookmark: _Toc42784338]6.x.1.1 	General 
As the figure shown below, as a possible way, the M1d/M2d interface defined in SA6 TS 26.501 can be enhanced to realize that the ASP server sending UE data to ASP server. For example, a new API can be introduced in M1d/M2d which is used for ASP server provides UE data to DC-AF for UE data collection.
The ASP client and ASP server belongs to OTT application layer. The communication link between ASP client and ASP server is established over user-plane using existing PDU session. 
NOTE: The communication between ASP client and ASP server is out of 3GPP scope.
The DC-AF (Data Collection AF) is introduced to collect the UE data from ASP server. Then it can expose the UE data to NWDAF consumer using a new interface (Nw) . In SA2 point of view, the ASP Server and DC-AF seen as AF.
NOTE: SA2 point of view DC-AF and ASP seen as AF and decomposition of AF is out of scope of SA2.





6.x.1.2 	DC-AF collects UE data from ASP server


Figure 6.x.1.2  DC-AF collects UE data from ASP sercer
1. UE ASP Client provides UE data via user-plane application layer, which is out of 3GPP scope. After the connectivity is established, ASP Server can interact with UE ASP Client to get UE data via application layer. 
NOTE: The connection establishment and specific functionality is out of scope of SA2.
[bookmark: _Toc4730][bookmark: _Toc9722][bookmark: _Toc13253][bookmark: _Toc28581][bookmark: _Toc19361][bookmark: _Toc5230][bookmark: _Toc14427][bookmark: _Toc26520][bookmark: _Toc42770096][bookmark: _Toc42779152][bookmark: _Toc42784340]6.x.1.3 	Registration and Discovery of DC-AF
In order to discover the DC-AF, DC-AF needs to register to NRF via NEF and NWDAF can use Discovery request to find the required DC-AF.  


Figure 6.x.1.3 Registration and Discovery of DC-AF
Step 1-2: After the registration of AF available data at the NEF, NEF generates an event exposure with new EventID to be associated with available data to be collected from DC-AF. NEF invokes Nnrf_NFManagement_NFUpdate_request service operation to update its registration information (i.e., NEF Profile) including the generated Event IDs, and associated AF identification, Application ID(s), Analytics ID(s).
The Analytics ID is used to process the UE raw data, and sends the processed data to NWDAF. 
Step 3-4: The NWDAF invokes the Nnrf_NFDiscovery Request service operation to discover the NEF(s) interfacing with the AF(s) that contain the available data using as parameter the NEF NF Type, a list of Event ID(s), and optionally AF identification, application ID, Analytics ID.
DC-AF provides UE data to NWDAF consumer 



Figure 6.x.1.3  NWDAF consumer get UE data from DC-AF
0. DC-AF may have already collected UE data from ASP server as described in sub-clause 6.x.1.2.
1. A consumer NF sends subscription request.
2. To collect UE data for analytics requested by consumer NF, the NWDAF invokes service operation for discovery of DC-AF as described in step 3-4 in Figure 6.x.1.3.
3. NWDAF invokes Naf_EventExposure_Subsribe, including Event Id, Event Filter, external UE ID(s), Application ID(s), Analytics ID. Application ID(s) indicates which Application’s data is needed. The Analytics ID is optionally used to indicate how the raw data is processed.
4. The DC-AF stores UE data per application ID and process the raw data per Analytics ID. DC-AF may collects UE data upon receiving the request from NWDAF consumer using the connection already established as described in sub-clause 6.x.1.2. The DC-AF can use the application ID(s), external UE ID(s) to find the ASP server for data request. The protocol in step 4 will be defined in SA4 e.g. extending M1d, M2d. 
To get UE data, ASP Server needs to interact with UEs in application layer, which is out of 3GPP scope.
NOTE: Communication between ASP and DC-AF is out of scope of SA2 and it is up to respective WG to evaluate such an operation required if so how the communication takes place with required information. 
5-6. DC-AF responds to NWDAF  the requested UE data. And NWDAF can use the UE data for analytics requested by consumer NF.
6.x.1.4 	Security consideration
The ASP Client and ASP server are transmitting data via user-plane. HTTPS can be used to protect data encryption and integrity. 
[bookmark: _GoBack]For privacy consideration, the ASP can process the raw UE data before sending the data to DC-AF and DC-AF can further process the data before sending to NWDAF. Some examples of processing is as follow:
· Gathering a bunch of UE’s data and average the UE data;
· Remove the User identifier;
· Add noise to each single UE data;
NOTE: All the behaviour for security aspect mentioned in this sub-clause is implementation specific and out of 3GPP scope.
[bookmark: _Toc7365][bookmark: _Toc6014][bookmark: _Toc23140][bookmark: _Toc17418][bookmark: _Toc946][bookmark: _Toc15614][bookmark: _Toc31555][bookmark: _Toc7581][bookmark: _Toc42770097][bookmark: _Toc42779153][bookmark: _Toc42784341]6.x.2 	Impacts on services, entities and interfaces
UE:
Sends the raw data to ASP Server (out of 3GPP scope);
NWDAF:

Discover of AF based on optionally Analytics ID;
NRF and AF:
AF registers with an optionally Analytics ID;

* * * * End of Change * * * *
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