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Discussion

At last SA2 meeting, two types of solutions based on MP-QUIC were added to the rel-17 ATSSS TR:

- 
Solution #6: A MP-QUIC tunneling solution, where the PDUs carried by the PDU Session are tunneled in MP-QUIC connections (and MP-QUIC uniflows) between UE and UPF. Separate MP-QUIC connections are used per QoS Flow to carry the PDUs. In the uplink, the UE selects a MP-QUIC connection, encapsulates the PDU in MP-QUIC/UDP/IP and sends to UPF. The UPF decapsulates and forwards the PDU onto N6. IP-based and Ethernet PDU Session types are supported. The solution is meant as an alternative to ATSSS-LL in order to support traffic splitting.
- 
Solution #7: A proxy solution where UPF either acts as a SOCKSv5 proxy or a “transparent” proxy (without proxy protocol) and UDP traffic is proxied by the UPF. In the SOCKv5 option, the UE uses SOCKSv5 to request UPF to forwards traffic on behalf of the UE. Only UDP-based traffic is supported, and the PDU (payload/UDP/IP) is carried over MP-QUIC with the payload separated from the UDP/IP header (the IP address and port of the final destination on the DN is either carried in the SOCKv5 UDP request header as described in RFC 1928, or in the outside UDP/IP header in case of “transparent” mode). The solution is meant as an alternative to ATSSS-LL in order to support traffic splitting.
In this paper we propose a new solution based on MP-QUIC that takes certain components from the two solutions, and also introduces a few new aspects.

The solution is based on the following principles:

- 
Separate QUIC connections per QoS Flow

- 
Proxy based solution with proxy support in UPF, based on the new MASQUE work ongoing in IETF

- 
Support initially for UDP-based traffic, but support for general IP traffic (with any type of IP payload) and Ethernet frames can be added
Compared to solutions #6 in the TR:

-
This new solution has less overhead on the user-plane path between UE and UPF, since IP/UDP headers do not need to be duplicated with every packet. 

-
There is also support for UE-UPF communication (using MASQUE protocol). This allows e.g. coordination of QoS Flow – QUIC Connection mapping. 

-
This solution has however more dependency on IETF (MASQUE work), and it is not clear yet whether it will be ready in time for rel-17. Also, not as clear support for Ethernet PDU Session type.

Compared to solution #7 in the TR:
-
MASQUE is HTTP based and has the potential to become supported by default in HTTP stacks (single stack), while SOCKSv5 requires an extra protocol stack on UE and UPF. It is also a protocol that may be on the way out (as SOCKSv6 is being discussed) and it was not used in rel-16 for MPTCP.
-
SOCKS supports UDP and TCP and there is no plan to support proxying of general IP traffic or Ethernet frames. Usage of QUIC with SOCKSv5 is also not defined in RFC1928. 
-
SOCKS uses extra headers for each UDP datagram (UDP request header). This causes overhead on the path between UE and UPF and the benefits compared to tunneling is unclear. MASQUE on the other hand reduces the overhead by avoiding duplicated headers.

-
Note that in case of “transparent” proxy option, SOCKSv5 is not used by solution#8 and the above aspects do not apply.

Proposal

It is proposed to add the following text to TR 23.700-93:
**** First Change ****
2
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**** Second Change ****
6.0
Mapping Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues

	Solutions
	Title
	Key Issue(s)

	#1
	QUIC-LL Steering Functionality
	2

	#2
	New steering mode – Autonomous steering mode
	1

	#3
	New steering mode – Autonomous steering mode with advanced PMF
	1

	#4
	New steering mode – Redundant steering mode
	1

	#5
	Replacing 3GPP access leg of MA-PDU Session with PDN connection in EPC
	3

	#6
	MPQUIC-LL Steering Functionality
	2

	#7
	Proposed solution based on MP-QUIC
	2

	#8
	Proposed solution based on QUIC
	2

	#X
	Proxy based solution using MP-QUIC
	2


**** Third Change ****
6.X
Solution #X: Proxy based solution using MP-QUIC
6.X.1
Introduction
This solution describes a new ATSSS steering functionality called based on proxying of end-user traffic in UPF. In particular, the UE uses QUIC (and HTTP/3) to request the UPF to forward packets to a final destination based on the MASQUE framework being developed in the IETF. 

The solution enables UDP payload to be carried over QUIC between the UE and the UPF, and then proxied by the UPF towards the final destination. Support for general IP payload is expected to be added once the IETF MASQUE work provides support for IP proxying (part of MASQUE WG charter). Support for Ethernet PDU Sessions can also be added, if needed. The solution is hereafter called MP-QUIC-PROXY, but it should be noted that the solution is not based on proxying MP-QUIC connections; it is based on MP-QUIC between UE and UPF to carry payload via MP-QUIC and this payload is then forwarded by UPF to the destination (see further details below). The payload of the UDP datagrams may contain anything, including a e2e QUIC connection between the UE and a remote server on the DN.

It is a "Low Layer" steering functionality because it operates below the UE IP layer (such as ATSSS-LL), in contrast to a high layer steering functionality that operates above the IP layer (such as MPTCP).
The solution is based on:

1.
The QUIC protocol specified in draft-ietf-quic-transport [6] along with the loss detection and congestion control specified in draft-ietf-quic-recovery [7]; and

2.
The QUIC extensions specified in draft-ietf-quic-datagram [8] for supporting unreliable datagram transport.

3.
Multipath extensions for QUIC, as defined in draft-deconinck-quic-multipath [10]

4. 
The QUIC proxy extensions specified in draft-schinazi-masque-connect-udp [X] for support of proxying UDP payload. This draft has been adopted by the MASQUE WG.

Note that support for proxying of both UDP and general IP payload is part of the IETF MASQUE WG charter. According to the charter, the WG will first deliver a solution for UDP proxying, and then a solution for IP proxying.

Editor’s note: It is FFS whether a MASQUE solution for IP proxying will be available in time for rel-17.

Support for proxying of Ethernet traffic is not part of the MASQUE WG charter but could be added as a 3GPP-specific extension or be added based on later IETF work. 

6.X.2 
High-level Description
This clause provides a brief overview of how the solution operates and how it is applied to support ATSSS for a MA PDU Session.
The Figures are on purpose made similar to some existing figures in the TR, to simplify comparison with existing solutions in the TR.

Control plane aspects

1.
During the establishment of the MA PDU Session, the UE indicates whether it supports MPQUIC-PROXY and the network selects whether MPQUIC-PROXY will be used for routing (some or all) traffic of the MA PDU Session across 3GPP and non-3GPP accesses.

UP model

2.
There are separate MP-QUIC connections per QoS Flow. Each QUIC connection is mapped to one QoS Flow. So, if for example two QoS Flows are assigned to the MA PDU Session (as shown Figure 6.X.2-1), then two MP-QUIC connections are established between the UE and the UPF.

3. 
The UE initiates a new MP-QUIC Connections, one per QoS Flow, when there are ATSS Rules utilizing MP-QUIC and when a new QoS Flow is created, i.e. when a QFI us used for which no MP-QUIC Connection exists. This is triggered either when the UE receives a QoS Rule from the network with a new QFI, or when a derived QoS Rule is created with a new QFI. 


Alternatively, the network explicitly requests creation of a new MP QUIC Connection by providing the UE with "QUIC Connection Setup information" similar to as is proposed in TBD. 

4.
The protocol used for MASQUE (HTTP) may be also used to coordinate the mapping between QoS Flow and MP-QUIC Connection between UE and UPF. Alternatively, the UE encodes the QFI into the Connection ID that is provided to UPF during the QUIC Connection setup (which would require that the QUIC implementation in the UE is able to select QUIC Connection ID based on QFI). This ensures that UE and UPF will use the same QUIC Connection for a given QoS Flow (QFI) in both uplink and downlink directions.

Editor’s note: Whether to use the option to notify UPF about QFI via the MASQUE protocol or encode it in the Connection ID provided by the UE is FFS. 

NOTE 1:
The MP-QUIC protocol can multiplex several PDUs in a single QUIC packet. By using a separate QUIC connection for each QoS Flow, we ensure that PDUs belonging to different QoS Flows cannot be multiplexed in the same QUIC packet. Furthermore, the UE and UPF will use the same QUIC Connection for a given QoS Flow in uplink and downlink directions. This ensures that e.g. downlink ACK frames are sent with the same QoS as the uplink data packets.
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Figure 6.X.2-1. Proxying MA PDU traffic via different QUIC connections
Sending of uplink data

5.
The UE applies the ATSSS rules to steer each PDU to a specific access and the QoS Rules to steer each PDU to a QoS Flow. 
6. 
To request proxy forwarding the UE sends a request (a HTTP message) for proxying to the UPF via the User Plane. The UE includes information about the IP address and port of the final destination, as well as a request for a “Datagram-Flow-Id”, as described in draft-schinazi-masque-connect-udp [X]. The “Datagram-Flow-Id” represents a flow of datagrams within a single QUIC connection, allowing multiplexing of multiple UDP “flows” on a single MP-QUIC connection. The proxying request needs to be sent by the UE over the MP-QUIC connection where the traffic will be carried, i.e. over the MP-QUIC connection corresponding to the appropriate QoS Flow. Therefore, when a PDU is steered to a specific MP-QUIC connection and the UE has not yet requested proxy forwarding for this destination server IP address and port (for UDP) for this MP-QUIC connection, the UE sends a HTTP request to UPF, to requests the proxy connection. 


The UE and UPF stores state information for each UDP flow sent over a QUIC connection, including a Datagram-Flow-Id.

The lifetime of the proxy state is bound to the lifetime of the stream used for the HTTP request. A UE and UPF can close the stream to terminate the forwarding for that specific flow.

7.
Sending of PDUs: The MP-QUIC connection carries QUIC packets and each QUIC packet carries one or more datagram frames (defined in draft-ietf-quic-datagram [8]). The UE encapsulates the payload of the UDP packet (of the PDU) in a QUIC datagram frame, together with the “Datagram-Flow-Id”. Each QUIC datagram frame thus contains the payload of a UDP packet, the payload of an IP packet, or an Ethernet frame, depending of the type of traffic being proxied. Since the QUIC datagram service is used, the QUIC connection provides an unreliable transport service between the UE and the UPF.

The MP-QUIC connection carries QUIC packets via MP-QUIC uniflows. Each uniflow is associated with an access (3GPP access or non-3GPP access) and has its own congestion control state, as described in draft-deconinck-quic-multipath [10].
Editor’s note: The usage of MASQUE with MP-QUIC has not been discussed in IETF. Whether and how the CONNECT-UDP method and use of Datagram-Flow-Id will be impacted is FFS. The MP-QUIC draft in [10] is not mature in IETF and changes to different aspects are likely to happen.
8. 
Once the UPF receives the QUIC packet with the QUIC datagram frame, the UPF extracts the UDP payload, adds (re-creates) the appropriate UDP/IP headers based on the “Datagram-Flow-Id”, as described in draft-schinazi-masque-connect-udp [X], and forwards the PDU via N6. 


The protocol stack in Figure 6.X.2-2 illustrates the content “on the wire” for different interfaces.
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Figure 6.X.2-2. UP protocol stack

9.
To coordinate what MP-QUIC Connection to use for a given QoS Flow, the UE sends a HTTP message to the UPF (possibly together with the proxy request described in bullet 4 above) including the QFI for which the MP-QUIC Connection is used. Alternatively, the UE encodes the QFI into the Connection ID that is provided to UPF during the QUIC Connection setup. This allows the UE and UPF to associate the same QUIC Connection to the QoS Flow.

10.
Figure 6.X.2-3 explains (via an example) how the MPQUIC-PROXY steering functionality is applied to route the traffic of an MA PDU Session in uplink:

a.
The UE is assigned with three IP addresses: The IP@3, which is the IP address of the MA PDU Session, and two link-specific IP addresses, one for 3GPP access (IP@1) and one for non-3GPP access (IP@2). The scope of the link-specific IP addresses is local, i.e. they are used only for UE-UPF communication.

b.
In the example scenario shown in Figure 6.X.2-3, it is assumed that two QoS flows are assigned to the MA PDU Session. Hence, two QUIC connections are established between UE and UPF. The UE uses the IP@1 to establish MP-QUIC UL uniflows over 3GPP access and uses the IP@2 to establish MP-QUIC UL uniflows over non-3GPP access. The UPF uses IP@1 and IP@2 to establish DL uniflows over 3GPP access and non-3GPP access, respectively

c.
The UP processing is schematically described below, taking an example with up-link traffic and UDP-based application in the UE. On the UE side, each IP packet that enters the IP interface associated with the MA PDU Session (refer to Figure 6.X.2-3 for the “step numbers”):

(1).
First, the IP packet goes through QoS Flow selection based on the QoS Rules. This is similar to rel-16 ATSSS functionality. 

(2).
Then, the IP packet goes through the MP-QUIC Connection Selection/Creation. A MP-QUIC Connection associated with the selected QoS Flow is used to carry the IP packet. 
(3).

The IP packet then goes through the MASQUE functionality. In case a proxy state for the given UDP flow (destination address + port) has not yet been requested on this MP-QUIC Connection, the UE sends a proxy request (HTTP request) to the UPF and includes destination server name + port. The UPF replies with a 200 OK, and includes a new Datagram-Flow-Id. In case a new MP-QUIC Connection was established in step 2, the UE also notifies the UPF about the QFI for this MP-QUIC Connection. This step is further described in clause 6.X.3.2.
QUIC datagram payload is generated with the UDP payload of the IP packet, and the Datagram-Flow-Id.
(4-6). Then the packet goes through the MP-QUIC protocol. The MP-QUIC protocol selects an uniflow with a certain access type based on the ATSSS Rules (steering mode etc) and measurements to send the packet i.e. a uniflow over the selected access type is used for transmitting the QUIC packet.
The QUIC datagram frame is included in a QUIC packet (possibly with other datagram frames of the same MP-QUIC connection) and goes to an access interface (3GPP or non-3GGP) via the UDP/IP layers. The outer IP packet has source address IP@1 or IP@2 and destination address an IP address of UPF, which is provided to UE during the MA PDU Session establishment.

(7-8).
When the UPF receives the GTP-tunneled packet, it identifies the N4 Session based on the PDR, as normal. The UPF processes the MP-QUIC protocol and delivers the QUIC datagram content to the MASQUE application.

(9).
The UPF identifies the UDP flow based on the Datagram-Flow-Id in the QUIC datagram frame and adds the appropriate UDP/IP headers based on the proxy state. 

(10). The UPF executes the QER, URR, FAR processing and sends the packet onto N6 interface.

NOTE: 
The purpose of the stepwise description above is to explain and exemplify the solution. Internal interfaces of UE and UPF are not to be standardized by ATSSS.
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Figure 6.X.2-3. Illustration of User-Plane operation (uplink direction, UDP based application/PDU)

Sending of downlink data

11.
Downlink data is steered in a similar way, with the difference that UPF uses N4 rules in order to determine the appropriate access and QoS Flow. Once the UPF has determined the QoS Flow based on the QER(s), the UPF uses the association between QoS Flow and MP-QUIC Connection established as described in bullet 7 (above) to select the suitable MP-QUIC Connection. The MP-QUIC protocol in UPF selects an uniflow with a certain access type based on the N4 Rules (steering mode etc) and measurements to send the packet i.e. a uniflow over the selected access type is used for transmitting the downlink QUIC packet. An example of UPF processing is shown in Figure 6.X.2-4.

When the UE receives the packet, the UE delivers the UDP payload to the application.
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Figure 6.X.2-4. Illustration of UPF User-Plane operation (downlink direction, UDP based application/PDU)
Other aspects

12.
Packet splitting is supported based on MP-QUIC functionality

13.
Round-trip and packet loss measurements per MP-QUIC uniflow is supported, as specified in draft-ietf-quic-transport [6] and draft-deconinck-quic-multipath [10]. Since each QUIC connection is transmitted on a specific QoS Flow, this means that QUIC-PROXY supports round-trip measurements per QoS Flow and packet loss measurements per QoS Flow.

14. Since the original IP header (IP@3) is not included in the packets sent between UE and UPF, IP fragmentation is not supported. A suitable MTU would need to be provided to the UE to avoid the need for IP fragmentation. Handling of other parameters carried via IP and UDP headers, such as ECN, DSCP, IPv6 Extension headers, is discussed in draft-westerlund-masque-transport-issues [Y].  
Editor's note:
It is FFS whether this solution needs double-layer security between the UE and the 5GS (radio level security + QUIC mandatory security). If that is the case, it needs to be clarified how QUIC/DTLS security is set-up. 

6.X.3 
Procedures

6.X.3.1 
MA PDU Session Establishment

This clause describes the MA PDU Session Establishment, with support for MPQUIC-PROXY steering functionality. The call flow below is only showing a subset of the messages 
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Figure 6.X.3.1-1. MA PDU Session Establishment

The procedure is based on rel-16 MA PDU Session Establishment procedure, with the following differences:

1. The UE indicates support for MPQUIC-PROXY steering functionality

3a.
The SMF determines the MA PDU Session capability to support MPQUIC-PROXY, based on UE capabilities and local configuration

3b.
The PCF authorizes the use of MPQUIC-PROXY and provides PCC Rules, including steering information for QUIC-PROXY

4a.
The SMF initiates N4 Session Establishment and indicates to UPF the use of MPQUIC-PROXY

4b.
The UPF provides MPQUIC-PROXY information to the SMF (proxy IP address)

5.
The SMF sends Namf_Communication_N1N2MessageTransfer with a PDU Session Establishment Accept. The PDU Session Establishment Accept contains ATSSS information such as MP-QUICK proxy address and ATSSS Rules with steering information for MPQUIC-PROXY.

6-7.
The PDU Session Establishment Accept is sent to the UE

8.
The leg over non-3GPP access is added to the MA PDU Session

9. 
QUIC Connection(s) are established between UE and UPF. In order to allow the UPF to use a QUIC connection for downlink traffic before UE needs it for uplink traffic, the UE should initiate QUIC Connection establishment after MA PDU Session Establishment, even if the UE does not have uplink traffic for that QUIC Connection.

6.X.3.2
Proxy related signalling

This clause describes the procedure for 1) how the UE requests proxying of UDP packets, and 2) notifies the UPF about the QoS Flow – MP-QUIC Connection association. This signalling takes place via a MP-QUIC Connection of the MA PDU Session user plane.
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Figure 6.X.3.2-1. Proxy related signalling
1. 
The UE determines that there is a need to request proxying towards a new destination IP address / port, or to notify the UPF about the QFI associated with a newly established MP-QUIC Connection. 

2. 
The UE sends a HTTP Request over a specific MP-QUIC Connection. To request proxying of PDUs, the UE sends a HTTP Request with the proxy information (destination address and port), as described in draft-schinazi-masque-connect-udp [X]. To notify the UPF about the QFI for a newly established MP-QUIC Connection, the UE sends a HTTP Request including the QFI. 

3. 
The UPF sets up the appropriate proxying state, and/or stores the QFI associated to the MP-QUIC Connection, depending on the content of step 2. The UPF replies with a HTTP Response. If step 2 was a request for proxying, the UPF provides a Datagram-Flow-Id in the response. 

4. 
User data is carried between UE and UPF via the MP-QUIC Connection and proxied by UPF.

NOTE: 
As described in the draft-schinazi-masque-connect-udp [X], step 4 may be done before step 3 to reduce delays.

6.X.4 
Impacts on services, entities, interfaces and IETF protocols

The solution has the following impacts:

Services/Interfaces

Extensions will be needed to SM NAS protocol, Npcf service and N4 protocol to support the new QUIC-PROXY steering functionality

Network Functions and entities

UE

-
Support MP-QUIC protocol and the use of QUIC proxy in the network, based on IETF protocols described below

SMF

-
Support for handling new Steering Functionality towards PCF, UPF and UE

UPF

-
Support for MP-QUIC protocol and QUIC proxy (MASQUE), based on IETF protocols described below.

PCF

-
Support for handling new Steering Functionality 

IETF protocols

The solution is dependent on the following IETF drafts:

1.
The QUIC protocol specified in draft-ietf-quic-transport [6] along with the loss detection and congestion control specified in draft-ietf-quic-recovery [7]; and

2.
The QUIC extensions specified in draft-ietf-quic-datagram [8] for supporting unreliable datagram transport.

3. 
The QUIC proxy extensions specified in draft-schinazi-masque-connect-udp [X] for support of proxying UDP payload

4.
The multipath extensions for QUIC, as defined in draft-deconinck-quic-multipath [10]

Editor’s note: Two of these drafts are individual drafts. IETF WG adoption of draft-deconinck-quic-multipath is still FFS. The draft-schinazi-masque-connect-udp has been adopted by the MASQUE WG.  
In order to support IP proxying (for IP-based PDU Session types) and Ethernet PDU Sessions, additional work is needed. 

**** End of Changes ****
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