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Abstract: This contribution introduces updates to solution 27 to address the CP/UP decision EN
1. Introduction/Discussion
This aims at address the following EN in Sol#27.
Editor's note:	It is FFS whether decision of UP based or CP based provisioning is needed, and if so which entity makes this decision.
On the one hand, this is no need to introduce the decision of UP based or CP based provisioning since the UE can directly request to establish the configuration PDU Session and initiate the UP based provisioning if the UE does not receive the new subscription data via NAS during registration.
On the other hand, the SO-SNPN is not able to acquire the UE’s capability and which way the O-SNPN supports, it is not appropriate for the SO-SNPN to make the decision.
Proposal: remove the EN and add alternative methods to make the decision of UP based or CP based provisioning.

2. Text Proposal
It is proposed to capture the following changes vs. TR 23.700-07 v0.4.0.
[bookmark: _Toc519004414][bookmark: _Toc517082226]* * * * First change * * * *
[bookmark: _Toc43475931][bookmark: _Toc43475555][bookmark: _Toc43392756]6.27	Solution #27: Common UP/CP onboarding solution for SNPN
[bookmark: _Toc43475932][bookmark: _Toc43475556][bookmark: _Toc43392757]6.27.1	Introduction
[bookmark: _Toc43475933][bookmark: _Toc43475557][bookmark: _Toc43392758]6.27.1.1	General
This solution proposes a general Onboarding solution that addresses both UP and CP UE Provisioning Procedures for non-3GPP credentials used for accessing a SNPN. The solution includes a common registration part, where the UE is first authenticated in a DCS and then authorized to do the onboarding procedure at the SNPN owning the subscription. Then, there is a decision point to do the provisioning of data to the UE either via CP or UP.
[bookmark: _Toc43475934][bookmark: _Toc43475558][bookmark: _Toc43392759]6.27.1.2	Assumptions
-	The UE is provisioned with an Onboarding UE certificate that includes the UE ID (PEI, MAC, or Hash of Public Key), so that the UE ID cannot be forged. The certificate is signed by the device manufacturer.
-	The DCS is used for authentication of the device. Additionally, the DCS should be provisioned (after the device has been sold to an SNPN) with an identity of the SNPN owning the subscription. This identity could be a simple FQDN, the exact details are FFS.
-	The Onboarding Network (ON) has an "onboarding connectivity agreement" with one or more SNPNs. This requires some sort of Service Level Agreement between each of the ON and SNPN.
Editor's note:	Whether this Service Level Agreement also defines different levels of trust between the ON and SNPN is FFS.
-	The ON outsources authentication of the UE to the DCS.
-	The ON outsources authorization of the UE (to proceed with the onboarding procedure) to a PS (typically deployed in the SNPN owning the subscription).
-	For the UE to authenticate the SNPN, transitive trust is suggested: the UE trusts the DCS, the DCS trusts the SNPN, the DCS asserts that this SNPN is the correct one.
-	There is a decision point in the PS for continuing with either using the CP or the UP for provisioning. This decision point might be based on device capabilities, onboarding agreements with the ON, network policy, etc.
Editor's note:	Statement "The NG-RAN impacts from Solution #x (S2-2003611 revx) is assumed" converted into Editor's note by rapporteur as the referenced solution is not available in the TR.
[bookmark: _Toc43475935][bookmark: _Toc43475559][bookmark: _Toc43392760]6.27.2	Functional Description
[bookmark: _Toc43475936][bookmark: _Toc43475560][bookmark: _Toc43392761]6.27.2.1	General
The procedure hereby described allows a UE, which is not initially provisioned with regular UE credentials to access an Onboarding Network (ON) and to get provisioned with regular UE credentials and configuration for an SNPN which can be the same as or different from the ON.
The UE selects the ON (the exact details of ON selection are FFS) and registers to it for the onboarding service. During the registration procedure the ON requests the Default Credential Server (DCS) to authenticate the UE and determine whether the UE ID is authentic. The ON also requests from the DCS to provide details of the SNPN owning the device. The ON requests from the SNPN authorization to proceed with the onboarding registration. The SNPN, taking into account UE capabilities, onboarding agreements with the ON, and local policy, determines whether a UP or CP provisioning should be executed. Alternatively, the ON can determine whether a UP or CP provisioning should be executed taking into account the UE capabilities and preferences, onboarding agreements with the SNPN (including SNPN capabilities and preferences), and local policy (including ON capabilities and preferences).
Editor's note:	It is FFS whether decision of UP based or CP based provisioning is needed, and if so which entity makes this decision.
[bookmark: _Hlk49518757]NOTE 1:	If there is a failure of using the decided option of UP based or CP based provisioning, then whether to define fallback option or performing re-attempts would be a stage 3 responsibility.
NOTE 2:	this solution illustrates how to determine the UP or CP provisioning by using the SNPN as an example.
If CP solution is chosen, provisioning of the UE using CP follows the registration. This procedure is based on the existing UE Parameters Update triggered from UDM terminated in ME.
Editor's note:	Whether an additional layer of security is required e.g. to secure the provisioning data from PS beyond the security currently provided by UDM.
If UP solution is chosen, the UE is duly informed and proceeds to establish an onboarding PDU session, which is restricted for just providing connectivity to the Provisioning Server. Once established, the UE uses any available mechanism to contact the Provisioning Server for provisioning.
At the end of any of the CP or UP procedures, the UE is provisioned with regular UE credentials (for the SNPN owning the UE's subscription) and additional configuration data. Then the UE de-registers from the ON, performs a new network selection, and registers using the provisioned regular UE credentials with the SNPN owning the UE's subscription.
[bookmark: _Toc43475937][bookmark: _Toc43475561][bookmark: _Toc43392762]6.27.2.2	Architecture


Figure 6.27.2.2-1: Architecture for UE Onboarding to an SNPN
NOTE:	The figure presents a typical deployment. However, other deployments are also supported. For example, the DCS is presented as being located in the Device Vendor administrative domain. This is just one of the few possible deployment options. The DCS may be also located in other domains, such as the ON domain or the SNPN domain.
Editor's note:	The domain in which the AUSF is FFS (DCS or O-SNPN).
[bookmark: _Toc43475938][bookmark: _Toc43475562][bookmark: _Toc43392763]6.27.3	Procedures
[bookmark: _Toc43475939][bookmark: _Toc43475563][bookmark: _Toc43392764]6.27.3.1	High-level Procedures


Figure 6.27.3.1-1: Overview of the Onboarding solution
A1:	At manufacturing time, the device vendor configures the UE with onboarding UE credentials. The device vendor may, optionally, configure the UE with a the Home Network Identifier and Home Network Public Key of the vendor.
A2:	The DCS administrator configures the DCS with the onboarding UE credentials and its UE identifier (e.g. host ID, MAC address, PEI, etc), as well as data identifying the SNPN owning the subscription, including the name PLMN ID + NID of the SNPN and a SNPN security information. The latter step can be done after the device is manufactured. It is also possible that the DCS is configured with more than one network owning the SNPN.
A3:	The ON may need configuration to, e.g. enforce the onboarding connectivity agreements with the SNPN, configuration of the DCS to contact based on the onboarding SUPI presented by the UE, etc.
[bookmark: _Hlk42071194]A4:	The SNPN configures its network, by adding, to the PS, the onboarding SUPIs to the list of authorized UEs to perform the onboarding function. Then, if static allocation of regular UE credentials is used, the SNPN binds the onboarding SUPIs with the regular UE credentials assigned by the SNPN. The SNPN also configures the Provisioning Server with access to the data that should be provisioned to the UE, including access to the regular UE credentials and other data (e.g. PLMN ID and NID of the SNPN, Configured S-NSSAIs, DNNs, etc.). The PS may also be provisioned with the supported capabilities of the UE. This data may be provisioned in UDR, from which the PS retrieves it. Additionally, if the PS is located outside the trust domain, a NEF may be located at the edge of the trust domain.
B1:	The UE, either manually or automatically (e.g. due to the lack of a valid UE configuration to access the network) selects an access network that supports UE onboarding and initiates the onboarding process. During this initial access/registration the UE initiates a dedicated onboarding registration procedure (i.e. registration type set to "onboarding"), whereby the UE derives an Onboarding SUPI and creates an Onboarding SUCI just for the onboarding process. As part of the registration procedure the ON authenticates the UE with the help of a DCS. During the authentication procedure, the UE supplies its onboarding UE certificate signed by the device manufacturer (or a delegated CA root). The ON inspects the UE certificate, selects the DCS of the device manufacturer, and contacts the DCS for authenticating the UE.
Editor's note:	The details of the derivation of the onboarding SUPI and the creation of the onboarding SUCI are to be decided by SA WG3.
B2:	The ON retrieves from the DCS the data that identifies the SNPN owning the subscription for the UE that is attempting the onboarding procedure. These data may include, e.g. the PLMN ID and NID of the SNPN and SNPN security information that may be use for authentication purposes (for the UE to authenticate the SNPN at a later stage).
B3:	The ON provides the onboarding SUCI of the onboarding UE to the SNPN. The SNPN verifies that the ON is trusted for onboarding purposes, and then verifies internally that the onboarding SUPI is authorized to perform the onboarding procedure.
C:	The SNPN, based on UE capabilities, connectivity agreements (SLA which also takes into account the level of trust) with the Onboarding Network, and local policy, decides whether a Control Plane UE provisioning or User Plane UE provisioning procedure should be used. The SNPN informs the ON about the selected UE provisioning method. The onboarding UE registration procedure is completed. The SNPN informs the ON, and the ON informs the UE, of the selected onboarding method. If CP UE provisioning procedure is selected, the SNPN may create a secure blob of UE provisioning data and send it to the ON. The endpoint of the secure data provisioning using UE Parameters Update procedure is though the ME and not UICC unlike current TS 33.501 [7].
NOTE:	Steps B1 and B2 can be combined. Steps B3 and C can be combined.
D1:	If a CP UE provisioning procedure is selected, the SNPN initiates it. If the SNPN got the UE provisioning data in step C, it proceeds provisioning this data to the UE. Otherwise, the ON first collects the UE provisioning data from the SNPN prior to proceeding with sending this data to the UE.
D2:	If instead, a UP provisioning procedure is chosen, upon reception of a successful registration indication, the UE initiates the establishment of an Onboarding PDU session. This registration provides restricted connectivity just to the Provisioning Server.
Editor's note:	It is FFS how the SMF retrieves the SM Subscription Data from the SNPN.
D3:	Upon successful Onboarding PDU Session establishment, the UE initiates an User Plane protocol connection toward the Provisioning Server to retrieve the UE provisioning data. This step needs not be standardized by 3GPP.
E:	Once the UE has been provisioned with regular UE credentials and additional data, it deregisters from the network, and it may perform a PLMN selection and registration with the new provisioned data.
[bookmark: _Toc43475940][bookmark: _Toc43475564][bookmark: _Toc43392765]6.27.3.2	Detailed Procedures
[bookmark: _Toc43475941][bookmark: _Toc43475565][bookmark: _Toc43392766]6.27.3.2.1	Registration procedures


Figure 6.27.3.2.1-1: UE Registration, authentication, and authorization flow of the Onboarding solution
1.	The UE receives a trigger to start the onboarding procedure. This trigger can be manual, provoked by a user pressing a given combination of keys; or it can be automatic, for example, due to the UE starting and not being previously provisioned.
2.	The UE derives an onboarding SUPI and creates its corresponding onboarding SUCI.
NOTE 1:	The UE is assumed to lack configuration of the home SNPN (SO), in particular, the UE is assumed to not be provisioned with a Home Network Identifier or Home Network Public Key for the SNPN/SO. However, the UE may optionally be provisioned with an HNI and HN Public Key of the DCS, and in such case, the UE is able to create the onboarding SUCI using the security information known to the DCS, and the Home Network Identifier corresponds to the DCS, and the DCS in such case supports functionality to de-conceal the onboarding SUCI. If the UE does not have HNI and HN Public Key of the DCS, the UE creates a SUCI with the Home Network Identifier, Routing Indicator, and Home Network Public Key Id, and Protection Scheme Identifier uninitialized (or zeroed).
3.	The UE selects an Onboarding Network to connect to. This network selection can be manual, if a user selects a network from a list of available networks, or automatic, e.g. if the UE is provisioned with a list of PLMN IDs and NIDs to connect to.
Editor's note:	Whether NG-RAN broadcasts special information for onboarding, e.g. indicating that onboarding is supported, is FFS.
Editor's note:	The details on how a UE selects an Onboarding Network are FFS.
4.	The UE sets the AS signalling. The UE sets up an RRC connection (RRCSetupRequest) and includes Access Network Parameters. The AN parameters include an EstablishmentCause Information Element set to a new Onboarding value. Once the AS is setup, the UE establishes a NAS connection by sending a Registration request containing an onboarding SUCI, PEI, and a 5GS Registration type set to a new Onboarding value. The 5GS Registration type indicates that the UE wants to perform an Onboarding procedure.
5.	The RAN node examines EstablishmentCause IE and selects an appropriate onboarding AMF in the ON.
NOTE 2:	The above assumes that the RAN node can only route toward a default onboarding AMF in the ON. RAN sharing scenarios, where the RAN node is serving multiple default onboarding AMFs belonging to different onboarding networks, is not supported in this version of the specification.
6.	The RAN node forwards the Registration request to the selected onboarding AMF. The AMF receives an N2 message (N2 parameters, Registration Request as for step 4). When NG-RAN is used, the N2 parameters include Location information and Cell Identity related to the cell in which the UE is camping.
7.	AMF receives the Onboarding SUCI in the Registration Request. If this is a null-schemed protected SUCI, AMF can safely de-conceal it and extract the SUPI. However, if the SUCI is protected with a Protection Scheme Identifier different than the null-scheme, then the AMF needs to select a DCS, based on the Home Network Identifier, and request the DCS the de-concealing of the SUCI (optional steps 7a and 7b).
NOTE 3:	TS 23.003 [15] enables an AMF to de-conceal the SUCI when the Routing Indicator is zero and the protection scheme is null.
8.	Then, the AMF, based on the onboarding SUPI and local policy, selects an AUSF that supports onboarding procedures.
9.	The AMF sends an authentication request to the AUSF, including the onboarding SUPI.
10.	The AUSF, based on local configuration and the value of the onboarding SUPI, selects a DCS that can handle the authentication of the UE.
11.	The AUSF sends an authentication request to the selected DCS, including the onboarding SUPI.
12.	The DCS requests authentication to the UE. In this procedure, the UE supplies its onboarding UE certificate to the DCS. The DCS verifies the validity of the certificate path of the supplied onboarding UE and matches its binding PEI/MAC-address/HostID.
Editor's note:	The authentication details to be agreed by SA WG3.
13.	Then the DCS generates a successful response to AUSF. The DCS also provides AUSF with a list of SNPNs (PLMN ID + NID) that are able to accept the onboarding of the UE. The DCS may also send the security information for each SNPN.
14.	The AUSF forwards the Authentication response to AMF, including the list of SNPNs that are able to accept the onboarding of the UE and the security information for each SNPN. The AMF temporarily stores this information.
15.	The AMF sends an Authentication response to the UE.
16.	The AMF selects an SNPN from the list of SNPNs provided by the DCS (an SNPN for which and Onboarding agreement exists). The AMF requests authorization to that SNPN for proceeding with the Onboarding of the UE. For that, the AMF contacts the PS in the SNPN.
17.	The PS receives the Onboarding SUPI from the AMF. The PS verifies that the SUPI is entitled to proceed with the onboarding procedure.
18.	The PS, based on the type of UE (determined from the PEI), connectivity agreement with the ON, and local policy, decides whether the provisioning of the UE shall be done using Control Plane or User Plane procedures.
19.	The PS sends an Authorization response to the AMF, including the decision for continuing with either Control Plane UE provisioning or User Plane UE provisioning procedures. Then, depending on the selected UE provisioning procedure, PS does:
a)	If a Control Plane provisioning solution was chosen, PS plays the role of UDM in current UE Parameters Update procedure, this message may also include the data that needs to be provisioned to the UE. The UE provisioning data may be integrity protected and signed with the private key of the PS (UDM).
b)	If a user plane provision solution has been chosen, this message contains an authorization for an onboarding PDU session as well as a list of triplets that restrict the connectivity of the Onboarding PDU Session to just those instances of the PS that matches any of the triplets.
Editor's note:	Independent of the CP or UP provisioning method, it is FFS 1) whether and how the PS in the SNPN sends the UE Subscription data to the AMF and 2) whether AMF-PCF in the SNPN is involved.
Editor's note:	It is expected that all these data to the UE needs to read are subject to both integrity and confidentially protection. The details, including the security details of the data, need to be agreed with SA WG3.
20.	AMF sends a NAS Security Mode Command to the UE.
Editor's note:	It is expected that the NAS Security Mode Command procedure specified in TS 33.501 [7] clause 6.7.2 needs to be adapted to the security aspects of the onboarding procedure.
21.	The UE responds with a NAS Security Mode Command Complete answer.
22.	The AMF sends a Registration Accept message to the UE. This includes a decision on whether CP UE Provisioning procedure or UP UE Provisioning procedure should be used, as well as SNPN security information that is selected for the onboarding of the device.
[bookmark: _Toc43475942][bookmark: _Toc43475566][bookmark: _Toc43392767]6.27.3.2.2	Control Plane UE Provisioning Procedures
This clause provides details of the Control Plane UE provisioning procedure (step D1 in Figure 6.6.3-1). The procedure is based on the UE Parameters Update procedure specified in TS 23.502 [6] clause 4.20.


Figure 6.27.3.2.2-1: Control Plane UE Provisioning sequence flow of the Onboarding solution
0.	It is assumed that the AMF has already received, from the Provisioning Server, the UE Provisioning data that needs to be provisioned to the UE (see previous clause).
1.	Once the registration is complete (i.e. the AMF has sent to the UE a Registration Accept message), the AMF sends a DL NAS TRANSPORT message to the UE. The AMF includes in the DL NAS TRANSPORT message the data to be provisioned to the UE previously received from the Provisioning Server.
2.	The UE receives the DL NAS TRANSPORT message and verifies, based on mechanisms defined in TS 33.501 [7], that the Update Data is provided by the SNPN.
-	If the security check on the Update Data is successful, as defined in TS 33.501 [7] the UE either stores the information and uses those parameters from that point onwards, or forwards the information to the USIM; and
-	If the security check on the Update Data fails, the UE discards the contents of the Update Data.
Editor's note:	It is assumed that the UE uses the SNPN security information received from the DCS during the registration for verifying the integrity of the data. The exact details must be confirmed by SA WG3.
3.	If the UE has verified that the Update Data is provided by SNPN and the there was an indication for the UE to send an ack to the PS in the SNPN, the UE sends an UL NAS TRANSPORT message to the serving AMF with a transparent container including the UE acknowledgement.
4.	If the AMF receives an UL NAS TRANSPORT message with a transparent container carrying a UE acknowledgement from the UE, the AMF sends an information request message including the transparent container to the PS. PS can use this information to activate the regular UE subscription into UDM.
[bookmark: _Toc43475943][bookmark: _Toc43475567][bookmark: _Toc43392768]6.27.3.2.3	Configuration PDU Session Establishment Procedures
This clause provides details of the configuration PDU session establishment that the UE needs to establish prior to downloading the configuration data from the Provisioning Server. The procedure is based on the PDU Session Establishment specified in TS 23.502 [6].
The UE starts this procedure once it has been informed that User Plane UE Provisioning procedure has been selected.


Figure 6.27.3.2.3-1: Configuration PDU Session establishment sequence flow of the Onboarding solution
1.	The UE sends a NAS message to request the establishment of a new PDU Session. The request PDU Session ID, Request type set to "Configuration PDU Session", N1 SM container (PDU Session Establishment Request, [Port Management Information Container]). The request need not contain a UE-requested DNN nor S-NSSAI(s).
2.	The AMF determines that this is a request for a new "Configuration PDU Session" for this UE. This type of PDU session has been already authorized by the SNPN during the registration procedure. The AMF, therefore, authorizes the establishment of this PDU session and selects an SMF that can handle a Configuration PDU Session for the Requested S-NSSAIs.
3.	The AMF sends an Nsmf_PDUSession_Create_SMContext request to the selected SMF, including the onboarding SUPI, PDU Session ID, and sets the Requested PDU Session Type to "Onboarding". The AMF also includes a list of triplets (IP address, port number, protocol) indicating the authorized list of Provisioning Server to which the PDU Session can steer traffic to. Due to the type of Onboarding PDU Session, the SMF need not contact a UDM in the SNPN, since there is no subscription in UDM for an onboarding SUPI.
4.	The SMF informs the AMF with Nsmf_PDUSession_CreateSMContext Response of the result of the Configuration PDU Session establishment.
5.	The SMF selects a UPF for the Onboarding PDU Session.
6,7.The SMF establishes the Configuration PDU session with the UPF by sending an N4 Session Establishment Request, including enforcement and reporting rules created upon the list of triplets of authorized Provisioning Servers.
8,9.The SMF sends to the AMF an Namf_Communication_N1N2MessageTransfer (PDU Session ID, N2 SM Information (PDU Session ID, QFI, QoS Profile, CN Tunnel Info, S-NSSAI, Session AMBR, PDU Session Type, User Plane Security Enforcement information, UE integrity Protection Maximum Data Rate, RSN), N1 SM container (PDU Session Establishment Accept ([QoS Rule(s) and QoS Flow level QoS parameters if needed for the QoS Flow(s) associated with the QoS rule(s)], selected SSC mode, S‑NSSAI(s), allocated IPv4 address, interface identifier, Session-AMBR, selected PDU Session Type, [Reflective QoS Timer] (if available)).
10.	The AMF sends to the (R)AN an N2 PDU Session Request (N2 SM information, NAS message (PDU Session ID, N1 SM container (PDU Session Establishment Accept))).
11.	(R)AN to UE: The (R)AN may issue AN specific signalling exchange with the UE that is related with the information received from SMF.
Once this is completed, an Onboarding PDU Session is established. This allows the UE to establish an application-level session toward the Provisioning Server.
[bookmark: _Toc43475944][bookmark: _Toc43475568][bookmark: _Toc43392769]6.27.4	Impacts on services, entities, and interfaces
Editor's note:	This clause lists impacts to services, entities and interfaces.

* * * * End of changes * * * *
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