SA WG2 Temporary Document

Page 1

SA WG2 Meeting #S2-140E
S2-2005946
19 Aug - 1 Sep, 2020, Elbonia 
(revision of S2-2004887)
Source:
Ericsson
Title:
KI #3, New Sol: Providing IMS voice and emergency services for SNPN subscribers using credentials generated during access level authentication.
Document for:
Approval
Agenda Item:
8.2
Work Item / Release:
FS_eNPN / Rel-17
Abstract of the contribution: This paper proposes a solution to provide IMS services to SNPN subscribers using credentials generated during access authentication. 
1
Proposal

It is proposed to include the following into TR 23.700-07.
*** Start of changes ***
6.0
Mapping Solutions to Key Issues
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*** Next change ***
6.X
Solution #<X>: KI #3, Solution for providing IMS voice and emergency services for SNPN subscribers using SIP digest with passwords generated based on keys generated during access level authentication
6.X.1
Introduction

This solution addresses Key Issue #3 ("Support of IMS voice and emergency services for SNPN"). The solution enables SNPN UEs to receive IMS and emergency services using credentials generated during access level authentication at the SNPN system. The solution assumes trust relationship between the “transport” SNPN owning the UDM and DN owning the IMS core and HSS-IMS. 
This solution has no impact on the configuration of SNPN UEs.  The UE can derive IMPI/IMPU from the SUPI. The SNPN or an IMS provider provisioned with the SUPI can equally do the same.
NOTE X: 
The Realm used is that of the SNPN and IMS is aware of that. 
6.X.2
Functional Description

6.X.2.1
Solution Principles

Figure 6.X.2.1-1 shows the reference architecture to provide IMS services to SNPN users used in this solution. 
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Figure 6.X.2.1-1: Access to IMS services via Stand-alone Non-Public Network

The reference architecture used in this solution is the same as the one depicted in solution#20. The only difference is that the support of AUSF in the SNPN 5GC becomes relevant.
The requirements for the interconnectivity between the IMS Core system and the SNPN 5GC, use of UE identifiers and the subscription profile of SNPN UEs in the 5GC and the IMS system are also the same as described in solution#20 and not further described in this solution. 
This solution proposes that SNPN UEs authenticate to the IMS Core system with SIP-digest using passwords generated based on the Kausf generated during primary authentication of the UE in the SNPN 5GC.  
6.X.3
Procedures

Figure 6.X.3.2-1 depicts how SIP digest authentication of SNPN UEs in the IMS Core system can use passwords based on the Kausf generated during the primary authentication procedure of the UE in the SNPN 5GC: 
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Figure 6.X.3.2-1: SIP Digest using passwords generated based on Kausf
1. The UE authenticates and registers in 5GC. The SUPI and credentials used by the UE may not be based on IMSI/AKA. As part of the UE authentication in the 5GC of the SNPN, the UE and the AUSF stores a Kausf. 

2. The UE establishes a PDU session for the DNN IMS and initiates IMS Registration. The IMPI/IMPU used by the UE to register in IMS are based on the UE’s SUPI used to register in 5GC. Note that the SUPI may contain a NAI used as an IMPI. 

3. Upon receiving the SIP REGISTER the S‑CSCF uses a SIP Digest Authentication Vector (SD-AV) for authenticating the user. The S‑CSCF sends a request for SD-AV(s) to the HSS. 
4. Upon receipt of a request from the S‑CSCF, this solution proposes that the HSS generates an SD-AV based on the Kausf generated during primary authentication of the UE in the 5GC of the SNPN. For that, the HSS sends a request to the UDM to retrieve a password from the AUSF. This request can be realized e.g. based on the existing Nudm_UEAuthenticate_Get service operation with an additional indication for SIP Digest authentication. The request includes a SUPI generated from the IMPI. 
5. The UDM selects the AUSF that stores the latest Kausf for the UE and sends a request to the AUSF to generate a SIP Digest pwd. This solution proposes a new generic Nausf_Password_Get service operation including an indication for SIP Digest as passwords based on Kausf may be used in other contexts. A specific Nausf_SIPDigestPWD_Get service operation may be feasible too. The AUSF generates a password for SIP digest authentication for the UE and sends it to the UDM. 
NOTE 1: 
The generation of passwords for SIP Digest based on Kausf and how it will be affected by potential Kausf refresh is to be specified by SA3. 
6. The UDM provides the password for SIP Digest generated by the AUSF to the HSS. 

7. The HSS generates a SD-AV using the password received from the 5GC of the SNPN. The SD-AV is generated as specified in TS 33.203 [12]. 
8. The S-CSCF executes SIP-Digest authentication with the UE and completes the IMS registration as currently specified. 

NOTE X: 
The final name and details of the SBA services and operations used during steps 4-6 can be further defined during normative phase. 

NOTE Y:
Security aspects of the procedure to run SIP Digest using passwords generated based on Kausf need to be checked by SA WG3.
It is worth to mention that as per 3GPP TS 33.203 [12], the use of SIP Digest shall not be used with 3GPP access networks. Such restriction can be applicable to the execution of SIP Digest with static passwords provisioned at the UE and HSS. However mind that as the password used to generate the SD-AV according to the proposal in this solution is based on the Kausf and the Kausf is refreshed at each primary authentication of the UE in the 5GC of the SNPN, the SIP Digest mechanism proposed in this solution provides enhanced security as the traditional SIP Digest methods using static passwords stored in HSS. 
Editor’s Note: Whether Kausf refresh e.g. re-authentication by 5GC will need to trigger SIP Re-Registration is FFS. 

It is proposed therefore that the restriction for the usage of SIP Digest as defined in 3GPP TS 33.203 [12] does not apply to the procedure defined in this solution. This is also in line with solution #21 which proposes to lift the restriction of the use of IMC so it can also be used with a terminal accessing IMS in an SNPN over 3GPP access technology.
Editor’s Note: It is FFS how the UE distinguishes whether a manual password or a derived password is to be used for a specific access.
6.X.4
Impacts on existing entities and interfaces
Authentication of SNPN UEs in the IMS Core system with SIP-digest using passwords generated based on the Kausf generated during primary authentication of the UE in the SNPN 5GC has the following impacts. 

UE:

· Generate passwords for SIP digest based on Kausf.
HSS:

· Request generation of passwords for SIP Digest to UDM.

UDM:

· Receive requests for the generation of password for SIP Digest from HSS and provide corresponding answer to HSS. 
· Request generation of passwords for SIP Digest to AUSF.

AUSF:

· Generate passwords for SIP Digest as requested by UDM.
Editor’s Note: SA3 needs to review the feasibility of the security aspects of the solution.
*** End of changes ***
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