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Abstract of the contribution: the P-CR proposes some conclusions for clause 8.
1
Introduction
This paper is written considering the items that have been raised at the last meeting and afterwards, addressed in conference calls, and in various contributions. It is an attempt to describe a way forward on some aspects influencing the solution space without specifically concluding on any solutions. 
2
Discussion

2.1
Relationship between the USS/UTM and the 3GPP Network
The question regarding the relationship between the USS providing aviation services to an UAs, and chosen by the UAS operator, and the MNO providing 3GPP services to the UAS has been raised. This is because several solution have assumed that no relationship exists between the USS and the MNO, whereas some solutions have assumed a strict relationship (e.g. to the extent of assuming the address or identity of the USS is stored together with the UAS subscription profile). 

Looking at the marker of MNOs and USS, there may be scenarios in which there is a close relationship, but the most generic model is one in which there may be some SLA agreement between the USS and the MNO, but at any time:

-
the UAS operator can change USS while remaining with same MNO subscription, and

-
the UAS operator can change MNO subscription while remaining with same USS.
Proposed Conclusion #1: No commercial relationship is assumed between the 3GPP Network and a USS/UTM, in order to enable an UAS operator to change the serving USS/UTM while remaining with same 3GPP Network subscription, and vice versa. The 3GPP Network subscription for the UAV cannot be assumed to contain any information about the USS/UTM based on a commercial relationship between the 3GPP Network and the USS/UTM.
2.2
Interfacing between USS and the 3GPP Network

We have seen a variety of discussions and proposal addressing ho the USS/UTM and the 3GPP network interacts for various cases: UAS authorization, location services, UAS tracking, etc. 
Several proposals suggest using the NEF/SCEF framework, extended to support the necessary services and parameters. Some proposals have considered also whether the authorization/authentication shall be supported using EAP/Diameter mechanisms, which would require the USS to support Diameter and be an EAP authenticator.

At present, there has be no objection to the use the NEF/SCEF framework for such interfacing, at least for a subset of the services.
Proposed Conclusion #2: Interfacing between the USS/UTM and the 3GPP Network is based at least on existing or extended NEF/SCEF services.

For the specific aspect of support of EAP/Diameter, various parties have express concerns with respect to requiring USS providers to support such protocols and become Diameter servers, when the NEF/SCEF framework could support all services. Concerns where expressed also with respect to the issue of credential provisioning and management if EAP were used, and what EAP mechanisms would satisfy the needs of the UAS scenario (including whether a new EAP mechanism is require and any IETF work is needed). However, deciding to support or not EAP/Diameter seem to require input from the aviation community, and a dialogue with them is required before we can agree on allowing it or we forbid this type of solution.

2.3
UAV visibility to the USS via the 3GPP Network

The question of how an USS identifies a UAV when requesting any type of services to the 3GPP network was raised:

-
is the CAA-Level UAV ID used? Note that this would imply that the 3GPP system would need to be able to identify the 3GPP UAV based on an identifier that is neither allocated not managed by the 3GPP system, and is not out of control of the 3GPP system

-
Is the 3GPP UAV ID used? Considering the work done in the past for exposure of services, and the introduction of the GPSI, if the 3GPP UAV ID is a GPSI and is provided to the USS dynamically (as described in several of the proposals), then from the point of view of the 3GPP system the functionality remains

-
if a GPSI is used, should it be an MSISDN or an External Identifier? It seems logical that an MSISDN should not be required for devices that essentially have ny reachability for traditional human services.

Proposed Conclusion #3: The USS/UTM is made aware of the 3GPP UAV ID of the UAV during procedures of UAV authorization supported by the 3GPP network. 

Proposed Conclusion #4: The 3GPP UAV ID is in the format of a GPSI, and at least the External Identifier is supported.

Proposed Conclusion #5: The External Identifier is allocated by the 3GPP network without interaction with the USS/UTM, and must be unique within the geography (e.g. at least country) of the 3GPP network.
2.4 UAV Connectivity

Regarding the use of PDU sessions/PDN connections for the UAV connectivity to the USS and for the transport of C2 (and related) traffic:

-
Some proposals assume UAV may have plain Internet connectivity (or other PDU sessions/PDN connections) besides connectivity for aviation services
-
Some proposals assume UAV has single dedicated connectivity for both UAV-USS connectivity and for C2 (UAV-networked UAV controller)
-
Some proposals assume UAV has one dedicated connection for UAV-USS connectivity and a separate dedicated connection for C2 (UAV-networked UAV controller)
-
Some proposals UAV is aware of the APN/DNN used for UAS connectivity and acts based on that (e.g. failed UUAA allows the US to establish plain Internet connectivity).

It seems logical that the decision to use one or multiple PDU session/PDN connections should be:
-
not visible to the USS. The USS should not be required to be aware of the internal mechanisms of the 3GPP system, and of deployment decisions of the MNOs

-
a decision of the MNO

Another question raised is whether solutions based on multiple PDN connections would work legacy devices in the UAV. Any LTE device that is used for a UAV must at a minimum implement the LTE aerial feature, and as such it would not necessarily be a legacy device and can be made capable to understand the use of multiple APNs and PDN connections.
Proposed Conclusion #6: Both the model with single PDU session/PDN connection for USS and C2 connectivity, and the model with separate PDU sessions/PDN connections are supported, to allow MNO to decide based on potential local regulations and deployment considerations. Overall solution should work in both cases.
Proposed Conclusion #7: the USS/UTM is not assumed to have knowledge of PDU sessions or PDN connections.
2.5
UAV and UAV Controller model

Regarding the UAV and UAV controller model, both networked and non-networked UAV controllers have been considered when discussing the pairing authorization between UAV and UAV controller. 

For non-networked UAV controller, the pairing between a UAV and a non-network UAV controller (which communicate using N8) is widely assumed to takes place independently of the 3GPP system, and in most cases it is static. Therefore, the concept of authorizing the pairing and supporting the authorization of the pairing via the 3GPP system does not apply.

Proposed Conclusion #8: the functionality to support authorization of UAV and UAV controller pairing applies only to networked UAV Controllers.

The specific details of the UAV and networked UAV controller pairing depend on work done in the regulatory framework, in particular with respect to whether a networked UAV controller is assumed to be identifiable separately from the associated UAV in terms of identifiers handled by the UTM and CAA. SA1 has defined some requirements in this area, but such requirements are not matched in any existing regulatory framework. As a matter of fact, regulators have not yet even considered the scenario of networked UAV controller, and therefore the related requirements from the aviation community are utterly non-existent. In particular, all the requirements regarding support of Remote Identification are targeted to the information and communications of a UAV, and not the UAV controller. Indeed Remote ID can carry also some information on the UAV controller, but the UAV identity discussed at CAA level refers always and only to the UAV, and never to the UAV controller. 
Proposed Conclusion #9: agree that Remote Identification support by 3GPP in the scope of this release applies to the UAV, not to UAV Controller.
This does not mean of course that regulators will not move to adopt similar concepts and solutions also for the networked UAV controllers, but at the moment these would be pure speculations on our side and we should not speculate as to what regulators will do. 
2.6
Aviation level identity and credentials

As it has presented several times and described in several contributions, the CAA-Level AUV ID is an identifier standardized and regulated outside of 3GPP. Several contributions have made assumptions on how these are defined, allocated, but at present the only thing SA2 can consider as confirmed are the format mandated by existing regulations, and how they can be resolved to the USS that is serving the UAS.
Proposed Conclusion #10: various formats of CAA-level UAV ID must be supported to support various geo-specific regulations. At least Serial Number Identification, a CAA-Issued Registration Identifier (aka Session ID), and USS/UTM-Issued UUID shall be supported
Proposed Conclusion #11: mechanisms for resolving the CAA-Level UAV ID to the USS corresponding to the UAS must be made available but do not need to be defined in 3GPP, since they are required outside of 3GPP for devices not defined by 3GPP (e.g. by a TPAE listening to Broadcast Remote ID to identify the USS). These same mechanisms can be used by the 3GPP system to identify the serving USS based on the CAA-Level UAV ID.
2.7
UAV tracking 

Various models have been discussed for geo-caging and geo-fencing in various proposals:
-
Geo-caging: two models have been presented in various contributions
-
UAV location may reported automatically to USS during MNO verification of UAV validity or during “authorization of UAV-UAVC pairing”. USS uses the information to decide if UAV is in appropriate location for related operations
-
USS requests UAV location explicitly when required (e.g. during the procedure of authorizing a UAV and UAVC pairing or when validating a flight plan).
-
Geo-fencing: three models have been considered

- Direct: USS requests UAV location at any time, only when USS needs the information
-
Direct subscription: several proposals assume simple model where USS subscribes to UAV location reporting when needed. Without additional conditions, this is a continuous reporting which may be superfluous if Networked Remote ID is in place, though it can augment/verify what the UAV provides
-
Area of interest subscription: some proposal assume USS can subscribe to an “area of interest”, providing geo area to MNO, and MNO performs tracking and reporting to USS only when UAV enters or leaves area of interest. The advantage is there is less reporting to USS by the MNO, and that the MNO is required to track precisely the UAV only under specific conditions (e.g. at the edge of the area of interest). The potential mismatch between “geo area of interest” wrt “granularity of tracking possible for the MNO” (e.g. geo area smaller than cells or being a subset of multiple cells) must be addressed, but in the discussion so far it has not been seen as an impossible obstacle.
In addition, the concept of “USS UAV discovery” have been discussed, with some proposals allowing the TPAE/USS to query the MNO for list of UAVs in a geographical area, or for the location of a specific UAV. In the solution proposed, what is returned to the USS is the 3GPP UAV ID(s), and what is returned to the TPAE is the CAA-level UAV ID if the query is direct (TPAE-MNO) and TPAE then resolves the ID with the USS, or the whole UAV information if the TPAE queries the USS that in turns queries the MNO. 
Proposed Conclusion #12: for geofencing, enable both the “direct query from USS” model, the “direct USS subscription” model, and the “area of interest subscription” model.
Proposed Conclusion #13: For geo-caging, both the option of the 3GPP system providing the UAV location to the USS during procedures, and the model where the USS retrieves it on demand, are supported.
Proposed Conclusion #14: enable a USS UAV discovery mechanism” where the USS and TPAE to query MNO for UAVs in a specific location. 

2.9
Applying LTE aerial features to NG-RAN (NR radio)

In EPS Aerial UE function has been introduced in both the CN (i.e. support for subscription-based Aerial UE identification and authorization, described in clause 4.3.31 of TS 23.401) and in RAN (including including height reporting, interference detection, signalling flight path information transfer from UE to E-UTRAN, location information reporting, described in TS 36.300).

Similar features are required for the 5GS to support UAVs, though the RAN aspects are subject to RAN WG work. 
Proposed Conclusion #15: agree that for NR to be used for UAVs, “aerial features” must be enabled and RAN work is needed.

2. Proposal

It is proposed to include the following key issue in TR 23.754. 
* * * * First Change * * * * 
8
Conclusions

Editor's note:
This clause will capture conclusions from the study.
The following principles are applied, as applicable, when developing UAV support in 3GPP:
No commercial relationship is assumed between the 3GPP Network and a USS/UTM, in order to enable an UAS operator to change the serving USS/UTM while remaining with same 3GPP Network subscription, and vice versa.  The 3GPP Network subscription for the UAV cannot be assumed to contain any information about the USS/UTM based on a commercial relationship between the 3GPP Network and the USS/UTM.
Key Issue #1:

An UAV is identified by USS/UTM using a CAA-level UAV ID assigned by USS/UTM, and identified by the 3GPP System using a 3GPP UAV ID assigned by the MNO.

The CAA-level UAV ID is used for Remote ID functionality (network or broadcast remote ID). Remote Identification support by 3GPP in the scope of this release applies to the UAV, not to UAV Controller. No assumptions are made limiting the type of information on UAV Controller provided via Remote Identification to satisfy regulatory requirements. 
Various formats of CAA-level UAV ID must be supported by the UAV to support various geo-specific regulations. At least Serial Number Identification, a CAA-Issued Registration Identifier (aka Session ID), and USS/UTM-Issued UUID shall be supported 
 It is assumed that the mechanisms for resolution of CAA Level UAV ID to the USS serving the corresponding UAV, defined outside 3GPP, and available to entities outside the 3GPP system (e.g. the TPAE), are used in the 3GPP system to discover the USS for the UAV.  It may be also possible to use other UAV information (e.g. UAV-provided USS address or FQDN) in addition to CAA Level UAV ID sent by the UAV to 3GPP system, to be used by the 3GPP System, to discover the USS for the UAV.
3GPP system is provided the CAA-level UAV ID by the UAV, and it may provide the CAA-level UAV ID to the UTM/USS when providing MNO services towards the UTM/USS.
The USS/UTM is made aware of the 3GPP UAV ID of the UAV during procedures of UAV authorization supported by the 3GPP network. . The USS/UTM uses the 3GPP UAV ID to invoke MNO services (e.g. exposure function or location services) or during authorization or authorization revocation.
The 3GPP UAV ID is in the format of a GPSI, and at least the External Identifier is supported.

The External Identifier is allocated by the 3GPP network without interaction with the USS/UTM, and must be unique within the geography (e.g. at least country) of the 3GPP network.
Key Issue #2:
An UAV may be authenticated and authorized by USS/UTM with the support of the 3GPP system before connectivity for UAS services (e.g. UAS-USS connectivity for NRID) is enabled. Existing authentication and authorization framework is leveraged as much as possible to minimize the impact on 5GS and EPS system protocols 

A UAV includes a CAA Level UAV identity to the 3GPP system. The 3GPP system determines whether to initiate UAV authentication/authorization based on request from UAV, subscription, local policies, and results of previous authentication/authorization. The USS/UTM can revoke such UAV authorization. 

NOTE 1: the details of how the CAA Level UAV ID is provided (e.g. a specific parameter or a transparent container) will be defined during normative work.
UAV authentication and authorization by USS/UTM is conditional on the UE having performed successfully a primary 3GPP authentication and with Aerial UE function as part of the subscription.

An UAV is authenticated and authorized by USS/UTM using a CAA-level UAV ID. The credentials and related authentication method used by the UAV and UTM/USS are outside of the 3GPP scope.
The 3GPP network shall be informed of the UAV authentication and authorization result and enforce the result accordingly. Upon successful UAV authentication and authorization by USS/UTM, UAV is authorized to establish limited connectivity to communicate with USS/UTM. 
A UAV request for user plane connectivity to the 3GPP system for UAV operations (i.e. C2 between a UAV and a networked UAV controller and/or flight authorization request) may also require additional authorization by the UTM/USS. 
Other Aspetcs:
Single PDU session/PDN connection for USS and C2 connectivity, and separate PDU sessions/PDN connections for USS and C2 connectivity are supported. The mechanism that may be used is up to deployment.  
The USS/UTM is not assumed to have knowledge of PDU sessions or PDN connections: the USS/UTM authorizes connectivity requests sent from the 3GPP system for a UAV or UAV controller, can revoke such authorization, and can provide information to control such connectivity (e.g. ACL, QoS information, etc.).

The functionality to support authorization of UAV and UAV controller pairing applies to networked UAV Controllers and non-networked UAV controllers that are connected to UAV via internet.

For geofencing, enable both the “direct query from USS” model, the “direct USS subscription” model, and the “area of interest subscription” model.

For geo-caging, both the option of the 3GPP system providing the UAV location to the USS during procedures, and the option where the USS retrieves it on demand, are supported. 

Enable a USS UAV discovery mechanism where the USS/UTM query MNO for UAVs served by the MNO in a specific location. 


Editor’s Note: For NR to be used for UAVs, “aerial features” as defined in TS 36.300 [9] for E-UTRA, must be enabled and RAN work is needed.
* * * * End of Change * * * *
Identification information of �TPAE UAV2 is in the scope. 
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