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Abstract of the contribution: This paper proposes a solution on handling of C2 connectivity when authorization is revoked by the UTM due to UAV misbehaviour or other reasons.
1 Introduction
KI#5 is defined to study how are UAV is handled in case of failed (re)authorization or revocation of authorization by the UTM, considering handling of UAV connectivity with UAV Controller and expected UAV behaviour.

The related architectural assumptions are summarised as below:
	Connectivity for Command and control of a UAV may be between the UAV and, mutually exclusively, an UAV Controller, or a TPAE, or the UTM.

An UAV Controller can be removed from a UAS and replaced with another UAV Controller or a TPAE.

For networked UAV controllers and non-networked UAV controllers, pairing between the UAV and the UAV controller for the use of UAV3 or UAV5 may be at least authorized, or even authenticated. The pairing authorization/authentication, when performed, is authorized by the USS/UTM, not by the 3GPP system. The 3GPP system enables such authorization process. The result of such authorization/authentication are made known to the MNO in order to enable the USS/UTM to enable the connectivity between the UAV and the UAV controller.

The USS/UTM may indicate to the 3GPP system revocation of UAV3 connectivity between the UAV and UAV Controller.

The 3GPP system should provide enablers to support geofencing (for in-flight UAV) and geocaging (for UAV on the ground intending to fly) functionality in USS/UTM.


Based on the above assumptions, this paper introduces a solution on how to handle the C2 connectivity by the 3GPP network when the authorization of pairing between the UAV and the UAV controller for the use of UAV3 or UAV5 is revoked by the UTM. This can be achieved by UTM providing a UAV management policy (e.g. modify or release the C2 connectivity) to the 3GPP network prior to or when some events (e.g. UAV flying into a no-fly-zone) are detected. The UAV management policy will then be enforced in the 3GPP network.
2 Proposal

It is proposed to approve the below content. 
* * * * Begin of Changes * * * *

6.0
Mapping Solutions to Key Issues
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* * * * Next Change * * * *

6.X
Solution #X: Handling of C2 connectivity due to authorization revocation

6.X.1
Introduction

This solution addresses KI#5.

This solution applies to both 5GC and EPC.

This solution defines the UAV management policy when the UAV and UAVC pairing authorization is revoked by the UTM due to UAV misbehaviour or other reasons, how the UAV management policy is available to the 3GPP network, and how the UAV management policy is enforced in the 3GPP network.
6.X.2
Functional Description
It is assumed that a UAV always establishes a PDU session for UAV to USS/UTM communications. Such PDU sessions is also necessary to enable UAV9. This PDU session shall always be kept once it is established.

To enable UAV3 and UAV5, a C2 connectivity is established between a UAV and a UAVC after a successful authentication/authorization when the UAV requests to establish user plane resources from the 3GPP system for UAV operations. For UAV3, this C2 connectivity requires 2 PDU sessions: between UAV&DNN and between UAVC&DNN. For UAV5, this C2 connectivity requires a PDU session between UAV&DNN.
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Figure 6.X.2-1: C2 (UAV3&UAV5) connectivity in 3GPP network

This C2 connectivity can be modified or released if the UAV and UAVC pairing authentication is revoked based on the UAV management policy provided by the UTM/USS. A UAV management policy is determined at the UTM/USS, which may include:

· modify C2 connectivity by replacing the old UAVC with a new entity (e.g. UTM, TPAE or a new UAVC) with its address, either IP or non-IP

· release C2 connectivity


The UAV management policy is provisioned to the SMF and enforced at SMF/UPF. The UAV management policy can be determined prior to C2 connectivity establishment or when some event is detected after a C2 connectivity is successfully established. It can also be manually pre-configured in the SMF if the policy is static.

The events related to the UAV management policy provisioning and enforcement include e.g.:

· UAV flies into a no-fly-zone

· UAV doesn’t fly based on authorised flight plan

· UAVC problem (e.g. low battery, bad network connectivity, misbehaviour)

These events may be detected at SMF or UTM by subscribing the network event exposure services, e.g. UAV presence in an area of interested or at application layer. For the latter case, the event can only be detected by the UTM. 

When the UAV management policy, i.e. the predefined policy, is determined prior to C2 connectivity establishment, it can be provisioned to the 3GPP network before the PDU sessions for C2 connectivity is established, i.e. it can either be pushed to the SMF or be stored in the UDR (via NEF) and retrieved by the SMF (via NEF) during PDU session for C2 connectivity is established. This is for the case where the same UAV management policy is applied to a group of UAVs or any UAV for the DNN/S-NSSAI, and the case where the UAV management policy is not very dynamic.

When the UAV management policy is determined due to some events are detected at UTM, the UTM informs SMF of the events and optionally provides the UAV management policy.

If both predefined policy and UTM dynamic provisioned UAV management policy are available, the UTM dynamically provisioned UAV management policy has a higher priority.

For releasing a C2 connectivity, the SMF terminates the PDU sessions of UAV and UAVC. For modifying a C2 connectivity, the SMF provides the address of the new UAVC, TPAE or UTM to the UPF serving the UAV over N4, and the UPF then routes all the C2 packets to the address received from SMF. The SMF also provides the address of UAV to the UPF serving the new UAVC or the TPAE if it is a different UPF.

Editor's note:
It is FFS when the SMF serving the TPAE or the new UAVC is different from the one serving the UAV.
6.X.3
Procedures

6.X.3.1 UAV management policy management and retrieval
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Figure 6.X.3.1-1: UAV management policy management in the NEF
1.
The UTM/USS invokes the Nnef_UAVManagement_Create/Update/Delete service. 

2.
NEF checks whether UTM/USS is authorized to perform this request based on the operator policies.

3.
The NEF invokes the Nudr_DM_Create/Update/Delete (UTM ID, UAV management policy) to the UDR.

4.
The UDR updates the UAV management policy.

5.
The UDR sends a Nudr_DM_Create/Update/Delete Response to the NEF.

6.
The NEF sends Nnef_UAVManagement_Create/Update/Delete Response to the UTM/USS.
For EPC case, NEF is replaced with SCEF.  The UAV management policy is stored in the SCEF, so the interactions between NEF and UDR are not needed.
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Figure 4.18.3.2-1 Management of UAV management policy in the SMF

1. When a new UAV management policy is received from the UTM/USS or from the UDR, the NEF invokes Nnef_UAVManagement_Notify (UTM ID, UAV management policy) to the SMF(s) to which the UAV management policy shall be provided. And the SMF(s) stores the new policy for the UTM ID or replaces an existing policy with the one newly received. 

For EPC case, SMF is replaced with PGW-C and NEF is replaced with SCEF.  
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Figure 6.X.3.1-2: UAV management policy retrieval
1.
When UAV requests to establish PDU session for C2 connectivity, after UAV is successfully authorised by the UTM/USS, if there’s no available UAV management policy at the SMF, the SMF invokes the Nnef_UAVManagement_Fetch(UTM ID) service to the NEF.

2.
The NEF invokes Nudr_DM_Query (UTM ID) to retrieve the UAV management policy from UDR.

3.
The UDR provides a Nudr_DM_Query response (UTM ID, UAV management policy) to the NEF.

4.
The NEF replies to the SMF with Nnef_UAVManagement_Fetch (UTM ID, UAV management policy).
For EPC case, SMF is replaced with PGW-C and NEF is replaced with SCEF.  The UAV management policy is stored in the SCEF, so the interactions between NEF and UDR are not needed.

6.X.3.2 C2 connectivity management
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Figure 6.X.3.2-1: C2 connectivity management
0. UAV, UAVC1 and UAVC2 respectively established PDU session for C2 connectivity, during which, their address and serving SMF are registered to the UTM/USS. 
SMF may be preconfigured or provisioned of the UTM pre-authorised UAV management policy using procedures defined in 6.X.3.1.
1. C2 communication starts between UAV and UAVC1.

2. SMF may detect specific events, e.g. UE presence in an area of interest, UE location, etc., or the UTM may detect a UAV misbehaving at application level. 

NOTE 1: How the event is detected at application level is out of scope of 3GPP.

If the UAV misbehaviour is detected at UTM, the UTM determines the UAV management policy. The UTM invokes Nnef service and the NEF will invoke Nsmf_PDUsession_UpdateSMContext service, requesting the update to C2 connectivity by providing the UAV management policy, i.e. whether to modify or release the C2 connectivity (if the policy is to modify the C2 connectivity, the address of UAVC2, UTM, or TPAE is provided).
3. Based on the UTM pre-authorised UAV management policy or the dynamic policy received at step 2, the SMF provides the address of UAVC2, UTM, or TPAE to the UPF using N4 session modification.
NOTE 2: If the policy is to modify the C2 connectivity by replacing the UAVC1 with UTM and no UTM address is provided, the SMF can determine a UTM address using UTM/USS discovery mechanism addressed in other solutions.
4. If the policy is to modify the C2 connectivity by replacing the UAVC1 with UAVC2, the SMF provides the address of UAV to the UPF2.

NOTE 3: If a different SMF service the UAVC2, the UTM needs to provide to the SMF serving the UAVC2 the UAV address.

5. The SMF requests UPF to release the PDU session of UAVC1 for C2 connectivity and release the PDU session of UAVC1 for C2 connectivity.

6. The C2 communication is between UAV and UAVC2, if the UAV management policy include the UAVC2 address, or between UAV and UTM, if UTM address is included.
If the UAV management policy is to completely release the C2 connectivity, the procedure applies with the following difference:

2b-2. Nsmf_PDUsession_ReleaseSMContext service is invoked, instead of Nsmf_PDUsession_UpdateSMContext service

3. N4 session release is sent, instead of N4 session modification

Step 4 and Step 6 are skipped.

For EPC case, SMF is replaced with PGW-C, UPF is replaced with PGW-U, and NEF is replaced by SCEF.
6.X.4
Impacts on existing entities and interfaces

· Editor's note:
This clause describes impacts to existing entities and interfaces.
This solution may have the following impacts to existing entities and interfaces:

· NEF: Management of UAV management policy

· SMF: Allow AF to be consumer of Nsmf_PDUsession_UpdateSMContext and Nsmf_PDUsession_ReleaseSMContext and update C2 connectivity based on information received from Nsmf_PDUsession_UpdateSMContext and Nsmf_PDUsession_ReleaseSMContext.
6.X.5
Evaluation

Editor's note:
This clause provides an evaluation of the solution.
* * * * End of Changes * * * *
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